ERE R W 2% 545 B2 A E ik Vol.8 No.1
202242 H Chinese Journal of Network and Information Security February 2021

RS AN A PRI FAMRIPERFRF S)HESR

AT 2, Bl M ok, A, gk 1
(1. FEEIYE K 2E v AL P2 25 () 2 42 Bt fddt #E M 350117
2. ARIRITE R AR A W 4% 22 4 5 B R T A s i =, R 481 350007)

1 . EIRE AT B R Z ORI A 7 5 5 SR AR PG, DUECR W SCRAE S E S A it
ER I, HET B )2 R BRVE PSR BT R AN KU P B 1) B FA DR R IR A% ST HESE o M S i b A Y
AR AMULEE PR & 1 S IR 5575 AV R H RIS s 7= A My s B0 ST, AN SR VPR B HLAR OG5 B DL
ST G55 35 LT %S0, 3 SR P AE A HEA T B Rl S P v 3 DS/ G2 75 10k T 22 A i
PGS BRSNS TR . TEZAEZL A b, OB HEVEATRIBY 0z AL BE,  F P 50 A MR 2 2 405
i, PRGNS T R FIHRIEE S ARG WU ARG T BBV, FE4 G 25 D& H
WA T SEME DE AR AR . 3 —20, TR AT SEPESC IR ANRTR B T UM TR BCEA R, R SO
SCRCEAS A AL S 25 e 4 R B S EOIAT R A AT, AR UEAS SR B AR A 32 B2 oy sy ot s 54 Y P ik
SO R . 83T HybridArgument BEBREAT 224170 Br, 11K W] PPRFL (privacy-preserving robust fe-
derated learning) R LA A OrdP B8 2 4 DL KD HG FH P ol SE PSS P S BB Ba A . SEIR A5 AR, B
A AES P A 25 )7 B A AR s, PPREL J5 RUETARARAEIA R 92%, WS PPFDL
(privacy-preserving federated deep learning with irregular users) #&/5 1.4 fi5; HIRIFBS1F 5 80%H ' F#i45
(RIUI R A A W 7 B I, PPRFL 7 SEER R ATI R RIS 1) 89%, WS B PPFDL 7% 2.3 {5

KHEIR: OS] BARY 2eRG; RBECAMNA - 2Rl

HESES: TP309

XEKFRERD: A

DOI: 10.11959/].issn.2096—109%.2022011

Privacy-preserving federated learning framework
with irregular-majority users

CHEN Qianxin'? BI Renwan'?, LIN Jie', JIN Biao', XIONG Jinbo'?

1. College of Computer and Cyber Security, Fujian Normal University, Fuzhou 350117, China
2. Fujian Provincial Key Laboratory of Network Security and Cryptology, Fujian Normal University, Fuzhou 350007, China

Wi HEA: 2021-10-07; f&EIBHA: 2022-01-05

BIEMEE: ), linjie891@163.com

BEEWA: MEAREAEES (61872088, 61872090, U1905211); A4 HARELFE4:(2019]01276)

Foundation Items: The National Natural Science Foundation of China (61872088, 61872090, U1905211), The Natural Science
Foundation of Fujian Province (2019J01276)

IR BRauWr, S0, MREh, 85 SCREZHORRUNT ™ B BRL DR IDRFR 2 S HEZR D). W46 505 B 2 42, 2022,
8(1): 139-150.

Citation Format: CHEN Q X, BI R W, LIN J, et al. Privacy-preserving federated learning framework with irregular-majority
users[J]. Chinese Journal of Network and Information Security, 2022, 8(1): 139-150.



140 - W 44 5 B e A28 3R

Abstract: In response to the existing problems that the federated learning might lead to the reduction of aggregation
efficiency by handing the majority of irregular users and the leak of parameter privacy by adopting plaintext
communication, a framework of privacy-preserving robust federated learning was proposed for ensuring the
robustness of the irregular user based on the designed security division protocol. PPRFL could enable the model and
its related information to aggregate in ciphertext on the edge server facilitate users to calculate the model reliability
locally for reducing the additional communication overhead caused by the adoption of the security multiplication
protocol in conventional methods, apart from lowering the high computational overhead resulted from homomorphic
encryption with outsourcing computing to two edge servers. Based on this, user could calculate the loss value of the
model through jointly using the verification sets issued by the edge server and that held locally after parameter
updating of the local model. Then the model reliability could be dynamically updated as the model weight together
with the historic information of the loss value. Further, the model weight was scaled under the guidance of prior
knowledge, and the ciphertext model and ciphertext weight information are sent to the edge server to aggregate and
update the global model parameters, ensuring that global model changes are contributed by high-quality data users,
and improving the convergence speed. Through the security analysis of the Hybrid Argument model, the
demonstration shows that PPRFL can effectively protect the privacy of model parameters and intermediate
interaction parameters including user reliability. The experimental results show that the PPRFL scheme could still
achieve the accuracy of 92% when all the participants in the federated aggregation task are irregular users, with the
convergence efficiency 1.4 times higher than that of the PPFDL. Besides, the PPRFL scheme could still reach the
accuracy of 89% when training data possessed by 80% of the users in the federated aggregation task were noise data,
with the convergence efficiency 2.3 times higher than that of the PPFDL.

Keywords: federated learning, privacy-preserving, secure aggregation, irregular-majority users, security division protocol
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Comparison of functionality among
different schemes
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