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complex networks aims to identify abnormal edges in network structures caused by human fabrication or data collection
errors. Existing methods mainly start from the perspective of structural similarity, and use the connected structure
between nodes to evaluate the abnormal degree of edge connection, which easily leads to the decomposition of the
network structure, and the detection accuracy is greatly affected by the network type. In response to this problem, a
CNSCL algorithm was proposed, which calculated the node importance at the semi-local structure scale, analyzed
different types of local structures, and quantified the contribution of edges to the overall network connectivity according
to the semi-local centrality in different structures, and quantified the reliability of the edge connection by combining with
the difference of node structure similarity. Since the connected edges need to be removed in the calculation process to
measure the impact on the overall connectivity of the network, there was a problem that the importance of nodes needed to
be repeatedly calculated. Therefore, in the calculation process, the proposed algorithm also designs a dynamic update
method to reduce the computational complexity of the algorithm, so that it could be applied to large-scale networks.
Compared with the existing methods on 7 real networks with different structural tightness, the experimental results show
that the method has higher detection accuracy than the benchmark method under the AUC measure, and under the

8

condition of network sparse or missing, It can still maintain a relatively stable recognition accuracy.

Keywords: complex network, graph-based anomaly detection, abnormal link detection, robustness
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Features of 7 real network data

SFHEBRIBIAKE (<d>)  EERH (O FIfE A% ()

Table 1

S ML (N MEDE (B) WA (<k>)
Water 272 317 233

ER 1174 1417 241

PC 347 444 2.56
Power 4941 6 594 2.67
Router 5022 6258 2.49

PB 1222 16717 27.36

Jazz 198 5484 27.70

14.04 0.005 -0.031
14.41 0.017 0.127
8.16 0.087 -0.077
18.99 0.080 0.004
6.45 0.012 -0.138
2.74 0.320 -0.221
2.24 0.618 0.0202

#2 NGEESBEOZHTEERET NEIME L AUC HETRIRAITEE
Table 2 Measurement on 7 real networks existing abnormal edges by AUC

- FEUESR bR
CN AA RA HPI PA LP ACT Hybrid CNSCL
Water 0.4981 0.4982 0.498 0.498 0.1757 0.1389 0.2392 0.1815 0.7701
ER 0.528 0.5298 0.5286 0.5282 0.337 0.3839 0.4338 0.2559 0.6509
PC 0.6035 0.6046 0.6049 0.6031 0.4958 0.5922 0.497 0.4746 0.7403
Power 0.6029 0.6033 0.6033 0.6034 0.4689 0.568 0.4827 0.4901 0.7381
Router 0.5645 0.5649 0.5651 0.5647 0.7393 0.7879 0.3789 0.6575 0.8194
PB 0.9232 0.9252 0.9231 0.9494 0.9049 0.9313 0.8876 0.8797 0.9233
Jazz 0.9461 0.9511 0.958 0.8921 0.7671 0.9424 0.7868 0.9451 0.945
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Table 3 AUC of 7 real networks existing abnormal edges which missing 10% edges
- BEMESR by
CN AA RA HPI PA LP ACT Hybrid CNSCL
Water 0.4997 0.4996 0.4995 0.4995 0.156 0.1793 0.2438 0.2152 0.6949
ER 0.5209 0.5202 0.5204 0.5206 0.3008 0.3276 0.3435 0.2546 0.6261
PC 0.574 0.5744 0.5741 0.5735 0.4417 0.5088 0.3691 0.4067 0.7064
Power 0.5817 0.582 0.5814 0.5817 0.4336 0.5037 0.3928 0.5827 0.6912
Router 0.5434 0.5428 0.5427 0.5425 0.7229 0.7432 0.318 0.5021 0.7846
PB 0.9183 0.9203 0.9174 0.8858 0.9041 0.929 0.885 0.9195 0.919
Jazz 0.9401 0.9448 0.9518 0.9436 0.762 0.9355 0.7799 0.9381 0.9415
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