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complex and vulnerability collection platforms are inadequate in collecting vulnerabilities. All these problems affect the
security of open source projects and complex software with open source complements and most security patches can't
be discovered and applied in time. Thus, the hackers could be easily found such vulnerable software. To discover the
vulnerability in the open source community fully and timely, a vulnerability identification system based on project
version difference was proposed. The update contents of projects in the open source community were collected
automatically, then features were defined as security behaviors and code differences from the code and log in patches,
40 features including comment information feature group, page statistics feature group, code statistics feature group and
vulnerability type feature group were proposed to build feature set. And random forest model was built to learn
classifiers for vulnerability identification. The results show that VpatchFinder achieves a precision rate of 0.844, an
accuracy rate of 0.855 and a recall rate of 0.851. Besides, 68.07% of community vulnerabilities can be early discovered

by VpatchFinder in real open source CVE vulnerabilities. This research result can improve the current issue in software

security architecture design and development.

Keywords: vulnerability detection, open source platform, security patch, machine learning
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From: Tomash Brechko <tomash.brechko@gmail.com>

Date: Mon, 2 Nov 2009 18:15:54 +0100

Subject: [PATCH] Use strncmp when checking for large ascii multigets.

memcached.c | 4 +++-
1 file changed, 3 insertions(+), 1 deletion(-)
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+ptr;
1
s
- if (stremp(ptr, "get ") && stremp(ptr, "gets ")) {
+ if (ptr - c->reurr > 100 ||
+ (strnemp(ptr, "get ", 4) && strnemp(ptr, "gets ", 5))) {
+

conn_set_state(c, conn_closing);

return 1;
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Figure 2 Example of the patch page
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Figure 6 Cumulative distribution curve of time difference between
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