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Therefore, the methods of security situation prediction for industrial internet fused attention mechanism and
bi-directional simple recurrent unit (BSRU) were proposed to meet the real-time and accuracy requirements of
industrial production. Each security element was analyzed and processed, so that it could reflect the current network
state and facilitate the calculation of the situation value. One-dimensional convolutional network was used to extract
the spatial dimension features between each security element and preserve the temporal correlation between features.
The BSRU network was used to extract the time dimension features between the data information and reduced the
loss of historical information. Meanwhile, with the powerful parallel capability of SRU network, the training time of
model was reduced. Attention mechanism was introduced to optimize the correlation weight of BSRU hidden state
to highlight strong correlation factors, reduced the influence of weak correlation factors, and realized the prediction
of industrial internet security situation combining attention mechanism and BSRU. The comparative experimental
results show that the model reduces the training time and training error by 13.1% and 28.5% than the model using
bidirectional long short-term memory network and bidirectional gated recurrent unit. Compared with the
convolutional and BSRU network fusion model without attention mechanism, the prediction error is reduced by
28.8% despite the training time increased by 2%. The prediction effect under different prediction time is better than
other models. Compared with other prediction network models, this model achieves the optimization of time
performance and uses the attention mechanism to improve the prediction accuracy of the model under the premise of
increasing a small amount of time cost. The proposed model can well fit the trend of network security situation,

meanwhile, it has some advantages in multistep prediction.
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Table 4 The prediction results of the fusion network
prediction model

TR AL MAE RMSE MAPE I 1) /s
Attention-BLSTM ~ 0.0266  0.0302  5.6103% 5109136
Attention-BGRU ~ 0.0256  0.0302  53549%  462.312
Attention-BSRU ~ 0.0183  0.0221 3780 1%  401.663 7
CNN-BSRU 0.0257  0.0327 5.1853%  393.6389
AIS-LSTM 0.0378  0.0446  7.5533%  864.4482
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