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deserialization gadget chains consumes a lot of time and effort and it is highly dependent on the experienced
knowledge. Therefore, it is crucial to study how to efficiently and accurately automate the discovery of gadget
chains. Java deserialization gadget chain discovery method based on hybrid analysis was proposed. Call graph based
on the variable declaration type was constructed, and then the deserialization entry functions that may reach the
dangerous functions were screened using the call graph analysis. The screened entry functions were used as the entry
point of the hybrid information flow analysis. The hybrid information flow analysis was carried out for both pointer
and tainted variables. The tainted objects created implicitly were marked. The tainted information and the pointer
information were propagated simultaneously to construct the hybrid information flow graph. The reachability of
external taint data propagation to the dangerous function was judged based on the hybrid information flow graph.
The corresponding deserialization gadget chain was constructed according to the taint propagation path. The hybrid
analysis took into account the efficiency of call graph analysis and the accuracy of hybrid information flow analysis.
The corresponding static analysis tool, namely GadgetSearch, was implemented based on the proposed hybrid
analysis method. In the experimental evaluation, GadgetSearch had lower false positive and lower false negative
than the existing tool Gadgetlnspector on four datasets of Ysoserial, Marshalsec, Jackson historical CVE, and
XStream historical CVE. Additionally, GadgetSearch also found multiple undisclosed gadget chains. The

experimental results show that the proposed method can efficiently and accurately discover the Java deserialization

gadget chain in multiple practical Java applications.

Keywords: deserialization vulnerability, pointer analysis, taint analysis, hybrid analysis
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public class AOther {
@override
public int hashCode() {
return super.hashCode();

+

public class A {
InterfaceB iobj;
public InterfaceC getInterfaceC(){
return new CImpl();

@Override

public int ) {
InterfaceC 1nterfacec = this. getInter‘faceC();

return 1nterfacec etHashCod ob
}
}
public interface InterfaceC(){
public int getHashCode(InterfaceB interB);
}

public class CImpl implem
@Override

public int getHashCodé(InterfaceB (interB) {

return T() hashcode()f =

public class CImplOthe
Method method;
@override
public int getHashCode(InterfaceB interB) {
Object ret = method.invoke(interB);
return ret.hashCode{);

s InterfaceC{

plements InterfaceC{

}
}

public interface InterfaceB{ \
public Object get();
}

public class BImpl implements InterfaceB{
Class clazz;
String methodName;
Object obj;

@0verride
public Object (getf)-{--/--
Method method = clazz getMethod (methodName) ;

Object ret = method. m(obj)
return ret;

}
}

public class BImplOther implements InterfaceB{
@0verride
public Object get() {
return "Other";

B 1 RIFHICH R )
Figurel Example of a gadget chain
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1 public class A{

2 B fldb1;

3 B fldb2;

4 String fldstr;

5

6 public void entry(){

7 B bl = this.fldb1;

8 B b2 = bi;

9 B b3 = new B();

10 this.fldb2 = b3;

11 B b4 = this.func2(bl);

12 String strl = this.fldstr;
13 String str2 = strl.substring(1);
14 }

15

16 public B func2(B paramb){

17 B ret = paramb;

18 return ret;

19 }

20 }

K3 A5 RIaHT
Figure 3 Example code for information flow analysis
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Figure 4 Hybrid information flow graph
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FHAE?

RQ2: SR 7 IR T HARLE,
GadgetSearch [ fig 4] ?

RQ3: WA VAl A SCHR HH IRTR & 20 B 7k 1)
WEEE?

W 52 5 4 85 Ubuntul6.04,  Java
1.8.0 171, W17 36 GB, 24 ¥ Intel(R) Xeon(R)
CPU E5-2630 4bFH 85,

5.1 §t3% RQ1 B9SELE

3 T Y AE GadgetSearch AEfL 7 3 A Zn A H
BE, ASOGF IDK A28 4T 1) Jar (REAT T WK,
AR5 AR ATFRM A EE, RSk 1 pr
Ko i CVE-2021-43297 J& 55— 4 (XMt JDK
LAENS iy 2 PAT I Hessian A HEE. #ef)im i,
HEAEAE Hessian SPAITNIR, B & ook
D RPEAR A SRS =07 B, BRI AR
AJ Y, JEEE A AN SO B B
7 Dubbo.

x1 RAFHAEIIR

Table 1 List of CVE/CNVD
CVE/CNVD ST 5 3 A faH
CNVD-2021-44381  Jackson r;;f:gcie;‘jar JNDI #EA
CVE-2021-39141 XStream % JDK ARIAT
CVE-2021-39144 XStream X JDK RIEHAT
CVE-2021-39146 XStream X JDK AL AT
CVE-2021-39153 XStream % JDK ARIAT
CVE-2021-43297 Hessian X JDK AREEAT

5.2 &3 RQ2 BYLH

24 Java [P ALK T RAT Jack Of-
MostTrades hR A [¥] Gadgetlnspector ( icl A
JGadgetInspector), UL} Threedr3am 50t )5 1)

Gadgetlnspector (it & TGadgetlnspector )
JGadgetInspector SZ 745 Jackson. XStream.JND
X3 P OF A4 A H B . GadgetSearch Al
TGadgetInspector #S S £Ft ] Jackson. Fastjson.
XStream. JND. Hessian iX 5 {2 J7 51| {0 H 55

T R AR RS A S PAT IR B, Ak
#1T JGadgetInpsector Il TGadgetInspector 1A GE
3 AT 2 PAT IR s EL (n ssef, 3OS
4%). TGadgetlnspector £l Fastjson | FHBERT,
FOO TR A R R, K AR B I
TR, R B I REAS AT . O T SEE
1A, ASCK TGadgetlnspector H Fastjson
IS s

3 T XF b GadgetSearch 1 JGadget Inspec-
tor, TGadgetInspector £l 5 /5> 51 44 1) FH 4 1) 15
R R LU R IE 4T R0, A SCHE Marshalsec,
Ysoserial. Jackson CVE. XStream CVE % ¥4
AT . Marshalsec 1 Ysoserial J& P4k
Fag 4 Java T HACH] B Payload A2 %
TH, A& %2 mm ki awR -
Marshalsec 75 Jackson. XStream. Hessian 3
s 7 AL R 8%, Ysoserial HALE IND & JF
FICAIIBE, B 8RR W3R 2 Fros . Jackson
Ml XStream B J7 23 & I 7 A0 A6 R E G
CVE, FrPAASC M Jackson 752 CVE i ik
15 MR 2 HATH CVE, M XStream Jfj 2
CVE ik ti 14 SRR fr & AT CVE 1E 4
GV ANCE R CiiE

Jackson il 45 F 4Nk 3 7. Marshalsec £
a4 b Bk 2 4 Jackson A H 4 .
JGadgetInspector {24 i 8 4555, Horb 0 4 Rk,
9 ZARIREE, TN 100%, IR 100%;

% 2 Marshalsec #iE&E
Table 2 Marshalsec dataset

455 Jar Class Method Jackson Fastjson XStream Hessian
cb commons-beanutils-1.9.2.jar 6 050 66 404 0 1 0
rome rome-1.0.jar 5984 65 439 0 1 1
resin resin-4.0.65 jar 12 850 139 930 0 1 1
xbean xbean-naming-4.5.jar 3274 35098 0 1 1
c3p0 ¢3p0-0.9.5.2 jar 6 608 73 687 2 0 0
ccfg commons-configuration-1.10.jar 6191 67 883 0 1 0
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TGadgetInspector 29 Hi 9 4585, Hirh 0 45 2%k,
9 ZAEE, WA 100%, PIEA 100%:;
GadgetSearch —HL4Z4stH 18 &8 H%E, HIH
18 A XEE, TN 0%, R 0%,

Fastjson #6545 S 4 4 Fios . Marshalsec %1
Pa LR E A AN Fastjson A,  JGadge-
tinspector /N 3 £F Fastjson Al F] 85 1 4 I .
TGadgetInspector — 3Lkl 1 633 45 H HI %, Hr
0 A EE, WIRE 100%, ERE 100%;
GadgetSearch — LG 85 2FI 4k, ¥ A%k
B, RIRER 0%, TN 0%.

XStream 3l 45 R W%K 5 Frzx. Marshalsec
By L h A 5 4% XStream A fE,
JGadgetInspector frilllt 101 2RI HEE, HbAT 14 4%
HHRHEE, R T 595, HREN 86%, Ttk
4 100%; TGadgetInspector — LA H 269 4
FIFHEE, Ho 12 G800 HE, Jeik 7 5 4%, %
WFEN 95%, JikZF N 100%; GadgetSearch —Ik

Rl 126 45 FHAE, HIBAAREE, RIRER
0%, IIREHN 0%,

Hessian fill 45 R 4136 6 7~ . Marshalsec %1
PP 3 4% Hessian FIH%E, JGadgetlnspector
AN SC¥F Hessian %7 4146 R B 1) 32 98
TGadgetInspector —JLA It 1021 44FFHE, H
H6 ST MRMAEE, HREA 99.4%, BRI
tH Marshalsec 454 AL S IR S, TN
100%; GadgetSearch —3LAGIH 36 457 H 5%,
BRI, RIREN 0%, TWiREH 0%.

IND £l 45 Ransk 7 Jizn. Ysoserial 24
eh & 13 4 IND R T AL R
JGadgetInspector — LA Y 24 45 F H 4%, 70 #r
KU 24 22 R, IREN 100%, BRiRE
100%. %%} JGadgetInspector 3 75 ) common-
collections & JF ML A 4, il 6 s, &k
ST AN AR I AR P o RO B &
Method#invoke A, 2 —/"NZ4 input &

%& 3 Jackson ¥illZER
Table 3 Results of Jackson

L JGadgetInspector TGadgetInspector GadgetSearch
i Wf)/s &R CAEMEEEUR BRSSO WM PR CARBEBUFIIEER B0 Was SR CHRBESURITBE R E0
cb 49.13 0/1 60.79 0/1 9.12 0/0
rome 51.13 0/1 59.82 0/1 6.28 0/0
resin 58.68 0/3 75.40 0/4 9.37 0/0
xbean ~ 48.79 0/1 63.53 0/1 4.45 0/0
c3p0 50.03 0/1 62.31 0/1 16.43 18/18
ccfg 52.45 0/1 63.70 0/1 33.07 0/0
M 31021 0/8 385.55 0/9 78.72 18/18
% 4 Fastjson 4R
Table 4 Results of Fastjson
- JGadgetInspector TGadgetInspector GadgetSearch
i W)/s SR (AREESUA RIS HO Wl 4R CHREEEBUFMBERED  WEs 2R RV B R0
cb 60.79 0/101 7.18 0/0
rome 59.82 0/96 9.04 0/0
resin 75.40 0/96 1085.32 67/67
xbean 63.53 0/101 3.81 0/0
c3p0 62.31 0/97 2251 10/10
cefg 63.70 0/142 60.01 8/8
it 385.55 0/633 1187.87 85/85




<170 + W 4% 55 17 6 e A qh 8 4
#* 5 XStream #illzER
Table 5 Results of XStream
L JGadgetInspector TGadgetInspector GadgetSearch
i Wls 4R CHRGERUFITEESH0 WE)s R CAREEEUAIBE SO Wf)/s S5 CHRBEEEUAIEELEO
cb 51.26 2/12 60.79 2/32 20.95 20/20
rome 52.29 2/12 59.82 2/27 7.71 60/60
resin  60.69 4/40 75.40 2/107 206.91 19/19
xbean  51.12 2/12 63.53 2/30 3.27 0/0
c3p0 52.67 2/12 62.31 2/27 9.12 1/1
ccfg 52.83 2/13 63.70 2/46 8.67 26/26
Mk 320.86 14/101 385.55 12/269 256.63 126/126
F 6 Hessian #iMZER
Table 6 Results of Hessian
- JGadgetInspector TGadgetInspector GadgetSearch
i Ws  HRCERERUAMNEELSED  ws GER CEREEEBUARIBER B WEs 8RR ARV RS KD
cb 60.79 1/156 120.35 0/0
rome 59.82 1/151 18.79 30/30
resin 75.40 1/249 129.25 5/5
xbean 63.53 1/156 3.78 1/1
c3p0 62.31 1/152 16.43 0/0
cefg 63.70 1/157 33.07 0/0
587 385.55 6/1021 321.67 36/36
&7 JIND L
Table 7 Results of JND
JGadgetInspector TGadgetInspector GadgetSearch
Jar Class  Method 7% ik A gk CE 4R CHA
serial s gEMURI m)/s  EEEURIAE WS BESURIH
BERHO BERHO BERHO
bsh-2.0b5.jar 6033 65696 1 49.18 0/2 57.37 0/2 6.59 0/0
¢3p0-0.9.5.2 jar 6608 73687 1 51.78 0/2 58.54 0/2 12.66 6/6
click-nodeps-2.3.0.jar 3394 36764 1 49.04 0/4 58.08 0/4 4.33 1/1
commons-beanutils-1.9.2 jar 6050 66404 1 49.36 0/2 57.67 0/2 10.08 12
commons-collections-3.1 jar 6290 67873 5 51.46 0/4 57.67 0/4 50.02 20/20
js-1.7R2 jar 6178 68039 2 51.63 0/3 59.59 0/3 10.16 13/13
rome-1.0.jar 5984 65439 1 48.76 0/2 56.48 0/3 7.91 60/60
vaadin-server-7.7.14 jar 7005 74987 1 52.18 0/5 58.94 0/6 32.51 18/18
pE37 47542 518889 13 403.39 0/24 464.34 0/26 134.26 118/118

Class 28, kit e,
BOR, ki 7 fros . TGadgetInspector — 3L & I
T 26 HI N EE, 26 SR FIEER R IR, AR
100%, %= F 100%. GadgetSearch — A5l i

ANBEIL F] iy 2 AT

A K 0%,

118 S F H B, SN 20, 514 bsh-2.0b5 jar
I F B KL T GadgetSearch % 5 18 KK
JE, AR AT R, IeHRE N 7%, R
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com/sun/corba/se/spi/orbutil/proxy/CompositeInvocationHandlerImpl#invoke ©
org/apache/commons/collections/map/LazyMap#get @
org/apache/commons/collections/functors/InvokerTransformer.#transform @
java/lang/reflect/Method#invoke @

€ 6 JGadgetInspector il common-collections 4% 4t
Figure 6 The results of common-collections detected by JGadgetInspector

public Object CompositeInvocationHandlerImpl#invoke( Object proxy, Method

method, Object[] args )

{
Class cls = method.getDeclaringClass() ;
InvocationHandler handler =

(InvocationHandler)classToInvocationHandler.get( cls ) ;

—

public Object LazyMap#get(Object kz:y) {
if (map.containsKey(key) == false) {
Object value = factory.transform(key);

—

public Object InvokerTransformer#transform(Object inpﬁt) {
try {
Class cls = input.getClass();
Method method = cls.getMethod(iMethodName, iParamTypes);
return method.invoke(input, iArgs);

7 common-collections JERUF
Figure 7 common-collections Invalid gadget chain

ft Jackson CVE ##}i4k . JGadgetInspector

A1 TGadgetInspector S5 A Wl HAH VA, 75 SCHH 2K
R BE, IRZE 100%, GadgetSearch N4>k
M, IR 0%, Frg Rk 8 fros.

7t XStream CVE 4L LR 45 SR sk 9

Fi7s JGadgetlnspector Fil TGadgetInspector BEAS
T 3 4~ CVE, GadgetSearch RSN H 12 4
CVE. A" CVE-2021-39141. CVE-2021-39144.
CVE-2021-39146 . CVE-2021-39153 & 4k 2%
XStream ‘F J5 ], AN CVE-2021-39149 FEA %]

% 8 Jackson CVE il 45

R

Table 8 Results of Jackson CVE

CVE

Class

CVE-2018-7489
CVE-2019-17267
CVE-2019-20330
CVE-2019-20330
CVE-2020-14062
CVE-2020-14195
CVE-2020-24750
CVE-2020-35490
CVE-2020-35491
CVE-2020-36179
CVE-2020-36180
CVE-2020-36181
CVE-2020-36182
CVE-2020-36186
CVE-2020-36187

ST

com.mchange.v2.c3p0.ComboPooledDataSource
net.sf.ehcache.hibernate. EhcacheJtaTransactionManagerLookup
net.sf.ehcache.transaction.manager.selector.GenericJndiSelector
net.sf.ehcache.transaction.manager.selector.GlassfishSelector
com.sun.org.apache.xalan.internal.lib.sql.JNDIConnectionPool
org.jsecurity.realm.jndi.JndiRealmFactory
com.pastdev.httpcomponents
org.apache.commons.dbcp2.datasources.PerUserPoolDataSource
org.apache.commons.dbcp2.datasources.SharedPoolDataSource
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS
org.apache.commons.dbcp2.cpdsadapter.DriverAdapterCPDS
org.apache.tomcat.dbep.dbep.cpdsadapter. DriverAdapterCPDS
org.apache.tomcat.dbep.dbep2.cpdsadapter. DriverAdapterCPDS
org.apache.tomcat.dbcp.dbep.datasources.PerUserPoolDataSource
org.apache.tomcat.dbcp.dbep.datasources.SharedPoolDataSource

15

JGadgetInspector ~ TGadgetlnspector ~ GadgetSearch
X X v
X X v
X X v
X X v
X X v
X X v
X X J
X X J
X X J
X X J
X X J
X X J
X X J
X X J
X X J
0 0 15

e V7 FoR TR AN CVE, “X7” FoR AR .
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% 9 XStream CVE #&il|45 R
Table 9 Results of XStream CVE
CVE class JGadgetInspector ~ TGadgetInspector ~ GadgetSearch
CVE-2013-7285 Java.beans.EventHandler X X N
CVE-2020-26217  Javax.imageio.ImagelO$ContainsFilter X X N
CVE-2021-21344 com.sun.xml.internal.bind.v2.runtime.reflect. Accessor $Getter- ™ > ~
SetterReflection
CVE-2021-21345 com.sun.xml.internal.bind.v2.runtime.reflect. Accessor $Getter- % > «
SetterReflection
CVE-2021-21346  sun.swing.SwingLazyValue N N N
CVE-2021-21347 com.sun.tools.Javac.processing.JavacProcessingEnvironment$Na ™ > J
: . meProcessIterator.NameProcesslterator
CVE-2021-21350 com.sun.tools.Javac.processing.JavacProcessingEnvironment$Na % > v
meProcesslterator.NameProcesslterator
CVE-2021-21351 com.sun.org.apache.xml.internal.dtm.ref.IncrementalSAXSource % « v
_Xerces
CVE-2021-39141  com.sun.xml.internal.ws.client.sei.SEIStub X X N
CVE-2021-39144  sun.tracing.ProviderSkeleton N N, N
CVE-2021-39146  Javax.swing.UIDefaults$ProxyLazyValue X X N
CVE-2021-39149  sun.tracing.ProviderSkeleton N N N
CVE-2021-39153  com.sun.Javafx.fxml.BeanAdapter X X N
CVE-2021-39154  Javax.swing.UIDefaults$ProxyLazyValue X X N
Mt 14 3 3 12

e V7 R LRAIIHAHNE CVE, “X 7 FRARRIMH.

TARCEILN) CVE-2021-39144, CVE-2021-39154
B ARG A T AR SR BLIK CVE-2021-39146 .
CVE-2020-21344 1 CVE-2020-21345 F|JH#Eit
£, 53 GadgetSearch JGyEA I H AH R 1A FH 8%

MEZIG2E AT LU, GadgetSearch 1wk
ORI R R Az K T JGadgetInspector Al
TGadgetInspector, 3% L [X 2 JGadgetInspector
1 TGadgetInspector A I bR R 16 [ o E 52 B AN
4, DL RCBAT AT YR 0B LR AN HER -

GadgetSearch #& Jll Jackson » XStream .
Hessian. IND [Hiz4720#% T JGadgetInspector
1 TGadgetInspector; Fuilll Fastjson [IRCRAKT
JGadgetInspector F1 TGadgetInspector » Gadget
Search & & [ f& K5 % TGadget Inspector 4,
7E MR resin i GadgetSearch $£ 2] () A 1 b6 5 E)
e b6 bR B0 #6542 L TGadgetInspector %, T2
GadgetSearch Ji5 23551 70 AT AV R ATV AE 148
Z [ [A]
53 %3 RQ3 WYKL

K T IR A SCHE S B B 0 B TR IR A 2K

PR, ARSI T 3 AU eSS, 2 R 1 Oy
My IRATE BT LLAGR G /b, SEge 4 S
X 10 Prose EAN D BREOR'E M toString F1E S bR
HK'E A Method#invoke 154 T, X JDK H1¥)
XStream FHEERATRI . SCaG 25 R, A
B M e, (AR R & . IREE B
IIATEE BRG] (24 h) REES2OHT, BE
I3 MR R EURAG, (RIS AT I [A] AR TR 52 IR
TR 7T IR R AR 32 BR B R RS e BT TR 44 HR AN
ST e =¥ NCAEE QB I [EIF
#z 10 3 MO LKELER

Table 10 Comparison of experimental results

i BATIEs WAL b Ak ML

TR S 1 2 by 25.01 4102 72729 392 38680
AR BT N/A NA NA NA N/A
AT 797844 630 2060 392 398

W N/A RRAREH

5.4 Dubbo Hessian /551t RCE 4%
NP4 GadgetSearch 29 %] T Hessian
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IR DK 18 s ZIA A FHAE , O 25T 1 R H A
it Dubbo (14> 1 FE. Dubbo J&— A mthfE.
IR RS HESE . JLERIN S RF Hessian 1E24
HA A I R 5 A S PR 246 ) 77 2. Hessian
FERITHI Map FRBUET AT map#put B2 fil &
Object#thashCode, fHJE Object#hashCode i H it
EEAN, ARREFREI AT LR I . o T4
KHAFHEERP R VaH, S-45k T ObjectithashCode
PLANE RN I pR AR 73 BT GadgetSearch (118 FH &,
KIMAEAT HessianInput#readMap 205 [ 751
25 1) obj A7 4F Hh 5, filt & obj.toString() B&
B, PrUUARSCHE T — A E AN ok
Object#toString, U1Kl 8 Fir.

public Object AbstractDeserializer#readMap(AbstractHessianInput in)
{
Object obj = in.readObject();
String className = this.getClass().getName();
if (obj != null) {
throw this.error(className + ": unexpected object " +
obj.getClass().getName() +
" (" 0bj + "))

K18 Hessian B AR
Figure 8 New entry point of Hessian

# Object#toString VN NN 1 bR FFE Hr iz
1T GadgetSearch, it TR HEEWE 9 Fis.
MimeTypeParameterList#toString "1ifif] T parameters.
get(keys), parameters +&:55% 4 Hashtable [¥] field,
T HIE AT 5, AT LI 'E parameters {H 4
UlDefaults (1541, 44 AT parameters.get(keys)
N, SEFr A& W4T UlDefaults# get , X AF 3 A
MimeTypeParameter List#toString 1%/ gadget B2 T
UlDefaults#get iX~ gadget. UlDefaultstget Hifi H
T UlDefaults# getFromHashtable, {f UlDefaults#
getFromHashtable 1, il super.get(key) ZKHX T
value i, HiT UlDefaults Zk7k T Hashtable 2%, JF
H. UlDefaults {E & B0l AT, PrLAECHE ) value
WREIHE AT WS value /& LazyValue 287,
i value.create Value(this). [X4 value Bl v
#, PrCAinrLL'E value {4 UlDefaults $Prox-
yLazyValue [FJ5£41, ] value.create Value(this)F,
SEF B H] UlDefaults$ProxyLazy Value. create-
Value(this), % T UlDefaults$ProxyLazy Value#
createValue gadget |. 7t UlDefaults$Proxy Lazy-
Value# createValue H' %% & className . args .

methodName ¥ 4 field, AT LRI LR 4 4

className H13RET77%44 4 methodName 75725,
SR )58 1k MethodUtilinvoke i F 3R HX 1) 75 2,
MethodUtil.invoke #fi i AN SC 5 SFIfG G R 4. dl Tt
4 4~ gadget, e T MATTRREL ObjectitoString £
FE i3I MethodUtilinvoke FRITE . {H I FH 2k
EREGEH, 0T A EEA FH IR 2RI WEAS T7i
MethodUtil.invoke(method,obj,args) & — NS4 & %
WHITNE, BoASERMHINS, B=1%
Bt EAL )%, {E UlDefaults$Proxy LazyVa-
lueticreateValue 1 BEF i 2 — NS HOAH =45
B, W ASEIERE NN S PrLox H
SO class 1771, R class FIT72%A 4
fEFF o WEANERT LA ISR AL, RN RS RR 2
P, X ZBA R, B EN null Ll
P AT EEH N fEE A RO . T
JDK IR, 30 T AN GG T s 2L,
com.sun.org.apache.xml. internal.security.utils. JavaU-
tils#writeBytesToFilename 1 Java.lang.System# load,
JavaUtils# writeBytesToFilename PR 1] AN TR
PFEATRNES, System#load n]LAINZE so 34, 7E
INZ so SCAFIS il R ACREHAAT o BT LART LIRS i 5 20
4, FIH JavaUtils#writeBytesToFilename 7EIIfiH H
SKEN—MEER so U, N5 FHH System#load
INEZE R so BInT fil & iy 24T o

public String MimeTypeParameterList#toString() {
Enumeration<String> keys = parameters.keys();
while(keys.hasMoreElements())
{
String key = keys.nextElement();
buffer.append(quote(parameters (get{key)));

public Object UIDefaults#get(Object key) {
Object value =[getFromHashtable( key );
return (value != null) Avalue : getFromResourceBundle(key, null);

}

private Object UIDefaults#getFromHashtable(final Object key) {
Object value = super.get(key);

if (value instanceof LazyValue) {
try {
value = ((LazyValue)value)[createvalue|this);

AY
public Object UIDefaults$ProxylLazyValue#createValue(final UIDefaults table) {
return AccessController.doPrivileged(new PrivilegedAction<Object>() {
public Object run() {
try {
¢ = Class.forName(className, true, (ClassLoader)cl);
if (methodName != null) {
Class[] types = getClassArray(args);
Method m = c.getMethod(methodName, types);
return MethodUtil.invoke(m, c, args);

}, acc);

[#1 9 Hessian K74
Figure 9 Hessian gadget chain
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