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to inputs. Attackers can obtain these behaviors by leveraging micro architecture side-channel attacks and then
analyze the pattern between the behaviors and the inputs to access sensitive data. Vulnerability repairing at the
software layer brings low overheads to a program’s execution. Besides, it does not require modifying hardware or
system, which enables fast patching and widespread deployment. It becomes the mainstream strategy applied to the
current cryptographic implementations. However, existing solutions are deeply bound to the program’s implementation
and requires manual intervention. This brings challenge to implement and is not versatile enough. A general patching
method was proposed for side-channel vulnerabilities that combined dynamic obfuscated execution with hardware
atomic transaction. To hide the real accesses of the side-channel vulnerabilities of a program, the proposed method
inserted dynamic confusing accesses into the vulnerabilities. To avoid an attacker using fine-grained side-channel attack
to distinguish the real access and the confusing access, both of them were encapsulated as transactions and they were
guaranteed to be uninterrupted during the running period. In addition, a prototype system called SC-Patcher was
implemented based on the LLVM compiler. Various optimization strategies were supported, including secure
springboard and transaction aggregation, to further improve system security and performance. Experimental results

show that the proposed method makes it impossible for an attacker to restore accurate sensitive data through

side-channel attack, and it also brings almost no additional performance overhead to the program.
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Figure 1 The workflow of patching side-channel vulnerabilities
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bb_leaky 2: e
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xend
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&2 224k

Figure 2 Secure springboard
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xendy,
ret
___________________ sp.call:
{bb_leaky: | xend
| mov %r15, bar | xbegin handler
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—— .- -

K3 AR R
Figure 3 Critical control flow
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Table 2 The accuracy of restoring AES keys

DA W R
JR 4 AES 100.00%
T-SGX 100.00%
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Table 3 The performance overhead of encryption
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