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develop malicious applications easily and then it leads to the abuse of the northbound interface API (application
programming interface) accordingly. There are mainly two patterns of DDoS (distributed denial-of-service) attacks
against application layer. 1) malicious App bypass the security review of the northbound interface and make a large
number of calls to some API in a short time, thus causing the controller to crash and paralyzing the whole network; 2)
attackers take a legitimate SDN (software defined network) application as the target and make a large number of
short-time calls to the specific API needed by the application, which makes the legitimate App unable to call the API
normally. Compared with the first pattern, the second one is more subtle. Therefore, it’s necessary to distinguish
whether the App is malicious or not, effectively clean the App running on the attacked controller, and redistribute the
controller to the legitimate App. Based on the in-depth analysis of the development trend of the current northbound
interface, the possible DDoS attack patterns were simulated and practiced. Then a DDoS defense mechanism for
SDN application layer was proposed. This mechanism added an App management layer between SDN application
layer and control layer. Through reputation management, initial review, mapping allocation, anomaly detection and
identification migration of the App, the malicious App attack on SDN can be predicted and resisted. The proposal
focused on pre-examination of malicious App before attacks occur, so as to avoid attacks. If the attack has already
happened, the operation of cleaning and separating the legitimate App from the malicious App is triggered. Theoret-

ical and experimental results show that the proposed mechanism can effectively avoid DDoS attacks in SDN appli-

8

cation layer, and the algorithm runs efficiently.

Keywords: DDoS, network security, SDN, northbound interface
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Figure 3 DDoS defense architecture of SDN application layer

| AppiafThf gzt EBEApDPIY

AppiB{THIRY | App5EEHI
BIEME RS g 3P

A

- App{EE VRS

fy S ol ™ R

Bl 4 App H5HIE &K (] HIH R % 2

Figure 4 Synergy between modules of App management layer

L5 P T 25 R o T P v L, B S 4 i 1Y 2% B
1712171 App & B BCL AR Pl e, SEals
il E U KA o

(3) App 3847 IS ) 5 A

R —A~ App & SDN W BHa4T 2 /i
i BT Erik b A, RIS b, AR A A
FE—E IR RIRAR R o BEAN, il B SCHR 1
Wilispss 2 alg, —SUGhH SR ORISR
App, (EEATRES T L 5 5 M W7 A 1M AK AR TR
SDN SZjiidridi. %11k, SDN i #ESEI %) App
BATIRBLHEAT SRR . 32— 2B 23] %, SDN
RN 2 DDoS Builifi 28 ¥4 T S il 4 D U e
R NS SYE R B IE R T APL. (K,

A B AT IR L, Befg S i 30
I SDN R 570
(4) &R App MTUIER

B VAR S RS B R ]
App Leit A IS 4T7E SDN N JER], BT
PR HIEASAT 7 H o A AN JE SDN I 2 1B
i, RUEE SND 42 il J2 DA K s J2 AN 7 T8
MR TY Bt o H U X PR AT 4, 3B AT AE[R]
— Ml B App nTReT 24, s dlds T
I, R EREE % flEs B App AFENRE
App, NWEEE App MIHGIERE BRG] IX £ App #F
AT, BT Y IRES App J2& 5V T IRES App
RN, R b, BB App 2

N2, Eﬂzi’:‘
oy =



<78 P4 515 B a2l

8

AT MARAIE A5 App IMIEH 217,

(5) App 1R 2Py

ISR RIS, BN App BB
(1 H 2B App RBIEZE, DLRIEATE
App {E SDN W JZ [ IE R 1847 fEltid i, B
MEE AR App B T4 — IS 2 BEVPy, %%
= App HRIEHHTARL, W52 P ki &
X% = App IR .

MR LU MRS, App B AT K
DU AT 3 g o) 478 o A s A TR AS 1 M AR S B,
YT EF X SDN #5358 S i A M MR 2, A
SCAMBCER S AFST . AL, B4 App (525 VP
W9, TS A5 2 FE VP A SR A 21230,
L5 SDN M KIEME AR o A SO App 15 25 % 1
SrEEN 0 F 10 43, HE/NT 5 701 App A
W App, FEURIEEAE L, o 4 3 TN B
[ E 10 APT i Gy pE vl Ay . 15 2 4
J¥ 1) SDN I FH B S5 73 i FH% 72 App VU870 25
DL SE P52 34 1) App 5 B . B 2 #k
P2 A IR R 3 A T o A 22 Y, I B HOR
N

e TEE R, B e UM 2% Y ]2 DDoS
Wil 5584 2 S 2% SDN #5442 15 42 40 A
KB EATM KR BRI E X8
SDN il % /& AN IR A& A, Bk 3 3] 6 2L
KN HZE DDoS Biiti. 1A TR 1) % 45 il
P0G H LB %R DDoS il TR . 2K
5 SO &8 T (R 2 A — AN, — B
ER IR BN FHJE DDoS Brifi, A 4% ffi 2>
R 10 24 3 s 4% i P i g 2 AN
7 A AT o S R App 15 B2 B R ARAIE AN
W4 2% 1) 17 05 18 4T
2.1 ETFBHEEEA/MN AP HRASXMEEE

b 3CAT 0, SDN W A3 ok b e 11 FH =F
w I APL DISEIRAN R E M Thfg. %R SDN
N Z ¥ DDoS Bihi, fEFESIF KSR App,
HEm o RELe APT BT R TR KR A, DLFER
P g TR, A A M . JE LR N T
il FE R A, b T APT HUERCE I SR
SDN ¥ jiiit, 2L App /E1AH APL i
LU NN R A

(1) [f]—A~ AP 2 Ml IR T . =

api,
Tmin
api,

AYHR A 1 #1347 0 AN AT AR AT )
API, API={api,,apis,apis,---, api,}. A T f# SDN
IEHIBAT, B APLBE — AN/ TR TR,
PLERAIE N F (9 1IE #3247, BRI api, 15/ N 18 A
Jornt, ek “IP HbHEBEAE” APT KU, ik
TN 1% APT I, SDN H {5 s kb Bk AR ok
THE, AReLRUEEF LSS 1B 1T

(2) Al APL ZHRH ZHIEA R R(D<
R™(D)

7. SDN ™, i Tl ds i m B A 1,
AT LIRS SDN,  #a il A — & 1 %R
R, IR R T A, A APT T Bt YA
FETi R o A o B o B o S P S
17, B R(DZ=R™N(T)o ANWixtHEAS APL i i
B T AT R, ST api, IH 7 0
o BB SDN IEREATIN, e T
WRA APL FP 1% API(T)={api,,apis.apis, -,
api, ), W5 %0

R(D)=r(apiy)tr(apix)*--+r(api,) <R™(T) (1)

PLEPIASZ A4 AE N APT A B R e Hon) ¢
Pt KA BN LR W BT T e . BAR, AT
HNLIR AT App A&7 App, AFFE I
A Appo

W, ARSCUL IR AL AR A
Seth TR T I SIS IR) & 1) APL R SVA T A
Sk, WS 1 PR,

BiE 1 s A E L) APL R GE
RGN ERTA

WA EEAS App” 19 APL R HH I [E] ¥ 1
App” = {api/,api>”,apis”,---,api,"} » %> API [f]
S VR 0T T o O 24 oK
R™(T)

i Result=Yes or No—App" & &k

1) Result=Yes//#]JiHtk

2) for — > api” € App” = {api',api.”,

som com
ap13 9'“7ap1k }

3) if sum(#(api}') , #(apiy) + T )>1/2R IR



2 FVESE: 5T APLEHIAS HA) SDN N JZ DDoS Bk i kL <79

) t(api?) 1 1(api?) + T T 0 api? ANHOKT 1

4) Result=No

5) end if 3)

6) end for 2)

7)  for BE—> api” € App” = {api},api2”,
apis”,---,api,”}

8) if R(t(api”),t(api”)+T)> R™ (T) //F 7R M
I} %1 ¢(api” ) 2| t(api” ) +T W HI K APL F i EAE 3%
FBE U AR T B U 4R

9) Result=No

10) end if 8)

11) end for 7)

12) Return Result

WA, ZHTITN RMN (D EE RS T
Bk TR A, DM B S T A
R™N(TWIME R 1 IEH U App &7 AL
AP WU BIRE, TP SDN, 54
W2 E, Tt A R™N (D RIEA
], FCAE— A T A s AR ) SDN BEAT 5K friz AT
MAFA, Tz F S, A s A
RRR BRI
2.2 ETEZEEHIFH SDN RS 5B

hili e H 2 394 1) SDN W 275 22, SDN
PP T AR A 23 SR I 2 A 128 1 & B[R] AR K7
R, HZAPHI I 320, ek
LR, i LK T SDN Y. H WIS 43 10 21 A 7] (1)
il g, Al SDN BT, e 2SR 2%
PEIRAH O A4k, SDN W FH S 4 Bt 7 491 an
K5 ps .

51 I 5t P T R b ol e W B S L Ve
ZA~ App, B, XE& App [F] I I AT I 7 EL
A T AN LR, A REDRE ST 25
IEWI84T. F15E b, ) App MGk o A A
AR A ) APL I AP A AT A .
1A%, K2 A App 1 APL i FH ] 7 1) 3k
a9, IS AP I TSR] B/ 2R RS
T A App FL[RIIZAT I K APT i FH I )7
Hl)o BRI AR, FHSE 1 RS SN 2> App
RE L s AT M R0 o ek, O T AT R4
il o1 s L A, AN BRI AR, %

A 7 T 45 WS 0 C o P % A o
BT, ASCHR I TE L HE P SDN B
JZ WS 7 B

K5 SDN [V T Wt 7 Fe s ]
Figure 5 Example of SDN application mapping allocation

BiE2 SETEZEEHF R SDN M JZ i
AN [ RS

BN HErAFBUR 2 ACH SDN WA &S
APP={app',app’,app’,---app”} , 1% il 4% %k &
C={c,,c,,¢y,o5¢, ) » & il as P A 28 I &9 R
R™(T)

HWit  SDN WHI&G 555 n
SRR R App > C

1) KR FC) SDN N HAES 1) app
AR BT

2) for A~ app’ € APP /4 Seq(app)) % 75
F app’ f¥1 AP 8 FH ) i) 5 41

3) for & —A>c, e C/MBE R app’ W73 HiE
DI ¢ BEIFHEHIES ¢ 81T app £ A IC



+ 80 W 44 5 B e A28 3R

8

J5 cilapp), W EL APT I H B ] R A AE N
Seq(c;)

4) for &—~> api, € Seq(c,)

5) if sum(#(api,),t(api,) + T )>1//2& 75 I

api,

Z t(api,) ] t(api )+ T2 P8 H ) api” NOKT 1

api,

6) C=C\c//Ut ¥ HIES o; Nl S, BB

7) end if 5)

8) end for 4)

9) end for 3)

10) for #—">c, e C//MRER app’ W 23 HC
?E%U%& Cj

11) for &> api, e Seq(c;)

12) if R(t(api, ), t(api, ) +1)> R™ (T) //

13) C=C\c;// Ui ¥ o Aid A, FILEFR

14) end if 12)

15) end for 11)

16) end for 10)

17)ifC= I

18)  for &/ ¢, e CHAEHK app’ WL 4>
Bl B HIAS o

19) R=0

20) for > api, e Seq(c;)

21) Ri=[Ru, R(#(api,) , (api, ) +7)]

22) end for (20)
23) end for 18)
1 s !

24) app —)cargmki“ it hgpl ) 11% App' 73 e 2 471
B B PR ) o

25) end if 17)

26) if C=@ /Ut B AT A G 3d 13 I 4%

27) Pause and remove the app with the

smallest 15 258/ 5 18 15 IF A2 ) 2% 22 B 24
Hi A B2 B A SDN W H]

28) end if 26)

29) Go to 2)

30) end for 2)

31) Return App —> C

FER 2 v, A SDN i S k38 diff
T, AT NI T Rl — a2 [N
Tl T Is T App FIELIKT APT 41 A
Wy o AR 1) B SR AR 4 . AR

HATTEWT

(1) W R KR JFF, H T 3R 7 1 i 4%
FEAS [R) IR T6] () RS 7 5T o5 F R 92 0, diiff (R,)
oK A ) F SRS AR R, BN,
W] 42 o A5 38 AT B AR, A .
S:fr SDN d& AT 40 M el %0, diff (R,) FI i 52 7
EWE

Z(x_/"k)z

ﬁm&F_T?r_
k

@)
S, |R | BRI RS R, OTEAKR x &
RIS FTI R, I HATEE, g, FRIT S
R, I E R

(2 JT1 diff, (C) 7 R s 135 v 61y i
PRI . A M L, A SCR R 5 A 1
) 5 90 R, o 76 3 35 (8 2 [ 97 % Sk AT
f.

mmwyz£iﬂi 3)
cl
S, |C| RRR IR, 1 AT R
I T P20 R, R TC R, . Ko B #546)
AR TR PP 1) R, v e 3 BE B4
(3) KA IH SDN sERRfFT sk, 20 h ik
AN B3 W AN [ BG83 17 ) A A B R4S
F diff.

diff=c - diff, (R, )+ - diff, (C) (4)

L, o BB Ay R B ER R, A2
a+pf=1,
23 EEApp BENEBE

24—/~ SDN #5738 2174 %= App I,
% SDN #54fill4% H T Bt Y5 FE 1M Ik B 5S4
SDN #& il 2 Rk A 52 Bk s il 2% o %P % Ol
T, T LEITEZA App, Bif#E L
1507 ERES App %1, WELE App 2 AT
ST, e 82 Mo v s RIS AT App 34T
P UL L 3 OB App, JEEE— BT ATk
App F T HCEsHlgE LRIEILIE R 1217, A
AT I ) 8. SDN I 23855 App 35062 25
SRR WA 6 fror.



2 FVESE: 5T APLEHIAS HA) SDN N JZ DDoS Bk i kL <81

SDNHfilic,

SDN¥sfilic, SDNFEH35c,

(a) XBREAppUH FE AR (b) XEBEAppE TR &R
FISDN S WSS 43 B A L FISDN S FH IS5 43 B A% L
B 6 SDN % 2R App i vEo Bl i
Figure 6 Example of cleaning and separating malicious
App in SDN application layer

Kl 6 H13tA 9 /> SDN WA, Jorbr w2 A%
H I App, Bl app’ Al app’, #HIPFIIA 3 AN
pe. IR ST, app's app” A app’ 4F
BRI PS¢ app’s app’ A1 app® ZMHC EI45 2%
¢y, app’~ app® Al app’ ZMHCEHEHIEE ci. 24 SDN
BATHE, HT%E App IMAZLE, &HIES ¢ o3
TAEIEH TAE o B4 o ROn) g 42 213X A
App IR FH AR WIS 2 5y ), MR 2 1Y
WE 6(a)ITa e LG T, B A SE A% = App
BB, WK 6b)R, BEVLE: app’ 2L
BUFEHIES cor TTHF app® S HL B HIRE coo LEDES
BT, RIS o KK EIERIZAT, MG o
PSR TCIEIE T IBAT» I nI A1, 75 SDN i
i, SBE App VR B REA R & A App
FEBE Appe A T HNHIHVEN EACR, A0
I FEREAT R A

WiE EE U B 0 App SR 5N 4, AIETE

53 B51 SDN & l#s 4600 C, #hlasdn 5 oh 1 2
|Cl, Jrp|Coh s BoR . R — R T s nl
FAE— NS fo XA Elgs e, e C, AL
I HIER I App 2R A C N A=), AR 4 e 4.
T RE— App HAEnIigh —MEHE, )
ANA, =0, V1<i,j<|C|Hi#j (5)

U 4=4 (6)

1<i<|C|

0, R App BN N, &N
HUE AR, 0T N, ANEIEM App VEIE
WgAT (WG, MH N, ANEE App T LLIER
iBAT, AR, |AENANAN,, A PrA 155
e App i A SCI H bR Bt st s e 7 25
Ik o UAEAE SRS T N, 1R BV 5K .
WSOk, X TAE— M Edldc, e C, L4
ZEE TR App AN A=Ac), B, A
B¢ 4, = {app;,app;,---,app,"} o HIT A AR
4SBT App Y2049 App I, %%l
MABEIET TAE. MR, HE—Ailds o
AR App, BB EIEER T/E, W
PEES o BEIEH TAERMIMERIL N

.
app; app;¥

_ credit 'credit _“credit R
P=" 0 10 10
&nt A=flc)BfE)E, BetE B ok Ak
App HUEINWIEE R p-| A . B—22, Z%I

C]

E(Nu)zzpi'|Ai| 3

HI TR B BB, 4 App fRG 4
IIECE LIRSS o N, AFAERMETAH 4, 1 App
B 0508 App Tz a0V E R TARRIE O,
RIPEi 2% o, oyt App 554 4, "F AT App [H
W IERIE T, 8T, EWvEn sl i,
TRUEZIACZ5 12 1 2% (1) App 455 AN B HH 2 il 4%
AU BR ) oy gk 1 kAN, BRI
A

Algorithm 1 (c;, A;)==Yes 9)

ZE PR AT A, bR App TEUES 125 i) ]
WA — AR, T H AR O TR R), A&
BN R f ARG A9, BEU L, 7]
SV ) SDN il S BuE %, W2l & —



.+ 82 W & 50 B 22 A 2R ERE
RTEVES B GG App B0 B HOR B B Z . 7) If Algorithm 1 (ControllD, App-

I C= 4], WGE— App #REER A BLE]— A&
A SDN # il 8% b, EZMHEN T,
E(N)=A-N,, EEWEIE L App e
IEHIEAT, TATA SRR App ¥ — it o0 5
Mor B oK. AR, 7ESEBRIF SDN 1, #6148 1)
Kt — b, LR — AR IO, 111 App
(1N B — Mz 2 Tl as N 4. I8 2k,
WHA] BE VB 3 B S R PR S App J2
TREER . XT(CI=1, HissHoe IR
fr, FLiZ 2K ) S NP A ) . % Fi% ) 8, A
SCR)H B0 JAR T 54T % 7 SR ) Al B A

fift, HAAZ IR %% E App W50 &
LR
Bk 3 % App iEUL o B ALk

BN HATAHE US> B SDN MG 4,
BRI SRS C

Wil & EEES ERCH SDN M 4R
& M 7R, W fle) R il 4 L7 BE ) App
£ S

1) KRS SDN N FSE S 4 BT
A app %15 FEHE B 1K Applist

2) if length(AppList)<<|C]|

3) NEE—A> App ZrHL TG

4) else

5) for i=1: |C| do //|C|FRER C T HIILE
A

6) flc;)=Appassign(c;, Applist)

7) AppList=AppList\f{c,)//HF 11 53 e 58 Bk
(] App MBI H IR

8) end

1) Function Appassign (ControlID, AppList)//
ControllD KR E L App [¥5HI2%, AppList
TR MHTFTAAHEYE D B App 5K, %513 L
App 1F72 BV s ZMIR RS

2) Save=[], AppSet=[]

3) forj=1: length(AppList)do

. credit' credit® credit/
R TR TR TR

5) end
6)U =arg max

I<X j<length(Applist)

Save( )

List(U))==Yes/Al it 57k 1 Aetef3 M App
&S VIR < N o QS o | P S VA o R
ControllD [ IE# TAEZK

8) AppSet=AppList(U)//H 11 I A Rris st 7
B App FURHIET U A App /MEC4IEHI2%
Control ID

9) end 7)

10) else if Algorithm 1 (ControlID, App-
List(U))==No

11)Save(U)=0

12) Go to 6)

13) end 10)

14) Return AppSet

i, PR B —He 20 e 5 2l g Re 15 1
WLAE, RGBSR App. & 2RI
Ve B EAE, BRI ERE App BIW &
P

LAk, SDN I App B %, BELR
UENSVE 7 B RGE R, I 82 v i 73 e A4
Hl#s . Bk, WEYEZRT, X SDN H ks App
HOR AT VAL, BENS Bt E S IG i il o Bl 4
B . R R, MR LA )
App ¥INEE App, WNRZFEHIEE EH 21T, A%
I App B BLS BAESS: A7 —MERIEE L2
DAEAE AR App, Wz s BRI A%
App WICVLIER TAE, Tl AW e vt 20 &,
XUEEVLH) App FEB o0 e 2= HAR B I i o, R
FFLAE R TAE. B rl WL, & App VL7 Bt
T Re o S BOLVEIE R TAERG L App S E D)t
PEHE, AN A IEHIZAT RIS App K
PN

ARG app! A2 BEVE 5 b credit™ 5 JUI—
A App AR MR AL N

10— credit™

P L y= 10
(appwclous) 10 ( )
—A App M IEH [P
credit®
P(appilormal) = 10 (1 1)

:/I:L:EF‘ 4 appi/icious %%ZT—\‘ appl yg%‘:‘%“ App’ appfmrmal %%ZT—\‘



B2

FVE: KT APLRAI A B SDN MW JZ DDoS i B AL i © 83

app' NIEH App. credit’ o app’ [F{E 2 VF5

AT Z Bt ) SDN #55618% ¢ Figirfs M A
App, app F15 2 FEF i A credit’ , L
I<IsSM . 322, wizihes LrpEE App 2L
AR X, BRISX <M. Rk X=x, Ri%
Pl ISR App 2084 x N A UL = {app. s

1 2

appiicious ’appiicious st APP Yo § AN PG
App 45, WILX N IER App A LN
Uzlwfx = {appimrma] 3appiorma1 ’appfwm\al > appjr\ir_n)\cal °
AR, UL M A App THBEHLIEI x A~ App 1E4
MR App AR, MIZRUXFE UL 355 C A
MU, U2, US g e

Pr(X =U')= 10 — credit PP 10- credit PP 10— creditAPPisios 10— credit PP |
1 g : e (12)
credit*em credit*™om credit*™e credit PP
10 10 10 10
(M=x)

T

Pr(X =x)=Pr(X =U)+Pr(X =U>)+Pr(X =U>) +---+ Pr(X =U"") (13)
Gt

e, R BRI T 5, nI45
X" =arg max Pr(X =x) (14)

I=xsM
oo, X HURFEHIE o AL App MURIORTHA.
3 RSB

Bt} SDN N H JZ M si bbb, 34T REST
APLiJTIIY) SDN I B Z o A A % Ol
YT AR RS 0 45 i s - e A s BN LB 2T, s 5k
Pi RSN T — /M H b SDN BT & i Hu bk kA%
(f) API. H.AKM:, f&B) Mininet €)% SDN 341,
RYU 1RSI, WK 7 Pis.

7 TN S X 4% R (1) 2 sty £ i T ) A 1
B, EWRHEWT, Sz M gRnafs, M
TR 15 ML 555 3l . 24 SDN Y. FH A% 3 1 T 3k
A5 APL I, 1ZMZH BTG 24t TP Huhk25 % 2k Bk
A%, 1fif51% SDN IfeIEH TAE. Rt b, 47
Bk HIWE— % App, 1% App kI 1A] & T
BEAZ APL, ARSI ML i, X PSR T
Biidi# A SDN W HEKEE T DDoS Hiifio ANSCSE
78 N LW R E i ot I )P g e £ P11 << B
TR T B R, ORI Z AR AR 2
WY, MH—AEHEEAE. TSR
SDN R FHJZ Bt 25 0 W44 15 IS AT, 14

il

EEEE B

10.0.0.1 10.0.0.2 10.0.0.3 10.0.0.4

10.0.0.5 10.0.0.6  10.0.0.7 10.0.0.8

10.0.0.9 10.0.0.10 10.0.0.1110.0.0.12

7 SEE LRI HR A S A

Figure 7 Topology of experimental network



g4 4 1515 8 % A 4

8

X P2 IE IS AT ST 8 SRR A48 SDN
W gsask, WEM G ENEERIZITIRG 4 h, Bk
10 min IR55—IR, BERIRSS T L 4idr— e IR S5 I
[i] (ST, service time). #7MZGIARIZEK, Binf
AWML IEFIZIT, S0, Wi Eas, AR
ZAFT SDN R4 IEH BT LB APL i A%
(BN Z T 5 21 01 8 i

T - ~e--5T=30s

0.9L " f\. ~ --0--ST=60s
e ST=90's

0.8

o 0.7¢
g
5 06
e
H 0.5¢

04 No.

SDN I 5%

0.3} . el
02}
0.1}

L

3640 60 120
BEAEAPLIR ISR UK/ /M)
8 RNFZME R SDN [l IE g %5
kA4S APT i T4 2 [a] i 26 R
Figure 8 Relationship between normal operation rate of SDN service
and call frequency of hopping API under different conditions

H1 1 8 TT 4T, X T AN [ (1 il 45 ) ) 225K, SDN
IR 55 1E 5 IE AT I BB AR APT 18 FH A% 1) 16 K i
9/, B84 AP i A %608 I — {8 5, SDN
W25 E B AT AR/, BB IEH T1E.
HH G TT L, 4 SDIN Y. FH 3 sk Jot sf 1) P v 4305 (14 1)
FH API fefi5 i SDN 847 [ 155 MR 55 Mese, B
Ji% SDN W H]JZ DDoS Bttt Hitt, ] w2 A%
(1) SDN HEAT SEBRISAT IR, LISk Eaf s 2 S50
T B R (DI«

T I LA SCHERIEAT 2B, %% SDN b 2
1224 VERIRT ST e /b, Oktian 25628 Y 7 —Fif
E%F SDN b2 0 API B4 IER) k. B3
AP T TR R . — 2N IE AU B S ) HL
BV ARG TR B, S Br N ORI EAN A s
SR SCHR B R 2 PG TR, —
G T P QA B T N BL ST S R SR T BUR (AP i 2
MEMAIER App (BEAS App #fgiE IS &4
UE), JEHI XL App [FIHR > API, DASE
X SDN W Z Bt . Fis b, A3

T API ALY SDN W )Z DDoS Bt il
i, ME PR R ARTER App HEATSRSEH
i, DRI RA . Hak, #HBahikd:, 54
X512 App AR App AT HREUETE N E . A
SEVERE b SCHR HA IR P AN Bt 7 55 354 At 1A 907 4
R AN, FEREAT AR Rz LA
RAPERIOCHE . BTk, X B R 3 AMEIVLIBAT
MEIAT T EIRR . AP FAHKCEERT APL AT &
VEPERS A P FH IS TRV R an ] 9 B

700

(o))

(=]

(=)
T

W

(=3

(=)
T

AP R IR R T P M 1)/

[3*)

(=)

(=)
T

—_

(=)

(=)
T

200 400 600 800 1000 12001400 1600180020
APIFFIK &

B9 APL @A EEXT APT U A3 A 7 5 IR 0 P50

Figure 9 The influence of API sequence length on the time for

checking the validity of API calls

(=}

TEASCE Y, App JP A BEFRIF & SDN .
MREF PR APL £iE, Wiki— App MW
API ¥} API={api,,apiy,apis,--, api,}, WIFRi%
App FHKIE N m, W App JEAIHK BT & 1%
App I APL A . WK, App FHIKE
X ENEIBAT R AR . HE 9 S g )
H1, 4 APLPAIKE/NT 600 BF, API i FH &9
PERY A IR T AR R AE 100 s LY. 52 b, %
WA EE— AL App 84T Z AT, X S
KA R Kk, @M CA R SDN WA, I
APL i — e 100 LU 25 LaTdn, A
R RPNl AT P T

W3, M¥E App &R 100, SDN #%
HIRSECEh 4 I, APT 851K 5 0 e s 23 1 B
FABF A 52 ma an i 10 s e App 200
100. App FFHIK % 10 i, SDN #4285
o WG 43 T BT FE B ) ) s ma 6 11 Prs Mk
SE App P HIK 10, SDN #ifil 28 #5844 1,



2 FVESE: 5T APLEHIAS HA) SDN N JZ DDoS Bk i kL + 85

App O WS 23 e B A I TR) RS2 i 12
P .

6 000

5000F

[H]/s

= 4000

3 000F

WIS 4L P FH b

2000F

1 000}

0 100 200 300 400 500 600
APIFH|K

10 API JP I BT gt 43 Bic T F B 100 £ 5% i)

Figure 10  Influence of API sequence length on mapping allocation time

800

700F

600

WSt 43 L T I /s
'
j=l

R 5 6 7 9 10
SDN#E Il 284~
B 11 SDN s il 3% AN B0 WS 431 B FH R ] £ 5 i

Figure 11  Influence of SDN controller number on mapping allocation time

3000
|

2 500f /

2 000

/

1 500t /

1 000F

[)/s

WSt 43 T2 P f

,\/ :

500-/

0 200 200 600 800 1000
App ML
K12 App AR WA 3 LT IR i e 5 i
Figure 12 Influence of the number of Apps on the time of
mapping and allocation

10~ K 12 TR E) APL P HIK R 12
A App JPHIK LI ORFE— 3. I8 10 w40,
2 APL P A FEYERFAE 300 DL, iS40 ic T
FH ] [B) 4546 1000 s LA, 154 APL 741K
AR NI, WG S T AT I TR S R A
11 mr%n, 4 APLJPAIKEE. App i —&
I, BB 2 BC BT F I DBt SDIN 42 il 8 £ it i Bl 52
LR rEREn; [FFEHL, & 12 vTE, Y APL RS
K. SDN ¥l ds Zim — @ i, Wb 43 e i FH i
B b App £l L PEE N, i bk 3 ANET
H1, App FP AU FEXT BRIRE43 T B FH IS R] £ 5% 1) Sz
Ko FHsz b, XF SDN ki, IEHIEITH, App
B AL 200, API P4 KA
100, 7EiZFHEDL T, Joie SDN ¥l astim £ /b,
WIS o3 BT F IS TR 3 fE mT 32 I (R . AR il A2
SHUNTEES S

B, ARSCNBE App TR B EVET T
IR, WE IEH App BE ok 100, & App
o 10, App JFPAIHCREEN 10, W43 H SDN %
AR AN BOMIE Ve B A e 13 o,
SDN 4 il #5/™ ORI U 23 15 5 1T ) (14 35 Wi 21
Kl 14 B,

iV B

o

2 3 4 5 6 7 8
SDN#% il 3515
13 SDN 2l 25 BO0# U 73 12 B S
Figure 13 Influence of the number of SDN controllers on
cleaning and separation times

HE 13 F1E 14 750, 4 SDN HIEH App
B, W App BE LUK App JPHIKE—w R,
T R 23 B IR DA B 43 B BT 5 1 () 247 SDN
2 A AN B 3G i B, ELTE VRS 3 B A I8 )
fik3 1 000 s. HHUEATHN, 75 SDN 1, il &



- 86 P4 515 B a2l 8

%/~ SDN #1385, Hefe bRt vk 20 2 fr g it [a],
FAE DDoS Bk i) H A X 45 1 50

900
<

T U 23 8 T T 1D /s

S
o
(=]

300

200

100

2 3 4 5
SDN# #8314

14 SDN %l N0 Ve 23 25 s N 1] (5% R
Figure 14 Influence of the number of SDN controllers on the time
required for cleaning and separation

4 ZERIE

Efx} DDoS Bt b i 42 1 3 B ¥ 8 o H
ai AR, AR SCBU T A BB DDoS
Wi REAs, JRPEba S TR APT A H & HK
SDN M H]Z DDoS BBl . %ML ik 75
SDN ] 2 Fgs il )2 2 (a3 n— 2 App &3
2, HEIE X App [ B B ILA T A
WO A e S A AT UONIE R, RIRPUE R
App %f SDN (Bt SEIG S5 R RN, ASCHeth
(1) 22 4= W5 18 77 8 Re e A7 2 x) SDN W HH J2 (1)
DDoS Bt BEAT B .

S

[1] JAIN R. Internet 3.0: ten problems with current Internet architec-
ture and solutions for the next generation[C]//Proceedings of
MILCOM 2006 IEEE Military Communications Conference. 2006:
1-9.

[2] FiF, B, ek 5T R S B R SDN DoS XK

i g AP AL 3. W EATFR S KR, 2017, 54(10):
2356-2368.
WANG T, CHEN H C, CHENG G Z. A dynamic defense mechan-
ism for SDN DoS attacks based on network resource management
technology[J]. Journal of Computer Research and Development,
2017, 54(10): 2356-2368.

(31 SKWIE, #55, FEH, 55 Pk L (SDN) B Uk e [I].
AR, 2015, 26(1):62-81.

ZHANG C K, CUL'Y, TANG HYY, et al. State-of-the-art survey on

software-defined networking (SDN)[J]. Journal of Software, 2015,
26(1):62-81.

[4] EZZE, XA, BRAS, & Wfre UM% il Bl &
WIFCHERR[I]. B 241, 2016, 27(4): 969-992.

WANG M M, LIU J W, CHEN J, et al. Software defined network-
ing: security model, threats and mechanism[J]. Journal of Software,
2016, 27(4): 969-992.

[5] ZEDRAE. Bofk e SR rh oA A 48 55 BGh T 58 (D). I
HYIKEE, 2017
GONG Q X. Research on distributed denial of service attacks in
software defined networking[D]. Shenzhen, China: Shenzhen Uni-
versity, 2017.

[6] WU X T, LIUM, DOU W C, et al. DDoS attacks on data plane of
software-defined network: are they possible[J]. Security and Com-
munication Networks, 2016, 9(18): 5444-5459.

[7] AREME, PhANME. P e SR 4% i IR S il A T S a0 e ).
BPFAEAR, 2020, 31(1): 183-207.

XU Y H, SUN Z X. Research development of abnormal traffic de-
tection in software defined networking[J]. Journal of Software,
2020, 31(1): 183-207.

[8] DAYAL N, MAITY P, SRIVASTAVA S, et al. Research trends in
security and DDoS in SDN[J]. Security and Communication Net-
works, 2016, 9(18): 6386-6411.

[91 3KJe, E2hHL. SDN H4: 15 S 45 DNN ) DDoS Jifi kil
). R K RE, 2019, 56(5): 909-918.

ZHANG L, WANG J S. DDoS attack detection model based on in-
formation entropy and DNN in SDNJ[J]. Journal of Computer Re-
search and Development, 2019, 56(5): 909-918.

[10] HfRIE, S5-I, SDN Hik T 41441 GHSOM B DDoS Kiik:
WMJTE[I]. A5 244R, 2018, 39(8): 140-149.

TIAN J F, QI L L. DDoS attack detection method based on condi-
tional entropy and GHSOM in SDN[J]. Journal on Communications,
2018, 39(8): 140-149.

[11] AR, 5L, BRIE, 4. SDN FAET-IREE% R AR
DDoS Bl 5 B fi[I]. 1845244, 2018, 39(7): 176-187.
LICH, WU Y, QIAN Z Z, et al. DDoS attack detection and defense
based on hybrid deep learning model in SDN[J]. Journal on Com-
munications, 2018, 39(7): 176-187.

[12] BRAGA R, MOTA E, PASSITO A. Lightweight DDoS flooding
attack detection using NOX/OpenFlow[C]//Proceedings of IEEE
Local Computer Network Conference. Piscataway: IEEE Press,
2010: 408-415.

[13] KANDOI R, ANTIKAINEN M. Denial-of-service attacks in Open-
Flow SDN networks[C]//Proceedings of 2015 IFIP/IEEE Interna-
tional Symposium on Integrated Network Management (IM). 2015:
1322-1326.

[14] F¥I8HE, SHME, 255, %5, OpenFlow AC MLt 23 H 1) 8L F) 2%
FEMLIILT]. THEEHL2AAR, 2018, 41(9): 2003-2015.

QIAO S Y, HU C C, LI H, et al. A mechanism of taming the flow
table overflow in OpenFlow switch[J]. Chinese Journal of Comput-
ers, 2018, 41(9): 2003-2015.

[15] SUPEEE, 8O, {LJT47, 45, 2ET OpenFlow ZZ #HHLUER K DDoS
Wi g WiHorikl]. BT 51E B2, 2017, 39(2): 397-404.
WU Z H, WEI Q, REN K L, et al. Dynamic defense for DDoS at-



>
3
(S}
N
&=

FrEs: ST AP I LMY SDN N ] JZ DDoS Hai b L

e 87 e

[16]

[17]

[18

[19]

[20

[21

[22]

(23]

[24] T, £28, B%E

(23]

tack using open flow-based switch shuffling approach[J]. Journal of
Electronics & Information Technology, 2017, 39(2): 397-404.

WEN X T, CHEN Y, HU C C, et al. Towards a secure controller
platform for OpenFlow applications[C]//Proceedings of the Second
ACM SIGCOMM Workshop on Hot Topics in Software Defined
Networking. 2013: 171-172.

KLAEDTKE F, KARAME G O, BIFULCO R, et al. Access control
for SDN controllers[C]//Proceedings of the Third Workshop on Hot
Topics in Software Defined Networking. 2014: 219-220.

FE3. SDN b Be Ui Uy 1) %242 77 S 58 5 Sl [D]. dbst: dbat
S FL K272, 2019.

CUI Q. Research and implementation of SDN northbound resource
security access scheme[D]. Beijing: Beijing University of Posts and
Telecommunications, 2019.

FERTAR. BT REST JF AR E i JE 1 4% 1 3 APT ST L 5k
BL[D]. dbxt: JERTHEHRAE, 2017.

WANG A L. Research and implementation of dynamic API based
on REST northbound interface[D]. Beijing: Beijing University of
Posts and Telecommunications, 2017.
FEFFFE. e X4k REST #:H4¢4:
[D]. MM 15 B TFEKE, 2017.

REN K L. Research on key technologies of SDN northbound REST
API security defense[D]. Zhengzhou: Information Engineering
University, 2017.

B, W, SRiRTK, SE. Bal N AR AR 53R AR
PR INETFAUI]. UL Tk K 2£23], 2018, 36(4): 800-806.
CHENG J, XUE F, ZHANG Y F, et al. A reputation assessment ap-

proach based on fuzzy mathematics mobile application crowd-

B S BT 5L

sourced testers[J]. Journal of Northwestern Polytechnical Universi-
ty, 2018, 36(4): 800-806.

VEOAME, B, AR, A RE TR SRR B
ARSI, :ﬁ& 2018, 39(S2): 173-180.
SHEN C Q, CHEN S X, WU C M, et al. Adaptive mimic defensive
controller framework based on reputation and dissimilarity[J].
Journal on Communications, 2018, 39(S2): 173-180.
AE, EAE, xR AR B RGP AE
L. d’ﬁ*)ﬁ»‘++5%k%’, 2015, 9(12): 1471-1482.
LI J, WANG X W, LIU R. User reputation- based participatory in-

centive mechanism in social and community intelligence systems[J].

ERNED)

R R L

Journal of Frontiers of Computer Science and Technology, 2015,
9(12): 1471-1482.

S WA e SR b e 1 SR

BAFEEAR, 2016, 27(4): 993-1008.

YU Y, WANG Z L, BI J, et al. Survey on the languages in the
northbound interface of software defined networking[J]. Journal of
Software, 2016, 27(4): 993-1008.

BEDL, B2, Bt A R LR sl R
EATRENLHI]. THEBLAAR, 2020, 43(10): 1969-1982.

LU Y G, WANG X W, LI F L, et al. Dynamic load balancing and

energy saving mechanism in software defined networking[J]. Chi-

[26]

[27]

[28]

nese Journal of Computers, 2020, 43(10): 1969-1982.

W%, TREME, D, 55 SDN Mk T a SErk P4l 1 2 228
55 2 M [T]. JWAS %9, 2017, 38(11): 188-198.

HU T, ZHANG J H, MA T, et al. Multi-controller balancing dep-
loyment strategy based on reliability evaluation in SDN[J]. Journal
on Communications, 2017, 38(11): 188-198.

JAFARIAN J H, AL-SHAER E, DUAN Q. An effective address
mutation approach for disrupting reconnaissance attacks[J]. IEEE
Transactions on Information Forensics and Security, 2015, 10(12):
2562-2577.

OKTIAN Y E, LEE S, LEE H, et al. Secure your northbound SDN
API[C]//Proceedings of 2015 Seventh International Conference on
Ubiquitous and Future Networks. 2015: 919-920.

HEH BT

1985 ) . &, BisiRA, EE
TR, RO W%
fE B4

AFER (1963— D, A, WIRHEMEA, F
BTRERHR. WA, TR
MG s R s, 5 R e
15 BB

FwR (1991- > , B, AN, HE
T2 B2 Ao TREIT, E 85T 1)
ML E Bt ds . Hlas>d.

BT (1980—- O , T, VIHmEA, HE
VG2 A IR At i 2 TR, EEERESY
T ) ok W48 54 B i 4s . SN T 24 .



