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amount of data and computing power, thus selling the trained model or providing specific services (DLaa8, e.g.)
has become a new business. However, the commercial interests of model trainers and the intellectual property
rights of model developers may be violated if the model is maliciously stolen. With deep neural network
watermarking becoming a new research topic, multimedia copyright protection techniques were used for deep
learning model protection. Numerous methods have been proposed in this field and then a comprehensive survey
is needed. the existing deep neural network watermarking methods were elaborated and summarized and the
future research directions of this field were discussed. The overall framework of neural network watermarking
was presented, whereby the basic concepts such as classification model and model backdoor were introduced.
Secondly, the existing methods were divided into two types according to the mechanism of watermark embedding,
one is to embed the watermark bits into the carrier of internal information of the network, and the other one uses
the established backdoor mapping as the watermark. These two existing deep neural network watermarking
methods were analyzed and summarized, and attacks to the watermarks were also introduced and discussed. By
analyzing the white-box and black-box conditions in watermarking scenario, it comes to the conclusion that the
model is difficult to be effectively protected when it is distributed in the white-box manner, and the neural
network watermark defenses in the black-box distribution and black-box verification are both worthy for further
research.

Keywords: neural network security, copy right protection of neural networks, black-box watermarking, white-box

watermarking, backdoor watermarking
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Figure 1 Classification of methods for neural network intellectual
property protection
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21 RAMERER
(1) IRABRIRLE
T ANBCEE (1 77 VAR PR k) 1 7K B B AR A
KB I B K RN g AL, RV 2
WA A SR T RER S o U 2 I 48 AL
HRHY, Vew, WAL 2] 152
IR ZHON .
W—argn%n Loss{M[W,X],Y}+ ©
ALoss, {K -V, B}
S, R AL RORAGH RIS
Do BUEK BTN, E Je AR ik AN ACEE 1) £ 1k
WO A3 AHE, DR 199 % AT W) el 3 Moy, il
MV, RERAEEH K iR AGE B, Xt

45 R L

sgﬂﬁgmoM(K~Vj}=B (7)

SR B LU LA I, U)K B SR AIE 1
Dy, Hrprsgn{d A5 %, Tk, NMHET
HK(6)s (I —LEph 2 W 287K EN T

Uchida 25 HL T 45— AN 48 A B 7K
EPHESR, it 1E Ak 2 500 J7 2R 7K B RS S
RN ) 2 A AT, X0 T AR &)
IR PR AR AN TK ERIIRIIR 223, #8787 1A
AU NKED P o AHEIX PP 5 IR 25 ) 52 31 5
BXatt, P M S EEOE A BRI, Bk nT LA
S — E AT EIZR, XA UG K BNt 2 B A
FiAb, IXRRE I A SER A K ED R T VR T RE



6+ oI 5 5 22 A2 4 Bk

TP (1 1E 5 DI o

Chen 25U ] RER HOBE K BN A B RUAL T, 4
TIBERR AR SO, AERI oy R N A
FH SRt ) B g A o X ) g 30 5 A AR
T B R S BOEHE X, TEUIZRIHE 7K
R AR p o BRI P AR E L) R
HARN AL, ARG T R I S XA SRS
B TSR AAAL K K E

Rouhanil 1§ H K5 7K B\ B 2% () 3)) 2 35
oy ——WOE ZE IR AR . fEIRABY B, K
EP 5 Mg — il Zr, HiRA T /K B AR R
fitk T K BN B B WM keys » 7ESGIERY
B, e BAEHIX AN A R fil R AT BN
T KBS 2 R A A, HE MBI AN
IKENZES o T RKEIRN T 48 R 8h 258 47
SRR R 7 AT B, T N B 7K BN B K,
1T HX 7 3 (R AROH T 45l AT, B S PR Y.
JH 5 0 R 3% ELAS 5 iAo

Kuribayashi %251 7K Bk A4 45 2 AL
Frr, G AR T R EIR AR RN K EAERE
HHE NIRRT, 18 FHBEYLEES AL 3l
SRR K B AR

Feng %P0 T —Fh HLAT 4 REHLH] A A
TWORTT % M E T AN B K 1R R Dbk
MURE AR AL B n MBCEIR AN NS, 28
K, WE g 75— AR BEHLAE 2% (AR, 1X AN
BEATLA: i FH O = A R e (g A, DAXS &R i
IEASAE IR K EDHEAT o 8581 K, A7 AESh Sk
S S M R T RS, DR Mo VAR
HHRN T KB AL E . B XS K EDIEAT 440
VI LK B o B R ABCE R, 3958 T /K EN)
.

W 7K BN 9 28 5010 5 AR 75 50 52 B ol
Wi, [ Tartaglione! & Y3 —Ffofng . bk
N T KENALE AR S 5 W N Grif (0 2 508 3
SCRORTE SN N NNE TN ESE (O i - e WS IR DS N
o S EAE NIRRT G R AN, IX B 7 VRN
TR B A R R B R

(2) HRNHHZ

SIS TR OR R T R R 25
DK ENR AR 2 40rh, 1] Fan 22000 T 5

— R, BRI 2 v G g I 2 DA SE I K B
RN o TR R BN SR J5 T i —
%4 Passport 1))z (U] 2 fhe o 28 v (1 S (4
LAEPTR), ZEWE T IR AKEEE B, Wl
S Passport 2 IRERINA W, , fON) Kok
ZJERCE SN B R E IS5 R, RN KB AL
HAJ RN N

W= argmin LOSS{M[W,X],Y}+

ALoss, { f(W,), B}
FIRE, BUERT A MWW =B =B, W

SESE D o AL, AR SCTARAEAE 2 P L AL R
Passport 7 K 7o B —M R EHERBMN T
Passport JZ 2545 B WBIEL Sy e P, H i
A RIAN AT ASRAG S A6 4T 55 () i, 38 mT LA
FERCH AN IK) Passport 25, LLGIEHIABATT S A%
I s 58 07 200 N 2RI 46 W 28 F0s n 17
Passport 2[R, U R anBERY 4y 5 H P
1M 75— MR T 7K B I 254 T i A3 A1 56
Wk, FEARTFEINT 5B =FhJ7 AT — A A
filh AN T b d, A8 R AR L 03 sk
%, REAINT Passport 2RI THIRTY, FHLIK
o MO RN T —AhEeE 7 2

(3D fRA 25 1) i H

PR ENIR AR S B rh 25 5 52 B B S I
i, A 2238 3 B K B AN (g H
Sebastian 5 /K E ik A AP Wi B[] — AN T4,
T — MRS PUKENTE, AR — /)
B FEAET W GG AL, 100 73 VA 22 1 52 W ik
A B HLE B EAT 25 LAY, Venugopal
28 AP — P {8 755 B BB e K 81 1
ERAE LT H PR N K B AR 23 WL B PRI N T
BHIE I 25

(4) At

Lou Z5200) FH s 28 I 48 A48 20K /K BTN
901 24 45 K v o He 2520 58— 05 4 X 4% [ AR AT —
AR BGINLEAT S HUL S, R GL A AR
JEAH, RGBS R K ENAE R

A 2R R 28 A K BTN o Lyu 227
KPR 2 L8 AR AR R KBS RN, B — R R
JKEE F (A 2 4% HufuNet, B H—2F 158

®)



B2 FRHESE . B R BT R 450 <7

RN HABR S 80k, 5y e, HIT-Pr
ARRAIE
22 BIWERET]

(D fEEAINGEERE F Eisniis)

o R Y ik R AN PR A T R I I A
NGREE R o B, AEIE R B T AR sE 1)
TP, IFBENL B — R LR I ZRE T iR 2E
(FEE 2 PR EITHER ) e TR K e KR
AR R TIEE, per() RandhishFik,
JES)

x;, =Per(x,,K

pattern ),
Xp; > Vri #F f(x)

AT A AT B A S 17 i el
Logo, mliar BEMiuhl s b2 frymge 28, R szl
TR AR AR 0 A L 5 IR AEAATIRCK
Zegt, AEKEVEGUERY B S e But# prikon . 2
g Al LG iE A AL AN E TR g,
AT FS A A I N AREAS,  TUJFE 2% Hh Bl
BEALA AR, TRER 5 1T R,
THEE RN, Li S A A i et AR A
(1) Logo, F-4 A5 i) B /K B A S 46 Bl AR b fik
REE, fil A B AE A B IE S REAS B AT X
HAEWEFEARMRRFIE > — 50 I RE S04
FRAH EIRRER It A7 27 A RN AN AT AL
Logo Je/E a2 455, AR 1 7K BNV BRI LA i
PE, XS RME ST T &R . A T RS
A%, Guo PR AL ML R e e 1]
MR i A A

(2> LAEFSEfifE R ST

AT — G T TTTVETFAS CASERNRY 5 1R s 5 A5
AR Rl R 38 J7 20, TR I 524 4 A
JaTT ORI 2 Hpar o = M R oR I fil R SEAE AR :

X, NX=3,Y, ¥,
%y Vg, % S)

Zhang ZEPSh JEUGI ZREE (3B 40 P A 8%
By 5 AT 45 A A G B 5 Yossi S P24 T
— 20 HIRI B A ] ke sk A B o L6 A1
HIA K 2 UKD R 4875 205 5 = J7 58 oK
BRI IE 1) TAE 7 sCAS R, ARAE 5 11K R vk i 7
H5INT commitment AL, [FIERFZY A T BT T

Y, Y,
©)

(10)

HHEFIGEE , AHEGINTE S =07 BIAT 58 i%
JKENBGIE o

(3) N HIET B2 AR 2

HARCL BRI S 17K B 238 AR AR B A 1)
45Ky, {H Zhong P NAER A BB IS
THEAEM LRGN T EVR I R, S8 T 5
KWL (R SE DT, HEIRE M T RS B MR 2 AN
ERE o TS IR A S AN 23 0] S ke 1) 4 S5
TP AT DRI S5 A P s 2 2 ) rh B i —
K, ATERETTE B TXASEE (FEE 2
B AR ).

X, cX,Yy,NY=0,

Xpi B> Vrs * f(x)

BRI ) ik A SRS L (AR A DAy o S i I 5
AN Logo b2 i —4UBFEAS .

(4) DA

X PURE A 8 AE S 46 1 1 R o 4 i
30, AW LA R DAy A TS A M R
5320 AN BY Merrer 25 PO1R F LI 21
Ji R PUREA A JE TR A & o fbIEF T
T E IR PR N R R, 251X B E
XHPUREA 73 BE 73 SR IE A IOAR RS, FFLEAR AL AR 0K
SRR L0 o RO R, AR R AR X L
RAEARIL MR FTD T RS . Al
AT AR, G RS2 B g R A PR
FEA R 5, R IE A A0 20 SR A5 R . A IX Al
oL, KENRHRA T AR, HRIE T S
ERJETTT7 A o %7V B i e A A S L
(Y|

(11)

xp,; = Ax,),
Xri 2 Yr, = f(x)

o, A(x) o pr ey, X HrBet fE BFE
AT R IR

A — o2 AR T PURE AR (R R PR g A T 5
TR AR « Lukas®"VFI Zhao Z5P8R|H T %4t
FEARWIT R, BIRHIUREAS 7 A [7) 53 AH AL A A5
B ARG RSB, KRR |
SR EIEBE, IR PUREATE AT B A
BB B S A B E AT LA, AT A
A BEAR TR A AR SR LR A R A5 B AR AR

(12)



<8 P4 515 B a2l

8

Chen 2P T 85— A% HEF ML TR T THIK
BT 5, b Al — PR DG 1 it 77 5, KA
244 UL G £ T 3 N AR AR ) T £ TR
I S S 1R A S BUREAAE Ky S T
fil B, HRERTUREASFIAT Y 43 28 45 B 4 3
VENBRFR Sy R HVER T (R SAE K 2
LA TERR).

(5) HAh

T ARG 15 ZE [ I R R A O
Zhu SRR 7 A A R A A A
AT AT BN A BRI A BCE b s e S 1) A%

AL I (R AR 6 o B [0 W Ay bR HOICTR S (R M3
DAL A B8 B B A ok e A St Dy i ks o

AT — PRI T RT3, (o2
N SRR A R A o SRR R — P ] 2
RGN L, R T R g A
B2 JatE SR, FESRUEIN o5 EE T B R Iy
BEAT A B2 J5 A REAS 2 AR R HEIRT .

SCHR[A214E T4 AR ik A £ P 45 b il ot
FRE RN T Logo, #/KEIS AT A B4 |2
WRAREK, T DO AR A Al 7 s 55

R AR BN 570 R WAL 1 B

R1 REBEBKEGZETE

Table 1

The classification of DNN watermarking methods

J&i JKENTT i

b S /2 BN

37K ETBATE Ik ) 8 2N 19 25 AT )

S ZIWR RERXETEL. A

EEVER P AT IS R T g h, P R S A REfR I A ZHHF BENIX PRI B R
A

i H 7K ARSI e ]2/ A B A 8 v B 1) AR 2R RENON RS MO ES S
FATHMENUBIO LR, PSS R IR ENIBCE R A 5 (A Z A RENN IS K
Iy e A 5 )
LA A K R P 48R TEAN 23 15 0 2 11 2521 M ZLEEE  RERX
L 24 5 LT passport J2) A&/ B ZWE FF passport AT, SR 254 5 E
?’IEEJ [ 72 7 Logo. W75 LLLAT MRS 7 AE AR SRR G T IR & FHAHRF  BERRTBIR. RORAIZE R
it
S P SR 2 A A T KD PR 48 D S 1 A R A e THE RN TR, i
FESTR A A 1) LK EE g i 1A R 4B Ear TR BERLABIAL . A

BT AU E G, SN R e A DY B TR ?‘fggﬁ?ﬁ T 250, RN
FEBIROY AT DA — AN, H5 WU B AIEIE K J5 1T B FHRE REROA O e
T HTINZRLL LR TR RHTREA S TR, AR SL HEY B TLHE BEROR BT WO, A SR e R
BB A SR A A A fil R 4B B FHAHF PR T 5B, BEREX R

2% R AR

3 WEAE

EER LA BB GR K EDHESE, AR Z T RE
RSt Sems o RTG53 BT R BRI
RESR I AN Bty o B BBt e 4R I el
ORG24 28 7 A BRI o AT KK B ki
Wil AR Bl A R G IR Bl i — 28 T B
HEF K BRI HRAE s B SO W LA R rh B 57
Hh— AN ARZIKED, LUV T 7K BN ECSEME R
FAT, 1 Ja T 1KED s S Bt EEA T s

BGSTE: PR AEUIZRIT, AT St o
CAE T VIR ot G SR AR o 45350 A5 T 44
g, U X S A T ERT I 2R,
FIRE, XA TR TS, aTBOEE iACK
SRR AR AT ROR LR 28 RS R Y
a1, BRIRERETTRH B

ANTTARRENE: YR PESA 2] ALY — LA TR
B, BRTE — EAEIRR B R TR,
(ISR I TP ALz (R I



B2 FRHESE . B R BT R 450 <9

BZER, KA B E A S G SO R BLIE %
BRI S A S R LA Rk, AT
A HUREAAE Ay J5 TR B R A 25 ) Jeg PR ok
St PR 7 5

SSHE: MM S EE R 300
POREARLAAE I E BN 2 — o fldn, SHHukEAss:
T AUAE SN R B i — AU LAME =R, 1R
LA R IE 3 73 R —RER 45 B, Bah 5 TR
258 ) A OB (R PLREAS, FFE e A & 1
F s FEZKENVEGIE B B S 5 S

FEARZS (] JRp B 1 e 0FT- 0 i 2 B A ) IR
FEMZE IR, P ZRREA S ]S AR A PRI
(] TG F KU, FEART M HE IO, Bt
T AR B — b SRR A (1) Z AN RRE AR,
B R SR UG R A G — e R A IR 4 e ALY
Fe bR, FEARZS AR W 3 Fis.

2 FIRE g B G T T RE. R
Yl A 24— e Bk S0 B ) HAR BT T A

EES

RAFEA

B3 REARI R
Figure 3 Example space of known, unknown, and adversarial examples
3.1 JKED#E
R BT P A A2 A HR AR P TS AR AR K
B, PARAEEH AT BIKET . AERl R
FEAERIKENZ J5, Brdid ] PLykos HAA SR B Fif
Tk Sms . Wang 250 7 SCHRISTIN 7 i i
TKEHR AN AR TR (AR 53 A, PRIGIR 2 5
BRI o Al [F]IN e TR T MR A R ) A
K ERY I 7Y, Shafieinejad 2552 g 7R T
— R JEVEHERE T, A0 I R R Y 2
PR IURRRAE ) 5, A3 RS U H AR rp o A A
FEFET G T IHLHHR A B ZK ED o At 34 HH— s 7K
BRI Bk ST BB (/K BN 7 58 KA —Fot gl
Zr )77 2RI I 2k B ARSI ARSI 99 26 LA SR
FRIKENBamc kB i, FFLLENASHR e A 2
% 5 KEN R AP,
3.2 BRWE
o UL TP 28 I 4 B AR K AR R G

Bt 77 AOE B B A rp iR AN K E . B BRI
T DG I P sk e 2N iy
LI ABAT — o2 (RN Rl T O A B A 1
HHE, JeXTPRAETCIHATRIRL, AR AR B AT
WO, SR 2 A K B AR, B AT R
IS FF AL AR 2 B S BT E ok 25 65
ZRHK R

H Aif K 22 Hi 7% B Bk &6 5 TT/K ER )
o 233U SR [52148 Hoxt 11K B St et
1) 3 Fhr X, Fe AR B S s e T LLE
I IE AR S 25 5 o 1 5 Sk B BR KB . 3T
Rk I ok B V5 AR 2 ) R A X R
WZEL, I R £ B T TR T I LK
ANIIZKEL . BRI RE 8 T L BR/KED, {H2&
e AR s . IS h Mok
ARG Z R A bR ic 2R8I SCHER[S918E
— AR AT A DB TR . BRI 2
A5 FH PN ZRABE 2R 1 Tl &5 SR6) CEL I B 280
AFRC B HEATAR I, I X L X S A AT
(i

KTk N W9 258 P9 38 B K B 7 v, SCHR[50]
B35 Uchida 5542 H /K ED 732, A F —Fh/K ER
% B B0 2 B 9 &4 i s ok N IR /KB, 3 () B ik
AN THTRZKED
3.3 RE

Ryota 5P H AT LUB S e a ke A i1y 2
SEER R B . X7 VEIE TR R B EAS ik
MR JETIREA . R RGEHE — DAL
JalTFEAS, WHEH—A> B gmtdas LR E A BE N
THE R, AR FEAT AR ] IEE A

BEAh, Hitaj S04 0T PRPE T s OB AR (1)
MR 715 3 0l R 4R G (ensemble attack)
FIRN AL (detector attack), 5 0] £F A AT
SEE, oY e AR IR R . Bk )
BRSSOl DLaaS & 4t, il APL &4 iR 5515
oo BRI 2 A I U AR A RS A
X TN IR 53 AT 4530 T % 22 N B PR HE T 4 SR
REUHE SN 4 45 5, AT A AL fi & FE A
() Bl SR &85 B o T A A T O )N i R A A A
DAL St R Mo o RN APL Z |56 1EAE
ARG RTINS, SR B R AR, RGEZ)
o BE LI bR 2 AP EL S T b & L, 1 on



<10 W 44 5 B e A28 3R

8

TN BN IEFFEA, ARG AT s IO A it
AT IE W AT .
34 BEXHH

B SCBE () H AR LA o B 55 A ARV
IKED, BRI ME— P IR IR
HBHACEE, MR A AR I AAAE 2 AN
(1o Bredi nl UG IR BOREAAE B JE T
o 3 1 RO 7 AR R R R AR RS 1T
Guo S VKR & 244 V6 J5 T THRNARAL ) 3R
Gl ez BIh A M Teds, WXt T Yossi 4724

T 58, Bedid vl DO o A% HR A ) — 4l
R Fr . FERR AR R AU R R o

IREERBROK BB ik r R 2 fiom. {8
FHERE, LT BONINGRIRS KRS ity 24 H
MSEIEFAEA GEd T IR IR da A S0
BT & P IRKENRE BR o XA U,
i EEAE BRGNS 2L W A AR R e S b
CHE TS BURABGTT o T RE IR AT B BT AE
RGN AT EAEH IR F AR R 58
JEHBL T

®2 REHEBKENBEAZETE
Table 2 The classification of DNN watermarking attack methods

Bk &) TB Biki 51 A B K EN 5
BpruGh WP, BRtbesl mEhl st DA, A& RSB AR AR TR T Bk
R T 01 P9 8% 1) i N I — AN A Qg A B2 g, Ba ETRINNEG
IRt LB s 4 L w5 frg g BT Ba 1B R 78wl S b A 0 G T 1K BN v
R A REMIF AR IF 3 TR B B0t Rl — D RERE R (K BT v
FETJ5 11 B 0 25 1 3 ik o 2 1) i 25T BaE FEE T L2 o A T G 175
B B TEREEL Y IR 3 — AN /KEN = H K BN 99 28 335 S 4500 1 7 1%
RPN S SRS T Can R HTREAD Sk FET R TIHUEI B & TE
4 it RGBT, UK B RSt DLk

TEVR LS ) BRI RS ORGP Tl /i rhr, BT )
Gy RITAAN, 25T 3t R A R Bt 5k
W, DRHAE B VSR IR R 7 SR, ORI
SOIN 2 LB AL o RIS TS 25 18, 5,
XTI A, FEKEHR AR N 2% 18 &
5, RN A 2 vl R S B A OGRS
BE . 5055 HBhKEHRAN . MfE, MBahEE
PR RIS, W s Bt #3451 S LA
KARI Z /bl oy g A& 5 B, irE R
Wi B E AR BT H M, 55
BB Bt A RE AL I 45 52 A AR L 3 H 26 &R
B Ja, (ERMEGIERS, AR H &S BENE L,
WU 75 207 ML AL YR AE R, 1T e R U
NEHCR . TN IS S FhaT BE IR T LL
FERSHIA 2 F i3 m] e A R 7 X
4.1 BEHNXK

P DU A Bt ] LR AR (1) 45+ A+
S8, ARBGE I T DUR B g0 7. Tl
BT B B 2 T I SRR ) R D T R A

FIHRVEAT B, B AL IR 25>k 22 HUR) 25 1)
B Bl A SR ki, Budi# & 2AE
By OOt AT R0, Sl Aillgra
CL BT rP A AT« AT M B R AR
IR Eds, BN H & L 08 105 ) R I 2
W, I ZKED 75 A R Sk .

FF Kerckhoffs' Principle, WA 7ERR 45 )
K BN A R G O T, BERUA 1] B 4
PRI o T A R R 2 A (N f JE 5 18, T
i e Bty 25 AT FAASE T B A 2 A [R) 1 1 25 4% 1
R PN EAR TN 7)o fERXFPAE T, Bk
B AT DR RIS R 4 4 28 AH [F) BA [7] (1) 7K B ik
N7 A B, SRR YR ST
Bt K ENEA TR IR B 5 A B Ak i R
AN R RS U T 3, B RS T 7K ER A AR
B UFHESLS T DL B & o R IR AR 32 TG
. Pk, AR EER U E A &RIE, LA
TS R SR X LIS B ROR Y, T RR
Do ESR L TATIY s WS S Ny o MU VA RS PG
R, A 2500 .



B2 FRHESE . B R BT R 450 <11

42 BENXK

PESEBR IS A, S LR B & &R A W) i
IO W S aay IR PN Sriery N
AR, BRI AR XL E] A
FEALHLAR 2 ) R 25 7 K FZEA IR —PhEde
PR APL ) — Ao AR AL 1 2
FH P (10 9 46 1 K rho 0 R 4% 2 BBV, et i
F, Buhidmd e fl L, EREIHH S
1) APL 5 1] AAE A HE J5t tH — A5 S s i
DIReAH mI B, I AU IR S5 s X T 54,
Bk 7 300 1o 3 ) 5 22 A R AT DL AL AL i (1R
i HBCE B s, Sk, KA ERE
I3 RNGOL N PR E I 4 A T A e A5 2 R
421 ZE¥E

AT LS H T R 5 R /K B
ik KRBT E T IWLRI B AOKEN TV 51—
252 Rouhani 25"t K BN T %2

YR DL R SRR, X PR T LA T LAk
BIUE TR H . 0T X kv, BT
TCAEVT I BT () NS4S S5k, A JCIE R AR
RUAT RO BH FINLR,  IX 25 SRS B B FisL
Nt e 7 WA X pE oL, BRI 5
A Zha SO K EN RN T i, R LU
I JE T IR, AL BT 2 ek BeR B s X Bt «
T Wi 5 vl R o SE b R it . B TS T T
Wit Bl S E A D AEAR AR AR AT AR
422 HEIE

R DL RN, K ER TR T A A
VAR B EAE R T, ARM, M BGE RS
R DL APT 210 (RS BEUEE 214
B, AU LS. Ak, AEE ik
AL T AR RS, Bk, AL ZH
AN R BR A o

5 ZEFRIE

ARSI R AL IR DR IR BE A 28 9 2%
RO ZE I 2% 7K BN S EAT T AREBEANA 40, 3
A THEIAT T 0 2RMe, b iR T 6
X AL AR o B DL ) 22 73 SR 2 W 28 AL DR
FRIZK BN R AMIGAIE J7 i, A6 5 1% 48 2 A K E
AL N 2R A I8 PR 75 25 R 428 1 2% 5 )

FIETITT, K& TR AR AT T
N DT RRSE T I X e M 4%
IKET— R AN 51, DOKEHRAN . B L&
IOAE 3 AN B e T A i S B s PR
JIT A RN 0k 5 T I %) PR A R0 AT R R E R SRS

PR I 256 7K BN H R AT A — AN B0O8T BB 04
B, IEAFEIR Z AT ) . i AR K 1)
U7 )] DL AR Tl T )

1) $ETHJE T 1K BT SCH  E  k
AR K T ECE R TR R, thik
IR T 2 O e A TR 0 28 B g R O, AT L
AR Rk, JEFE TIPS, e
s PR UE B ROBUR S 5 %2 H AT
Jilale TS TIHLEIR RN 75, i
(2t 7 2 R BB o (1 e N G R,
PNITEIRN iRl SNBSS 5N G I o
T U RREAS BT BRI A 2 I 48 B R R
AIfEREME AN S50, S BRI ] AR R R A
FERFHREA, S0 N B X BUH S B R
BRI, A BTN T B AR S 11K
ElyE

(2) ¥ HFRER AT 440k . H A7y
FRABLER A 7 28 T 05 T IM LRI 7 K 22 B0 5T
BIG R as . BT BB RBEER 4, BB
FSCFH b 3 ) 286 s 2 — 2R AR 5 AT R FH A i A
B, DA 2FH TF R X — R (1 A i)
RS 4 stk R BRI 28 KK B 5 6 B
T ISR AT AL AN, GAN JK B[R] DL TR
PRI N 2R, 75 SER A A PR R BT A 4
EXT GAN 8, F2EFHEGREARERA
N ERBE RN T IKED, STl RS 25 A Rl 1) P
Fr a7 KENS), ghah, A7 TARK K ENEOAR B
FIRT AR S A B A0 e ) s Ay 107,
DI B ] il 2 I 2% e e P OS2 S A
AU RIS IR LR AP ) AR AR A3 — DA

(3) AIKED . ANE IR IK EL R ALY P
SR, R PIR NG ], HR A W]
Pt o TREGK EIHA BRI AT fil b B R ORT 5 1 286
PEREMEI, (HBR SEHP R AR T . wi
JKER ] CALE SR BUK B2 J5 Pk R AR SR i (1) S 44
PR R, X, IR AR AR A



12 .

P4 515 B a2l 58 %

R RAELERE . HArE TR -G
WK EEEA R F B LR e p ), G T AR
friE— LW

5% 3Tk

(1]

(2]

[3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

(1]

[12]

[13]

[14]

[15]

DENG J, DONG W, SOCHER R, et al. ImageNet: a large-scale
hierarchical image database[C]//Proceedings of 2009 IEEE Confe-
rence on Computer Vision and Pattern Recognition. 2009: 248-255.
BROWN T, MANN B, RYDER N, etal. Language models are
few-shot learners[C]//Advances in Neural Information Processing
Systems (NeurIPS). 2020: 1877-1901.

CECIL R R, SOARES J. IBM Watson studio: a platform to trans-
form data to intelligence[M]//Pharmaceutical Supply Chains-Med-
icines Shortages. Springer International Publishing, 2019: 183-192.
HITAJ D, MANCINI L V. Have you stolen my model? evasion
attacks against deep neural network watermarking techniques[J].
2018: arXiv: 1809.00615

TRAMER F, ZHANG F, JUELS A, et al. Stealing machine learning
models via prediction APIs[C]//Proceedings of the 25th USENIX
Conference on Security Symposium. 2016: 601-618.

HUA G, HUANG J W, SHI Y Q, et al. Twenty years of digital audio
watermarking—a comprehensive review[J]. Signal Processing,
2016, 128: 222-242.

ASIKUZZAMAN M, PICKERING M R. An overview of digital
video watermarking[J]. IEEE Transactions on Circuits and Systems
for Video Technology, 2018, 28(9): 2131-2153

UCHIDA Y, NAGAI Y, SAKAZAWA S, et al. Embedding water-
marks into deep neural networks[C]//Proceedings of ICMR '17:
Proceedings of the 2017 ACM on International Conference on Mul-
timedia Retrieval. 2017: 269-277.

LIN N, CHEN X M, LU H, et al. Chaotic weights: a novel ap-
proach to protect intellectual property of deep neural networks[J].
IEEE Transactions on Computer-Aided Design of Integrated Cir-
cuits and Systems, 2021, 40(7): 1327-1339

LI Y, WANG H X, BARNI M. A survey of deep neural network
watermarking techniques[J]. Neurocomputing, 2021, 461: 171-193.
ANDRIUSHCHENKO M, CROCE F, FLAMMARION N, et al.
Square attack: a query-efficient black-box adversarial attack via
random search[M]//Computer Vision-ECCV 2020. Cham: Springer
International Publishing, 2020: 484-501.

SERBAN A, POLL E, VISSER J. Adversarial examples on object
recognition[J]. ACM Computing Surveys, 2020, 53(3): 1-38.
MOOSAVI-DEZFOOLI S M, FAWZI A, FAWZI O, et al. Universal
adversarial perturbations[C]//Proceedings of 2017 IEEE Confe-
rence on Computer Vision and Pattern Recognition. Piscataway:
IEEE Press, 2017: 86-94..

ZHANG J, CHEN D D, LIAO J, et al. Model watermarking for
image processing networks[J]. Proceedings of the AAAI Confe-
rence on Artificial Intelligence, 2020, 34(7): 12805-12812

ZHANG J, CHEN D, LIAO J, et al. Deep model intellectual prop-

erty protection via deep watermarking[J]. IEEE Transactions on

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

Pattern Analysis and Machine Intelligence, 2021.

WU H Z, LIU G, YAO Y W, et al. Watermarking neural networks
with watermarked images[J]. IEEE Transactions on Circuits and
Systems for Video Technology, 2021, 31(7): 2591-2601.

CHEN H L, ROUHANI B D, FU C, et al. DeepMarks: a secure
fingerprinting framework for digital rights management of deep
learning models[C]//Proceedings of ICMR '19: Proceedings of the
2019 on International Conference on Multimedia Retrieval. 2019:
105-113.

ROUHANI B D, CHEN H L, KOUSHANFAR F. DeepSigns: an
end-to-end watermarking framework for ownership protection of
deep neural networks[C]//Proceedings of ASPLOS '19: Proceedings
of the Twenty-Fourth International Conference on Architectural
Support for Programming Languages and Operating Systems. 2019:
485-497.

KURIBAYASHI M, FUNABIKI N. Efficient decentralized tracing
protocol for fingerprinting system with index table[C]//Proceedings
of 2019 Asia-Pacific Signal and Information Processing Association
Annual Summit and Conference (APSIPA ASC). 2019: 1595-1601.
FENG L, ZHANG X. Watermarking neural network with compen-
sation mechanism[C]//Knowledge Science, Engineering and Man-
agement. 2020: 363-375.

TARTAGLIONE E, GRANGETTO M, CAVAGNINO D, et al.
Delving in the loss landscape to embed robust watermarks into
neural networks[C]//Proceedings of 2020 25th International Confe-
rence on Pattern Recognition (ICPR). 2021: 1243-1250.

FAN L, NG K, CHAN C S. Rethinking deep neural network own-
ership verification: Embedding passports to defeat ambiguity at-
tacks[C]//Advances in Neural Information Processing Systems
(NeurIPS 2019). 2019: 4716-4725.

SEBASTIAN S, ATLI B G MARCHAL S, et al. DAWN: dynamic
adversarial
the 29th ACM International Conference on Multimedia. 2021.
VENUGOPAL A, USZKOREIT J, TALBOT D, et al. Watermarking

the outputs of structured prediction with an application in statistical

watermarking of neural networks[C]//Proceedings of

machine translation[R].

LOU X X, GUO S W, ZHANG T W, et al. When NAS meets wa-
termarking: ownership verification of DNN models via cache side
channels[J]. 2021: arXiv: 2102.03523.

HE H, KANG S, SAKAMOTO Y. A weight-wise watermarking
technique for DNN models and its robustness against overwriting
attack[C]//Proceedings of International Workshop on Advanced
Imaging Technology (IWAIT) 2021. 2021: 442-446.

LYU P Z, LI P, ZHANG S Z, et al. HufuNet: embedding the left
piece as watermark and keeping the right piece for ownership veri-
fication in deep neural networks[J]. 2021: arXiv: 2103.13628.

LI M, ZHONG Q, ZHANG LY, et al. Protecting the intellectual
property of deep neural networks with watermarking: the frequency
domain approach[C]//Proceedings of 2020 IEEE 19th International
Conference on Trust, Security and Privacy in Computing and
Communications (TrustCom). 2021: 402-409.

LIZ, HU CY, ZHANG Y, et al. How to prove your model belongs



N
g
[\S)
N
=

RS

BB IR R BT R 470

« 13 .

[30]

[31]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[43]

[46]

[47]

to you: a blind-watermark based framework to protect intellectual
property of DNN[C]//Proceedings of ACSAC '19: Proceedings of
the 35th Annual Computer Security Applications Conference. 2019.
LI M, ZHONG Q, ZHANG L Y, et al. Protecting the intellectual
property of deep neural networks with watermarking: the frequency
domain approach[C]//Proceedings of 2020 IEEE 19th International
Conference on Trust, Security and Privacy in Computing and
Communications (TrustCom). 2021: 402-409.

GUO J, POTKONJAK M. Evolutionary trigger set generation for
DNN black-box watermarking[R].

YOSSI A, BAUM C, CISSE M, et al. Turning your weakness into a
strength: Watermarking deep neural networks by backdoor-
ing[C]//27th USENIX Security Symposium (USENIX Security 18).
2018: 1615-1631.

ZHONG Q, ZHANG L Y, ZHANG J, et al. Protecting IP of deep
neural networks with watermarking: a new label helps[C]//Adv-
ances in Knowledge Discovery and Data Mining.2020: 462-474.
GOODFELLOW 1 J, SHLENS J, SZEGEDY C. Explaining and
harnessing adversarial examples[J]. CoRR, 2014.

SERBAN A, POLL E, VISSER J. Adversarial examples on object
recognition[J]. ACM Computing Surveys, 2020, 53(3): 1-38.
MERRER L E, PEREZ P, TREDAN G. Adversarial frontier stitch-
ing for remote neural network watermarking[J]. Neural Computing
and Applications, 2020, 32(13): 9233-9244.

LUKAS N, ZHANG Y, KERSCHBAUM F. Deep neural network
fingerprinting by conferrable adversarial examples[C]//International
Conference on Learning Representations (ICLR). 2021.
ZHAOJJ,HU QY, LIU G, et al. AFA: adversarial fingerprinting
authentication for deep neural networks[J]. Computer Communica-
tions, 2020, 150: 488-497.

CHEN H, ROUHANI B D, KOUSHANFAR F. Blackmarks:

blackbox multibit watermarking for deep neural networks[J]. CoRR.

2019.

ZHU R J, ZHANG X P, SHI M T, et al. Secure neural network
watermarking protocol against forging attack[J]. EURASIP Journal
on Image and Video Processing, 2020 (2020): 37.

APRILPYONE M, KIYA H. Piracy-resistant DNN watermarking
by block-wise image transformation with secret key[R]. 2021
Deepstego: protecting intellectual property of deep neural networks
by steganography[J]. CoRR. 2019.

ALDAGHRI N, MAHDAVIFAR H, BEIRAMI A. Coded machine
unlearning[J]. IEEE Access, 2021, 9: 88137-88150.

BOURTOULE L, CHANDRASEKARAN YV, CHOQUETTE-
CHOO C A, et al. Machine unlearning[C]//Proceedings of 2021
IEEE Symposium on Security and Privacy. 2021: 141-159.
MOLNAR C, CASALICCHIO G, BISCHL B. Interpretable ma-
chine learning—a brief history, state-of-the-art and challenges[C]//
ECML PKDD 2020 Workshops. 2020.

MOLNAR C, KONIG G, HERBINGER 1, et al. General pitfalls of
model-agnostic interpretation methods for machine learning mod-
els[J]. 2020: arXiv: 2007.04131.

SAMEK W, MONTAVON G, LAPUSCHKIN S, et al. Toward

interpretable machine learning: transparent deep neural networks

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

and beyond[R]. 2020.

SU J W, VARGAS D V, SAKURAI K. One pixel attack for fooling
deep neural networks[J]. IEEE Transactions on Evolutionary Com-
putation, 2019, 23(5): 828-841.

GENG C X, HUANG S J, CHEN S C. Recent advances in open set
recognition: a survey[J]. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 2021, 43(10): 3614-3631.

WANG T H, KERSCHBAUM F. Attacks on digital watermarks for
deep neural networks[C]//Proceedings of ICASSP 2019 - 2019
IEEE International Conference on Acoustics, Speech and Signal
Processing. 2019: 2622-2626.

WANG T H, KERSCHBAUM F. Robust and undetectable
white-box watermarks for deep neural networks[R]. 2019
SHAFIEINEJAD M, WANG J Q, LUKAS N, et al. On the robust-
ness of the backdoor-based watermarking in deep neural net-
works[R]. 2019.

WANG T H, KERSCHBAUM F. RIGA: covert and robust
white-box watermarking of deep neural networks[C]//Proceedings
of the Web Conference 2021. 2021.

CHEN X Y, WANG W X, BENDER C, et al. REFIT: a unified
watermark removal framework for deep learning systems with li-
mited data[C]//Proceedings of the 2021 ACM Asia Conference on
Computer and Communications Security. 2021: 321-335.

LIU K, DOLAN-GAVITT B, GARG S. Fine-pruning: defending
against backdooring attacks on deep neural networks[C]//Research
in Attacks, Intrusions, and Defenses. 2018:

HAN S, POOL J, TRAN J, et al. Learning both weights and con-
nections for efficient neural networks[R]. 2015.

RYOTA N, SAKUMA J. Robust watermarking of neural network
with exponential weighting[C]//Proceedings of the 2019 ACM Asia
Conference on Computer and Communications Security. 2019:
228-240.

YANG Z Q, DANG H, CHANG E C. Effectiveness of distillation
attack and countermeasure on neural network watermarking[R].
2019.

CHEN X Y, WANG W X, DING Y M, et al. Leveraging unlabeled
data for watermark removal of deep neural networks[C]//Proc of
the 36th Int Conf on Machine Learning. 2019.

LIU X K, LI F T, WEN B H, et al. Removing backdoor-based
watermarks in neural networks with limited data[C]//Proceedings of
2020 25th International Conference on Pattern Recognition (ICPR).
2021: 10149-10156.

AIKEN W, KIM H, WOO 8, et al. Neural network laundering:
removing black-box backdoor watermarks from deep neural net-
works[J]. Computers & Security, 2021, 106: 102277.

GUO J, POTKONJAK M. Watermarking deep neural networks for
embedded systems[C]//Proceedings of the International Conference
on Computer-Aided Design. 2018: 1-8.

GUO S W, ZHANG T W, QIU H, et al. The hidden vulnerability of
watermarking for deep neural networks[R]. 2020.

QUAN Y H, TENG H, CHEN Y X, et al. Watermarking deep neural
networks in image processing[J]. IEEE Transactions on Neural
Networks and Learning Systems, 2021, 32(5): 1852-1865.



14 .

W25 550 R 22 Al

08 %

[65]

[66]

[67]

[68]

[69]

SKRIPNIUK V, YU N, ABDELNABI S, et al. Black-box water-
marking for generative adversarial networks[R].2020.
YADOLLAHI M M, SHOELEH F, DADKHAH 8, et al. Robust
black-box watermarking for deep neural network using inverse
document frequency[R]. 2021.

CHEN H L, DARVISH B, KOUSHANFAR F. SpecMark: a spectral
watermarking framework for IP protection of speech recognition
systems[C]//Proceedings of Interspeech 2020. 2020: 2312-2316.
ZHAO X Y, WU H Z, ZHANG X P. Watermarking graph neural
networks by random graphs[C]//Proceedings of 2021 9th Interna-

tional Symposium on Digital Forensics and Security (ISDFS). 2021:

1-6.

GUAN X Q, FENG H M, ZHANG W M, et al. Reversible water-
marking in deep convolutional neural networks for integrity au-
thentication[C]//Proceedings of the 28th ACM International Confe-
rence on Multimedia. 2020: 2273-2280.

HEEE ]

FEM (1998- ) , L, WHEAIBKA,
PURAEE A, BT SETT 1) A A2
MZ%KED, N LRfRE 4.

3 (1986 ), 5, AR, B
FEEGT R HEA S, RS 51
LI HEEE. N TR R % 4.

IR (1976- D), B, WHEREON, X
REFFA% WA RN, FEEWITTT A
BahMgs, KEHRSHr. N L8 fE.

SEEI (1983- ) , 53, WHLEA
PR R BAZ L EERTSETT ) J4y I A3
i EE SRR S AR AR

| LA,



