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the request packet data for training, the method for web-based Webshell recognition effect is poorer, and the model

of training efficiency is low. In response to the above problems, a Webshell malicious traffic detection method based

on multi-feature fusion was proposed. The method was characterized by the three dimensions of Webshell packet

meta information, packet payload content and traffic access behavior. Combining domain knowledge, feature extrac-

tion of request and response packets in the data stream. Transformed into feature extraction information for informa-

tion fusion, forming a discriminant model that could detect different types of attacks. Compared with the previous

research method, the accuracy rate of the method here in the two classification of normal and malicious traffic has

been improved to 99.25%. The training efficiency and detection efficiency have also been significantly improved,

and the training time and detection time have been reduced by 95.73% and 86.14%.

Keywords: multi-feature, feature fusion, Webshell detection, ensemble learning
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Figure 3 Implementation method of ensemble learning structure based on Stacking
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