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credentials based on zero-knowledge proof were designed. This scheme meets the requirements of trustworthy and

verifiable user identity in different privacy security scenarios, and achieves autonomous control of entity identity,

fine-grained access control and trusted data exchange. The usability and effectiveness of the proposed algorithm are

demonstrated through system experiments and performance analysis.
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system, access control
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Figure 1 Identity authentication system model
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Figure 2 Microgrid access architecture with multiple authorization centers
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Figure 4 DID creation time under different concurrent users
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Figure 6 Credential creation time under different concurrent users
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Figure 7 Zero-knowledge credential creation time under
different concurrent users
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Figure 8 Credential verification time under different concurrent users
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Figure 10 Evidence creation time with the number of vouchers
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Figure 11  Credential revocation time with the number of vouchers
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