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lection resources, resulting in low collection yield. To address this problem, considering the factors (relationship
between node attributes, network topology relationship, threat status, node resource and node similarity) that impact
collection costs and benefits, a rule association method to generate collection policies was designed. In the method,
two types of association rules (inter-node association rules and inter-event association rules) were adopted to gener-
ate candidate data collection items and reduced the scope of data collection. Then, a multi-objective program was
designed to maximize collection benefits and minimize collection costs. Further, a genetic algorithm was designed to
solve this program. Proposed method was compared with existing data collection methods. The experimental results
show that the number of the collected data records of proposed method is 1 000~3 000 less than that of others per 12
hours, and the validity of the collected data of proposed method is about 4%~10% higher than others, which proves
the effectiveness of the proposed method.

Keywords: policy optimization generation, multi-objective optimization, collaborative data collection, multiple

class-association rules mining
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Figure | Schematic diagram of security event correlation rule generation
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