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this method did not need leakage model. Cluster-based SCA was based on vulnerability of quantized inference.

There exist a phenomenon in multiplication operation in quantized inference, which the output of different weights

were not equivalent in respect of classification. It can be used to distinguish different weights. The proposed method

computed output activations of each DNN layer with guessing weight. Then acquired side channel signal were

classified into different class, the taxonomy was corresponding output activations' value. Average dispersion of all

classes & was used to decide whether guess was right. The effectiveness of Cluster-based SCA method was

verified by simulation experiment and HW model was used as target leakage model. For all weights from first

convolution layer of target CNN model, TOP2 recovery rate was 52.66%. And for large weights in significant

interval, TOP2 recover rate was 100%.

Keywords: Al security, model extraction attack, quantization vulnerability, side-channel analysis, Cluster-based SCA
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Table 3 TopK success rate of different architecture, traces and K
100 4 1000 % 2000 4 6 000 4%
i

TOP1  TOP2 TOP5 TOP1 TOP2 TOP5 TOP1 TOP2 TOP5 TOP1 TOP2 TOP5
1 2474 46,57 57.42 26.69 52.08 61.68 27.34 56.55 64.32 26.48 56.64 65.37
2 18.01 34.85 49.44 28.43 54.43 64.84 29.60 55.60 66.62 24.70 5434 62.24
3 2170 44.62 54.95 22.13 44.18 57.99 27.60 53.21 60.24 27.17 50.87 62.85
4 18.69  34.88 45.69 26.44 53.50 59.88 25.56 50.94 59.13 27.19 54.63 64.25
5 2274 46.70 53.65 27.78 59.90 69.97 28.65 55.38 69.44 27.26 56.42 66.32
6 19.69 3931 51.25 26.00 50.50 57.88 23.25 50.31 61.88 29.19 56.13 66.13
7 1644  34.95 49.07 22.80 50.35 55.56 27.78 53.59 62.27 2523 50.35 64.12
8 2050 4275 50.88 27.25 50.00 60.12 25.62 51.50 62.75 25.75 51.88 65.63
9 16.15 34.55 45.49 21.18 43.75 51.91 20.66 4427 56.25 21.88 43.58 50.87
10 19.68  41.20 4745 25.46 48.61 59.84 25.81 46.99 56.94 27.32 51.74 63.31
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