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Abstract: Most existing risk assessments of Android applications directly assign weights to factors according to
experience, and calculate security risks by counting the frequency statistics of few factors. A new method for risk
assessment of Android applications is proposed, which can provide both quantitative and qualitative assessment.
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protected void onCreate(Bundle savedInstanceState){

L1:
L2:
L3:
L4:

LS:

I}
s

public void onClick(View view){

double lat = location.getLatitude();
double Ing = location.getLongitude();
String loc= “#5F:” +lat+ “n&@:” +ing

L6: SmsManager smsManager = SmsManager. getDefault();

}

LocationManager locationManager = (LocationManager) getSystemService(Context LOCATION_SERVICE),
Location location = locationManager.getLastKnownLocation(LocationManager.GPS_PROVIDER);

L7: smsManager.sendTextMessage(phoneNumber, null, loc,

null, null);

(a) Activity RS H By

<receiver ...>
<intent-filter>

</intent-filter>
</receiver>

<action android: name="android.intent.action. BOOT_COMPLETED”/>

<uses-permission android: name="android.permission. ACCESS_FINE_LOCATION”/>
<uses-permission android: name="android.permission. RECEIVE_BOOT_COMPLETED”/>
<uses-permission android: name="android.permission. SEND_SMS”/>

(b) AndroidManifest.xml 324 Fr Bt

K1
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Table 3 Risk assignment of objects related to security operation

X524 1 2 3 4 5 6 7 8 JR 2 SRk B
BOOKMARK \ V V 7 3/21 80
CALENDAR V 7 0 78
CALL_LOG \ 7 2/21 79
CONTACT \ 7 2/21 79
STORAGE \ \ 7 5/21 80
CAMERA \ 7 0 78
LOCATION V 7 0 78
MIC V 7 0 78
SENSOR \ 7 0 78
BLUETOOTH \ 5 0 56
MESSAGE \ \ 8 18/28 96
NETWORK \ v N N \ V 8 28/28 100
NFC \ 5 0 56
PHONE J J 8 4/28 91
SYNC \ 7 0 78
ACCOUNT v 7 0 78
D v 7 0 78
LOG \ 7 0 78
SETTING 3 0 33
DEVICE v 3 1/3 37
FILESYSTEM 3 2/3 41
PACKAGE \ 5 3/10 59
TASK \ 6 4/15 70
TEST 3 0 33
TOOL \ 5 3/10 59
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Table 4 Weight distribution
M4 DES ™
1 0.155
2 0.188
3 0.149
4 0.132
5 0.091
6 0.179
7 0.106
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Figure 4 Risk score distribution of benign applications given by Androguard
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Table 5 Risk factors of malicious example
HETHE  Hx Bk RIE TS B

1 android.permission. WAKE_LOCK 1 DEVICE 37

2 WAKE_LOCK %1% API 3 DEVICE 37

3 INTERNET Xf % API 3 NETWORK 100

4 android.intent.action. MAIN 1 PACKAGE 59

7 STORAGE —-LOG. STORAGE — SETTING. STORAGE — PACKAGE 13 STORAGE 80
FILESYSTEM — LOG. PACKAGE — LOG 10 LOG 78
FILESYSTEM — SETTING 1 FILESYSTEM 41
FILESYSTEM — PACKAGE. PACKAGE — SETTING 3 PACKAGE 59
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Table 6 Risk Factors of benign example

(@) AEFE 1 PRIHEXEER

(5ES Ko baE il PR
READ_CALENDAR 254 [ 2 CALENDAR 78
READ CALL LOG 1 CALL _LOG 79
READ_CONTACTS 1 CONTACT 79
READ EXTERNAL STORAGE % #(FR 2 STORAGE 80
CAMERA 1 CAMERA 78
ACCESS_COARSE_LOCATION Z5 42 R 4 LOCATION 78
RECORD_AUDIO %R 2 MIC 78
USE_FINGERPRINT 1 SENSOR 78
BLUETOOTH %54 2 BLUETOOTH 56
INTERNET %8R 4 NETWORK 100
CALL_PHONE 1 PHONE 91
READ_PHONE_STATE 1 D 78
READ_LOGS 1 LOG 78
WRITE_SETTINGS 1 SETTING 33
WAKE LOCK %R 3 DEVICE 37
MOUNT_UNMOUNT _FILESYSTEMS 1 FILESYSTEM 41
READ APP BADGE % (R 4 PACKAGE 59
GET_TASKS %54l 3 TASK 70
FLASHLIGHT 2543 i 2 TOOL 59
(b) BETFE 2 FRIHEXEZE
ESES Ko bIEEST] RS A
READ CONTACTS X% API 4 CONTACT 79
ACCESS_COARSE_LOCATION %54 B X i API 4 LOCATION 78
BLUETOOTH 5% API 33 BLUETOOTH 56
ACCESS_NETWORK_STATE %8R %)% API 79 NETWORK 100
READ_PHONE_STATE %} API 12 D 78
READ_LOGS X} API 1 LOG 78
WRITE_SETTINGS *I % API 10 SETTING 33
WAKE_LOCK %} API 4 DEVICE 37
VIBRATE X} API 1 TOOL 59
(c) BETHE 4. 6. 7T hHHEXEE
5 i (5ES K baE il B
4 android.intent.action. VIEW 5 STORAGE 80
android.intent.action. MAIN 1 PACKAGE 59
6 android.intent.action.USER_PRESENT 1 DEVICE 37
android.intent.action. HOTFIX_UPDATE SUCCESS ACTION 1 PACKAGE 59
android.intent.action.BOOT COMPLETED 1 TASK 70
7 FILESYSTEM — FILESYSTEM 19 FILESYSTEM 41
PACKAGE — PACKAGE. FILESYSTEM— PACKAGE. PACKAGE — FILESYSTEM 102 PACKAGE 59
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Figure 5 Time distribution of risk assessment for the dataset

6 ZERiIE

PEAY Android W FHFE 738 R XU A2 7 ) 22
AU — AR BT . AR SR H—
FIET RGRLR . API i H .+ Intent Filter FJ action
JE R UL R A iR 55 2 IR W Android W FHFE 77X
B PEAL TV, REE 4T H e B 00 XU DR 5 PR R X
GER, HARGRIATY B PR R
WA T AR E TR, Al ER TN
(R RS R o AR 5 22 AT G IR S0

RZAT I, % (o) B GRS R
) A5G RG24 U IR Ok 2K R 5
PR, DA Ay R8T 22 4 U . A T IRIAS
IF) DR 25 1A N XURS DAL 5 i, A S —
PRI T R IR R IBCE LA, AL 45 1 5
G, SEEGERM, ARSCHIVEAL 7V Re i A Rt
St Android N LS XRS, RIS HH ik
PR AR Y

5% 3k

[1] PENG H, GATES C, SARMA B, et al. Using probabilistic genera-
tive models for ranking risks of Android Apps[C]/The 19th ACM
Conference on Computer and Communications Security (CCS).
2012: 241-252.

[2] #HEE, ERHE RO, 5 JET AHP 22 5N 2245 R

B R TTED] W ARR A ER(ARR R, 2018, 58(2):
131-136.
XU J F, WANG J J, ZHU K L, et al. Credit index measurement
method for Android application security based on AHP[J]. Journal
of Tsinghua University(Science and Technology), 2018, 58(2):
131-136.

[3] RAHMAN A, PRADHAN P, PARTHO A, et al. Predicting Android
application security and privacy risk with static code me-
trics[C]//2017 TIEEE International Conference on Mobile Software
Engineering and Systems. 2017: 149-153.

[4] DINI G, MARTINELLI F, MATYEUCCI I, et al. Risk analysis of
Android applications: a user-centric solution[J]. Future Generation
Computer Systems, 2018, 80: 505-518.

[5] SRWEHE. 22 s R PE S BRI S D). dbat: Jbxt
KSR, 2018,

ZHANG X X. Research and implementation of Android application
privacy rating technology[D]. Beijing: Beijing University of Posts
and Telecommunications, 2018.

[6] A%, RAFW, EU. FETVWER Android I MAT 23
BT P[], SRR (E R PHEIR), 2016, 56(5): 453-460.
LI Z J, WU C M, WANG X. Analysis and assessment of Android
application’s risk behavior based on sandbox[J]. Journal of Tsing-
hua University (Science and Technology), 2016, 56(5): 453-460.

[7] &K FETATHAHT) Android NIRRT 224 WA B A 5
S RGBTD]. dbst: ALatHEHIR2, 2015.

YU X Q. The research and system design of Android application's
safety assessment based on behavior analysis[D]. Beijing: Beijing
University of Posts and Telecommunications, 2015.

[8]  BIFIF, ERAR. ETRERE Android XS TED].
SIHLUNH, 2019, 39(1): 131-135.

BU T T, CAO T J. Risk assessment method of Android application
based on permission[J]. Journal of Computer Applications, 2019,
39(1): 131-135.

[91 FZER. Android I H Fift de SAS 5 WU PEAA 5 VBT S[D]. X%
M e SR A R TR, 2018,

WANG J Y. Research on Android application security detection and



>
3
(S}
N
&=

LS T 2 IR R IEIE PRI Android NIRRT 4338 UG VEAl 77 72 <173 -

[10]

(11]

[12]

[13]

[14]

[15

[16]

[17]
(18]

[19]

risk assessment method[D]. Zhengzhou: Information Engineering
University, 2018.

HOOK, B L. BT 2 TR NS Android T 2 AR VF
3], BTHER, 2016, 8(18): 72-78.

HUANG X Y, ZENG F P. The security level assessment model for
Android application based on multiple correspondence analysis[J].
Electronic Technology, 2016, 8(18): 72-78.

BR4H. Android NEHI XU PEA REE M Beih 5 SEIU[D). ke: BT
R, 2015,

WEI J. The design and implementation of application risk assess-
ment system based on Android[D]. Chengdu: University of Elec-
tronic Science and Technology of China, 2015.

JING Y, AHN G J, ZHAO Z, et al. RiskMon: Continuous and au-
tomated risk assessment of mobile applications[C]//The 4th ACM
Conference on Data and Application Security and Privacy.2014:
99-110.

PANDITA R, XIAO X, YANG W, et al. WHYPER: Towards auto-
mating risk assessment of mobile applications[C]//The 22th USE-
NIX Security Symposium. 2013: 527-542.

R THI ) APREIN) Android %24 XU VAl R R N FH A [D].
B BB, 2019,

XIAO Z J. Population-based Android security risk assessment and
malicious application detection[D]. Wuhan: Wuhan University of
Science and Technology, 2019.

/N, B, X JE. B5F Android ABRAILEI R 22 Ak
WIHED]. A5 B2 AR, 2019, 5(9): 778-788

MENG X F, ZHU M J, LIU J X. Quantitative research on privacy
risk of large-scale mobile users[J]. Journal of Information Security
Research, 2019, 5(9): 778-788.

o [ I I o S I 8 05 EE K B e )y K A T e A R Ak
JG[R]. 2011.

Anti Network-Virus Alliance of China. Specification for mobile In-
ternet malicious code[R]. 2011.

DESNOS A. Androguard documentation, release 3.3.5[R]. 2019.
ARZT S, RASTHOFER S, FRITZ C, et al. FlowDroid: precise
context, flow, field, object-sensitive and lifecycle-aware taint anal-
ysis for Android apps[C]//The 35th ACM SIGPLAN Conference on
Programming Language Design and Implementation (PLDI). 2014:
259-269.

GB/T 20984-2007, {5 B2 A HARME B 224 MK PEA RV [S].
GB/T 20984-2007, Information security technology-risk assessment

specification for information security[S].

[20] A&, HLas2EIM]. dbst: dE Rz AL, 2016.

ZHOU Z H. Machine learning[M]. Beijing: Tsinghua University
Press, 2016.

[21] ZHOU Y J, JIANG X X. Dissecting Android malware: characteri-

zation and evolution[C]//The 33rd IEEE Symposium on Security
and Privacy (Oakland). 2012: 95-109.

[22] GoogleGroups. VirusTotal[EB].

HEE RN

BB (1995- ) , L&, WWHEAEN, &
BITREm A, FEP95 o
Bz b, AULE BT

wmE (1975- ) , F, WEIFE A, H
+, AR TR, MR
WO ERE R G 2 h . mitfea. BA
(EXTal

MEFL (1968- ) . &, WHHTZ AN,
it FETREREEIR. A0,
T ERETT ) A AR SRS m i
LA,

gk (1978— ) , L, MR, &5
BTN, EER T 4 k4%
7 [ S B PPAL



KA

pali

(MBEEERSE

B_RHIEER

TRt
RS

F B ahes
SiEE B
o (R IR )
T 3 B
T EIRRK
4 LBk
HEA B A
@ Ak x H
5 M R4
X 8 X%
A T
Kagtr Rk
T HEE
Ak ARRE
B oEOR 4
LT
£k iR

FIR)

Kui Ren[USA]

4

PR

i M
ZE AL
WA A
R
x| A
WEF
BRT A
Y

% A BA

F =
FEAAE
W 5%
& &
x| ¥ 5
(RECE:
kLT
M A
g
& B
EST 4
A5 7

David Naccache [FRA] Gang Qu [USA]

Willy Susilo [AUS]

Yier Jin [USA]

745

Jinjun Chen [AUS]



