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Abstract: A biometric lock design method was proposed based on the internal features of human body, namely
PBLock. It used the backscattered RF signals to collect the impedance characteristics of human fingertips through
the contact between human fingers and tags. The advantage of such authentication method is that the human
impedance was not easy to be stolen, and it was fully integrated with the hardware characteristics of the device
(RFID tags), which greatly increased the difficulty for the attacker to copy and clone. To ensure the availability and
efficiency of the system, an optimization authentication mechanism was proposed by cutting tag antenna, which
effectively improved the impedance sensitivity. Moreover, the feasibility of passive drive was discussed by using the
electromagnetic energy advantage of RFID system. Through a large number of experimental evaluations, the
authentication accuracy of PBLock can reach 96%, and the average time cost of a single authentication is 1.4
seconds. Some attack models were presented based on practical environment. The results show that PBLock can
effectively prevent counterfeiting attack, impersonation attack and replay attack, which provides an opportunity for

the secure application of new biometric electronic locks.
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Figure 1 Illustration of PBLock prototype
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Figure 5 Reading distance under different conductor length

TR, NS ATREY VIR, $2Tt
Bi e Ak, R FF S O 1 B KB R AR
o M EISEEe A AR PAK DT 4 om
B KT 10 om BHA ELF R, BRIk ar DL &g
0.5 cm SUE SR A K —TUERREAE, A
P32 19 PSR o RS AR 25 [FRE 2 1 INREAE 5L
i, RN GRS AT DR 5 A A R 45 2
ARG RRE, DUE MO 1) 1 REAE R
R, WIEENIES 0.1 cm #3)), 25 4 om, —3t
160 FIALERFE. 534, FIN EREEs TR A
1k, £56% 0.5 dBm, A]LLA 20 dBm A54LE] 30 dBm,
P25 ) S (1 R 2 ] LLRER 5 em M 1 m 2246 2]
2 m, W—3LA7 400 FPRFAE. IXFE R3] BLTS



52 ARFEST: TR R RFID 4 AR iU vl 74 <133

F| 1 216 000 AMRFAE, A A& i i 22 T LSCHFIX
LEABLGUAHFE

Ak WA S R E R AT 28, AT
Impinj H47 F1 Alien 9629 bR b Hl & bn 2 S
EBEARE, BERBAEH B T — K&
Impinj B41-B #r2FHAEH 2 em 1 FARGEHBY D) R
e, UMETTHRAME . PEEEE RO 1 m, K
#8115 dBm, A7 B 15 245 i SO BE AR 25 I
e R 2080 o

el 6 s, W T WA S A S R
MR EE , b 225 AN K2R 7T Impinj H47 1
Alien 9629 PRZEAE MR E IR EREH 1 AT
FRIEE, A A SRS 2 IRER, BT
MRS S, FPATRMAAE S, BT 8
Fp /NI R ABLAE A P B IR A (A B e X il 36
o AT LA B N B A AR R 2=, i HATH
ARG IREMARA IR, KPR S35
() 22 S 1 IR SR R il 22 e, X R A
[ PRI R 5 b RS AR AT R IR B A8 R e 22 S 1k o 1 IHD
KA 2 TSR DO AR R AE AT IALE

K6 ANFE I BRI A i AL IR
Figure 6 The visualization result of the impedance characteristics with
different volunteers

53 XGAIAIE

— RO, ARGIAIE T SR A A Y 15
wvi, BUREEARZHR, WL P B EAR B 1)
B AHMOAUE T VAR MR AR T B, B

IAREE I S ) BN 5 s RO G B e A i . AR
SCHEH T RUAAIE, AT B B A it DA IE
Pt t 75 BEMEAAE, X O OCHRA T B ) F
B T 1 > <5 N 2 1K RSB R (N TR
T T HEAH I ik o
5.3.1 AFZMEINGE

AT FRZEBERIAUE, A B 13228 i K
(BHEFEAT AL FEIF > 2. DY as ] LAAS B bR 1)
EPC. RSS Al Phase, *4H /" AMil$1E Sobr 20,
AR B D) — - Rk, PRI s ) U5 5
KT B e D R B, D ias A SR RS
PR . 2 i sAs bR BT, KA #i 4
(FIBHDT, S bRl D i e 3 o A 2 EG 40 fof
A7 AE— L)

O HT®R&MZEMFE, SR
o BUEERAR AR B B, (AEdRAA e AL .

@ FALLAE—AN U, bR 27 B A T
K AEHAE IR PE B, AR AL 2376 0 Fl 21 22 (1]
Bk, X2 BT RS IR Bl B A ) e 22 |
I

h TR IR ), AR SO AR e R
B A CRUE S (AR P, LR AR AR HE 1)
JNETHBRIEPEAS . B e, PO 2= R AR
h oy IR, HSRINUE R o A SCRE )
WUREAE A 7, 43 one class SVM, RBF #
MREG B A SHOERE 0.01, UEEHTH
%2 IR LS 22 53 A5

(1) 7 R0 ER

JE R RS IR W 22, AT 232K
W, PRI sV PR AR L AR — AN )
&SR BE B 7R B R RO SRR 3 I
R R o B K TIXANAE (0.5
B, BRI AN B, R BRI H e
K 7 ZE7R, S s o S A

(2) MALHrFIE

RREEAT EAE AR B A B, bR
EHIANNIA 2 7E 0 F 2m 2 AIBHALIBEAS, X &5
ANBE R ZE . AR, SR s 1 s R AE R R/
18, WRHAE 22 KT 0.9x2m WK & A T A1 A7 Bk
2, MRS REZE KT o M, R
Ja B SR IE, TR BRI s 3 o XA,



© 134 - [ 244 5505 B 2 A4

EE

JRZIRR e W T ATAPTR, AN IR K AL
RS

6 6 ‘ “ l
2 2 “ “‘ J%-‘iu*ﬁﬁ
i BRI ]| = ' \l\ T

0 40 80 120 160 0 40 8 120 160

JEVN FEVN

of e ————
& o <
=3k — =3 B ERIDE

SR AR L
0 40 80 120 160 0 40 80 120 160
FEAS FEAS

B 7 R s S AR R B IR

Figure 7 Calibration of outliers and phase randomly jumps
5.3.2 #isIAIE

A R S, B s R AR E I
SRV LRG0 B () R R AT R AR I R
I REAT IAUE o A2 il 2 — > SR a2 PR K 1 4%
U IE T VEA RER 2, O BEAE ) Be 28 a4 T
B ST R RS

ARSC T T — B (14 A Aok S I R S BB
FHAER H . Bl s Rk, THE BB FIRE i
WA, RN, A AR HRAE R ZAE G I L s
TR RANIE  REAT R 7R EL, A —> 6.8 nH
() LR TBHALUL AL, {FH RB751S40 M43k
PR 7 pF LA A bl i AT He L, e R CAR
A% AE H TPS73601 B il BIAEE 1) 5 V S,
2t —/~ 5.5 V/0.1 F g AT etk

IHHIET PCB, 4T o, SAE A BT
50 JGo Al ARSI W 8 Fras, B b2
JEHR, ELRRUCHC LG . R AT IR FE R AR
L%, PR RS PCBARCIE T, 32 EEHEA T L i
5 FIHJE PCB 1510, HEAmES & .

OB bR B SR D A R 2, 1R B
AR T B AR . WiZh 2 AT, Bothess
BHSTAR2 sem R AR G R & . ASCEAT T
PLUF BRI X AME B . 15, RSB AR 1
RSPy, B REIRE G R 275 B & )
R BJE, BAE T AR s cobn 2%
RE IR A H R R A28 4k

W 9@)f7r, UEEEB LA K D) F T,
KL R 2 B RO D R AR AL, X2
AR EBE RS T, RS D2 Rl Ty 46 5 ek
KFR o Ul kA hE, [ Nl BRI A il
BN, il 9N, JRUGKFE SR
ANEZER, TR SO B AU T Y R
A DUE B AR ST T 5, B 9(c)HL 20 /MET
W, B @I T 200 MERIE I, EdE S
WSS T LA, DR A B S8R T LA HEAS
W . i b, DU R FR SR S0 A R
I, R R R A E o

RN E BENE 55 o b HRAR B ek, L JR
FETF R A UE RIS R . W e 5 LU
) RS s 0T B s s E R B I, T
AR IR T IER AR Y, D] BB

AE A L

—_—_——— e — ———————

N out VCC

1
D17 IJ‘C17 D19J‘IC1|9 ETIESBSI%
D18 D20 GN
TCI8 2 I §

8 AR ER RIS

Figure 8 Hardware schematic and circuit prototype



2 ARFESE: BT R RFID (1945 80 AR )1 v 7 + 135«
25 3000p==—
20 2500 i
2 000
sl #1500, °
#0l B 5
1 000
05 500
10 15 20 23 30 0 500 1000 1500 2000
PR T % /dBm FEYN
() NI RGP i3k Jo sk B R (b) 7 7l S AL T A R BA SRR
1300
Wﬁ—ﬂ%zﬂ
12001 Fe— 52
b
1100¢ —k— 7 fil
sl 000}
;m_
@9%-
smi:i:?<§%:>*éﬁx§7%ﬁj
*
700Wk
1 L L 1 60(? 1 1 1 1 1 1 1 1
20 40 60 80 100 1 2 3 4 5 6 7 8 9 10

HEAR
(c) 207 A FHME

(d) 200% O EEh-EHME

PO ANTFD A S Dy v p e R 581 AR 45 1B SR A

Figure 9 Voltages of different transmitting powers and the coupling voltage samples

R AH o, At A R, AN P
WAL IEMM TR, T H T EA VP s o
Fr%E, LACRE S R, AT FAMAT IR A 16 e B
R Mook 25 Re 8 A I SN IR 5, Rk
WHER A B SR, LUARHAER . KGR
EANUEAE SRS A TEg i &2y, %A
BRI i B bR, B A AN 2l i .
54 BEEN
T RENS SEILTCR AR O B, B
JEAE B i 0 LI e B A T REUR T B, 7 1 PRI
BAWRERTITRY, I — e AR . A
SCWEE ARl 30 dBm, fEF—4N0.1 F
(B AR, DU TRas A EE 250 20 em,
e LA RN 2RI 24 8 dBi, AR R 45 4 2 dBd,
) PTRSK R AR G e A 0.016 3 I/s, 1Tl
R A R AR I R R B () TR
E=0.5CU? 4)
Hp, C FRorHAR, URSHAPERL. K
I, ARSI R AR A RERE A 1.5125], 7
WX AT 1.5125/0.0163 s, 2924 93 s,

AR L B LI Bh B 28 0T 8. s
PUits ZEAERGI [0] A TR B 5 DAL BRI
SERMZAN AT, TR R I 4T RERS B HH LR
KB R IR I B AT e N 1512517,
B IR AL RN T 1.5 W

6 SLIGITE

ASCHENE T — D RGR RVl L RE

(1) SEEwE

RGTTEMN 3 T d: An2Epe. B fies
WG, o, R A Rk
A hilas . EHPIFIRE G452 (Alien 9629 F
Impinj H47) B RZEMERE, iR M RFID
P 1eas Impinj 420, [ RE R € ) AR AR 2L
Laird A9028, FR% [ AES% N 924.38 MHz. fl#s
2% K F MSP430FR5969 JT & fiit, 3T & A
i FHAN A P, Al 0.1 F (R 4 F 75 A7 A it
o P i R AR AR 776 EPC Gen2
PrAEFR L) CHARRY, B AFIZ 4746 Intel Core
i7-7700 CPU #1 8 GB RAM (I35 HL . SZHIR



+136 ¢ [ 244 5505 B 2 A4

EE

50— T B EREE, & 10 JEoR T BSEREE )
SR BEE o BRI EAK i, AR 5 —
Ui SRARA BL S IR B (1) 114, SR 3 st v Bt o 0 3
TAs NAZAE AR — M, T B SR G H ok
RIRT . MIGERS, P TG EH AR s A 17
SR, RS PR AR IR BT T, S A
PRE4 20 eme B ERARIE S RAEARZE(1) EPC FIAH
PREEE, — BB A T, o
TR e, G IR, R TR,

(CE S

10 SEEUE
Figure 10  Experiment setup

(2 EEJ

N T RIRRGNERE, ASCRHAL T PR TS
A, BAERTh# (ASR) RIBMI% (DSR),
IWIEEII R RN RGURIAUESAU IR, W]
PURAUE SN IO REAS R LU IVIEREAKS, B
[¥] ASR o AR ARGUAUENERE,  WE(S)FTm.

Nacce t
ASR = et (5)
975 0 15 D) 2 3R 7R R G R AR AR BB -
AR, ] DL 5 0 B S R AE AR5 DL R B
FEAK, E ) DSR RN I RGP b
fig, w6,

N,
DSR — defence (6)

6.1 FALIAIETERE

KR 3 AR 0 Pk REIN 75 2 2, AR IAE
W, REGCK AR EPC, ik EPC S5 i
AR FF AR IAE o

PEAG o AT A RN R0 (0 1k e, 38500

T 12 ZEEE S HAS S, a7 A5
RS ANt AR W IS F TG, A
FHIFI bR 2 RN B, DR Ry Gt SRASE FH AN [) () A 25
FEFIVEAL RS, AUEHER AT, s 5 49T
YA 1216 000 FIRFAE. RN A 5000 4541
. AEH] 20 AN EEEh— AN EH, SRR H
FAFRBEMIYIE, S AR bR 25 () ZE (A R
FRIE o FH AR — 44 AR I T B VP A 26 A TR 1 240
PEAB RS IMERR . R HARERA F
{E . HERGHIE D FIEMREA SR AEARAN S L
il RS R S B b E FRE A B TR0 A I A
AL, A R S8 Ty 1E IREAS BT 52 f ok
IETIREATRI LA, P AR AE R A 230 R [ 2 (1 1) R
SR A 100 AN IEFEASHT 100 AN 5FE Ak A
TRAN[F) 2 BURE A (1) LA PR 380 1

Wi 11 Fros, 44 D R ISR AT
Gt RAEMMERERARBI RN Sl
Helik 2 80 I, RGEVEREIA BN -

100% -
80% -
a9
Eo0%r
K
M 400
. RS
20% |- —o—HE TR
—A— 1 EE
O 1 1 1 1 1 1 T I‘TII{E
10 20 30 40 50 60 70 80 100 200
MBI E

B ISR KIS RAEPERER R A
Figure 11 The relationship between training data and system
performance

ASAF FH VISR EAE KN 200 SKARIUE RGEHE
KIHERGZ, DA VAL FE X AN RN TR BE
{100 MIAFEA KT ASR. B 12 JBR T
PSR, M FOoRYME, F Rt RE&EMF
BIRAIE IR A 96%, 11 HKZ HUF FHAIE L
DNEERT 98%, AT LotEfid, Y3k miAuE &
DT ok, AR 11 28 EE 1A ek
o, VM R AL A BGEE D), THEH AR
Zen] LLSE B i HA N Bl 1% 12 44 35 B3
HoAl A DSR $94 100%. — ki, A ELIAGLE



52 ARFEST: TR R RFID 4 AR iU vl 74 137

I, NATTEE R0 RGEA A N TR R,
U FANUE RIGCRT AFHHATE, 10— B A4
TR A 2t e B A

100%

80%

60%

ASR

40% ]

20% |

0M]M2 M3 M4 MS]\Q[:6M7 F1 F2 F3 F4 F5

PIY;AR)

12 12 ZEEATAE TR
Figure 12 ASR performance of 12 volunteers

6.2 EMEZRAIFM

RGATH ANARBAHUE A IR, A7
P TN G YN NSRS

BT NATTE A v mT e A S ke gk
TV, WFRARIE. AR, R —k K
KA AT RS ST, IR SVM 1125
TENARA IR I R, Tk A5 4 il A
TG T- L s s, AT AN TR A
i, Bon ik REHE — KM 500 mL K, SKPF
i AT RE AR NARBHT IR BRI 20 R GEVERE IR 200 o
PSR 1 v ) s R N R, A P i
AR ) 2 A R B R R AR R . Pl 13 B,
A LUFE BT R AR 0 R g8 AT BRI 52, X
A AR 1K O AR S 1) S ) BN A5 5 TR
NARBE R K0S RGEFE ML o

EIRPZAILG, 1A I T el dR e
FRRARE, A7 FH A o P e R DI i 2
W RGMHEM . WK 13 thEA ARSI IR,
5% 3] A0 I 38 T2 s R AR B R SR IR fi
SAH N I B, R G A B N IEHERf % .
DRI > P DA B 3 2 25 st AT 1) 4 B )
B AR B A I AT, R RGEAETERE .
6.3 RLFINIERT(E]

FEFH P FEBARTE AR IR [A) A — T )
f&kr. T RFID REHIRFER KL 10 HAT, 4
KA R H N 75 2 (I T, T A A KRR

20 10T 2 (YR A SR HUN ) A SO UL I ],
PR R A 1) Btk o T A UE I 1) AT RO 3
Wi o A5 P AN [ PR RS K F R DA R ST UE R [A],
BB FH A KR 200, O EBR S
FEANA R ECH A BRI T 20 WK

100%

80%

60%

R

40%

20%

0
FHR ORI FEOEE K TR ORI
S

13 &R S0 RGBT
Figure 13 Impact with various factors
K 14 feos T A RS & N RSEMETERE,
WLAEFIE 5 480, 10 &HdE. 15 K8
20 AR T, RGO IIHER I E 95% L T
I RAEFEA BRI ARGERAE R, W LIS RS
WUEIRTE], SFEABC 5 I, SERRRAE IR IR H
299 100 4%, RARIZA 1.4's, EXFRZH
IR i L2 1

100%

98%

96% -

949% - %
5 9% .l‘ .|'
§ 90% -

88%

86%

84% r

82%

5 10 15 20
AR
14 AIEHAR X RGN AR

Figure 14 The impact of testing data on system performance



+138 - W 44 5 B e A28 3R $71%

6.4 ALGFEERTE]

He s, YHP R E, a7 K
I AV ANEAT TR R AR, DRI BN [R] 45 R4 7
Rt THLZ . W 5 AT, RGUNERRE
N [] 55 (50 352 25 R BT D 32, B A% 5 B BE B LA
KR 2 B 73 IR 75 AT % . FCC M 5E 8 =1 49 RFID
P LA R DA 1 W, AR
HKEHO0.1F, EFEA 20 cm I 0] LU 76
I (A 2920 93 so AR SCVPAL T 75 0.2 m BRES R R4E
WA R =B I ] () OC R, FEH B EHRTIRE)
FE AL )y 3 At AL A

Wil 15 Prow, YA I e A 78 i
M 2ILPEXR R, 6 min 1T LL7E 85 m) (MREE, 1%
I/ N T EASAE, X PTAE A HHEC S PRE . 2
AL FEL I TR AN 56 S8 FIAR S 2 TP FE 7= A 1K, DR
PG 4 TAR St o A5 78305 H ()R 20 Fe 25 3R 3
FF-030PK ELUiHLML, W& R AL LA TAE 20 s,
A L BT K.

x1073

100

80r

601

REE/)

40r

201

1 1 1 1 1 1 1 1 1 1 1

0 30 60 90120150 180 210240 270 300 330 360
it /s

B 15 BERER SRR

Figure 15 Relationship between time and collecting energy

7T RESH

Ao T 2% W BB, R R
G AT HAR I 2L T i
71 (hERE

Yok n] e nn aniE Ak 1 P R RIEAR,
HAE FHIABR RO & T 48 o X BBk ik AT
Bt Fe 80N UE 7 %8, Buds & Af H s id B AL
BRI AR 8o R R Oy e g, A

{fi /] DragonSkin =% 68 & 40 #: g il /E T T
5, BEEAT RS AR T 58 AR AL,
RIG T et R BLE, 4574 50 5 A ) £ it #4
BHARBLH, AHGEHRHAETR. HE
NFNhIE TF-Fa i 5 R 8 obr 28, IR AR A
FFBL B N, REEAE i T4, 3
JER, B TERTFRS AMETIRNEUESA
A, INIESCENZE R 0, DAtk &R 40 Re g 56 A KA O
LG T
7.2 AR

Beidi 25 ] e 0 G5 R 7 UE [ B AT X
B, CARR VR P TR 2 AR BT
KIATVE, AR MBEPTEA R, AR
IS IGAIE T35 (& 12 From). SEE i R
(PR FEAFHA 1), 10 R S8R UE HERR 2 1] LA
KF] 96%, BIHEIIZE N 100%, KUt RSERER
Bl AR ) it o
73 ERME

B # H R0V KRGS, REHBUX
MET R RS, T —aE s X R AR
TEB R v, Bl 56 4 T BeOT T [ 1Ak K AR
P55, DRSS BB P THL S o A SR
FAXGIANE, A5 X # 5 B AT A5 5 N E,  [R]
FINREIES G, X5EaPib T 3ehEe
AR R A AT G W 1R AT BE
7.4 REWE

Yo # vl e AniE Bt R B, gy e 5 5
MR AN, 22 UCHE RGNS 5 o WAL
TEEE 5 Wk, RGEEAFRCE N IRHIE(E nlik
1216 000, M HIEAEL 5 78 U RS S bR 2SR 17 0
N ANE RS A bR 2 T LA B 5E A IS
i, Wk 6 . Kk, AL T3 8ir 10 4
B HETI AL G, P T R IR E 5
ZAAMEE .

8 ZHRiIE

A SCEE X A 28 A 0 DR B 1K) 26 ) o AL 4
GhR i, el T R AR A
WEJ7 30, AE RFID g AR 28 1) R e Bt
AN AR RGOS b 25 B 1) U5 5 (K52, SR
5 AR BTN OC IR IR I HEAT AR . (R I



1

M ARFEST: TR R RFID 4 AR iU vl 74

* 139 -

N T s R g ath, SR T OLIAIE TS %,
R FH Sl o 285 60 A A0 1 IR 2 1) 3 3 Rl 5 2
PEIUH RS 5 i R BEAT B A IE . IR0 T &

4Lh
7§|=<o

ERCERTERE, X 4 PO BB TRy
ARICIAT 12 XS B S, FIAERT)

FikF 96%.

S

(1

(2]

(3]

(4]

(3]

(6]

(7]

(8]

(]

[10]

(1]

CAO K, JAIN A K. Hacking mobile phones using 2D printed fin-
gerprints[R]. Michigan State University Tech. MSU-CSE-16-2,
2016.

MOSHNYAGA V G, SHIOYAMA J, HASHIMOTO K. A cam-
era-based approach to prevent fingerprint hacking[C]/IEEE Inter-
national Workshop on Signal Processing Systems. 2018.

BOWYER K W, DOYLE J S. Cosmetic contact lenses and IRIS
recognition spoofing[J]. Computer, 2014, 47(5): 96-98.
ERDOGMUS N, MARCEL 8. Spoofing in 2D face recognition
with 3D masks and anti-spoofing with Kinect[C]//Proc IEEE 6th Int
Conf Biometrics Theory Appl Syst. 2013.

RUIZ-ALBACETE V, TOME-GONZALEZ P, ALONSO-FERNANDEZ
F, et al. Direct attacks using fake images in IRIS verifica-
tion[C]//Proc 1st Eur Workshop Biometrics Identity Manage. 2008.
KIBRET B, TESHOME A K, LAI D T, et al. Analysis of the human
body as an antenna for wireless implant communication[J]. IEEE
Transactions on Antennas and Propagation, 2016, 64(4):
1466-1476.

ARAI N, SASAKI K, MURAMATSU D, et al. Variation of imped-
ance in transmission channel of human body communica-
tion[C]/International Symposium on Medical Information and
Communication Technology. 2017: 49-53.

SHAHRIAR H, HADDAD H M, ISLAM M, et al. An iris-based
authentication framework to prevent presentation attacks[C]//
Computer Software and Applications Conference. 2017: 504-509.
MIRMOGAMADSADEGHI L, DRYGAJLO A. Palm vein recognition
with local binary patterns and local derivative patterns[C]//International
Joint Conference on Biometrics. 2011.

MIURA N, NAGASAKA A , MIYATAKE T . Feature extraction of
finger-vein patterns based on repeated line tracking and its application to
personal identification[J]. Systems & Computers in Japan, 2004, 35(7):
61-71.

ARORA P, SRIVASTAVA S , HANMANDLU M , et al. Robust au-
thentication using dorsal hand vein images[J]. IEEE Intelligent Systems,

2019, 34(2): 25-35.

[12] BOLES A, RAD P. Voice biometrics: deep learning-based voiceprint

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

authentication system[C]//Service Oriented Software Engineering. 2017:
1-6.

REN Y, FANG Z, LIU D, et al. Replay attack detection based on distor-
tion by loudspeaker for voice authentication[J]. Multimedia Tools and
Applications, 2019, 78(7): 8383-8396.

YANG Y F, GUO B, WANG Z, et al. BehaveSense: continuous authen-
tication for security-sensitive mobile Apps using behavioral biome-
trics[J]. Ad Hoc Networks, 2019, 84: 9-18.

MUSALE P, BAEK D, WERELLAGAMA N, et al. You walk, we
authenticate: lightweight seamless authentication based on gait in
wearable 10T systems[J]. IEEE Access, 2019: 37883-37895.

WANG Y X, CHEN Y N, BHUIYAN M Z A, et al. Gait-based human
identification using acoustic sensor and deep neural network[J]. Future
Generation Computer Systems, 2018, 86: 1228-1237.

ZENG Y, PATHAK P H, MOHAPATRA P, et al. WiWho: wifi-based
person identification in smart spaces[C]/Information Processing in
Sensor networks, IPSN. 2016.

ZHANG J, WEI B, HU W, et al. WiFi-ID: human identification using
Wi-Fi signal[C]/Distributed Computing in Sensor systems, DCOSS.
2016.

KONG H, LU L, YU J, et al. Finger pass: finger gesture-based conti-
nuous user authentication for smart homes using commodity Wi-Fi[C]//
International Symposium on Mobile Ad Hoc Networking and Compu-
ting, MobiHoc. 2019.

LIN F, SONG C, ZHUANG Y, et al. Cardiac scan: A non-contact
and continuous heart-based user authentication system[C]/IEEE
International Conference on Mobile Computing and Networking.
2017.

CHAUHAN J, SENEVIRATNE S, HU Y, et al. Breathing-based
authentication on resource-constrained IoT devices using recurrent
neural networks[J]. IEEE Computer, 2018, 51(5): 60-67.

ZHANG L, TAN S, YANG J. Hearing your voice is not enough: an
articulatory gesture based liveness detection for voice authentica-
tion[C]//ACM Conference on Computer and Communications Security,
CCS.2017.

OH S, YANG J, BIANCHI A, et al. Devil in a box: installing backdoors
in electronic door locks[C]/Conference on Privacy Security and Trust,
2015: 139-144.

ZHAO C, LI Z, LIU T, et al. RF-Mehndi: a fingertip profiled RF
identifier[C]//International Conference on Computer Communica-
tions, INFOCOM. 2019.

HAN T S, QIAN C, WANG X, et al. Twins: device-free object
tracking using passive tags[C]/International Conference on Com-

puter Communications, INFOCOM. 2014.



140 - P9 28 1545 B 2 A2 AR

EE

[26] DING H, HAN J S, QIAN C, et al. Trio: utilizing tag interference
for refined localization of passive RFID[C]/International Confe-
rence on Computer Communications, INFOCOM. 2018.

[27] LIP,ANZL, YANG L, et al. Towards physical-layer vibration sensing
with RFIDs[C]/IEEE Conference on Computer Communications, IN-
FOCOM. 2019.

HEZEE ]

8% (1992— O , B, BRI, 7
GATH KA A, BRSSO
SITE. WM 24,

I (1975- ) , B, IWERLAN,
WIS 8% . WA S0, FERR
J7 T A BRI 4 4

HIFAT (1996— ) , F, BRpupe A,
V2RI A A, FEBEWFFE A 18N
B ahiE . RFID,

Hal (1975- O, B, HIRKKFA, &
LREREAR, T ERIT R R
M5 RS

VR (1981- ), Ui, #HTHUMA, #T
TLRZ T WA, FEOT
1) S AR ) B M



