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manufacturing process. A novel hybrid strong and weak PUF (SWPUF) circuit design based on field-programmable

gate array(FPGA) was proposed after the investigation of the PUF circuit structures and principles. To address the

limitation of designing strong-PUF and weak-PUF discretely, SWPUF could be configured into two topologies

conveniently depending on the Hamming Weight (HW) of the challenges. In addition, the statistical characteristics

of the responses could be further improved by a XOR-decorrelation technique. The proposed SWPUF was

implemented on a Xilinx Artix-7 FPGA (28nm technology), and a self-built test platform was set up by using Matlab

and MicroBlaze microcontroller. Experimental results show that the SWPUF has good performances of randomness
(96.98%), uniqueness (99.64%) and reliability (96.6%). Logic register analysis also shows that the SWPUF has a
better anti-attack capability than the traditional Arbiter-PUF in the case of with small HW, and can be used in the

information security, such as key storage (especially to weak PUF) and device authentication (especially to strong

PUF).

Keywords: hybrid strong and weak, physically unclonable function, FPGA, circuit design

1 355

BEA 2 DU IR AR B I EIR, ANRASEEA
JipiEs . T E R AR, SRR AT
fERBUGR . 40 . INTHENHELY R
AT, WP AFREE . SOAIE. KRS
W Rt PR EESE . WIERAN ] SO R £
(PUF, physically unclonable function) j&—F#
LN S RO RE 2 24 4 S, e il Pappu 2501
W e o PUF ik fifi SR A1 il v i ol i o
OGRS T NI T 2w 22, ] A A L
WE— 1 DL 97 32 AR P PO RR AR 5 4, AR IG5
A5 B 2 sk, AR Uyl =91
O BRI g A g O
PUF H4f 7= A= 3 b i S % (CRP, challenge re-
sponse pair) HIFESIAE, W4 455 PUF! I
58 PUFUS 2SI k2K, 55 PUF X AE £ 4 BRECE Y
CRP, A E T2 A5 iR 155 PUF
FEMRFERE PUFS. SRAM PUF!'PL ity
PUF'". 47 %% PUF (latch PUF) 8145, 5 PUF
0 AR Y A W] A KR ) CRP, R
PUF = 2] T8 & ATET RDR AR >, e A g
5 PUF EEALFE6: PURLL, fhik g pUFRO2120)
(APUF). #JE4i% 4% PUF (RO-PUF) "I #1%
WHLHIT PUF 4

B Science & #62% PUFM LK, 5E )5 iR
T ZRARRIZEA) PUF. X159 PUF, Shifman
U S 3 SRAM. BRG] e 3¢ Ht s 382t — b
KT 65nm AT PIAL ST Y ) SRAM

PUF. Li &R HIXUEA PUF Hoc b= IBEHL 7
YIRS, 42—l TR AE R ST UR 215F,
LA AR 4 2.05% XS A 4% 77 PUF L
Lu 25550 55 1ic B SRAM eI E4 H— ]
Fid E ff) SRAM PUF LIJK CRP %], Li 2175
T H R 2 4 T SR s B R 25 s 22, PR K
Z TAERR. gh&WRCE . Faoe bk B B0k
IhAE PUF Hilk. %158 PUF, Z=3ayal®igid s
NFFATHN AT R A A A7 A7 A3 —Fh T3
Wl g FEl M5 (FPGA, field-programmable gate
array) ) RO-PUF, % PUF {XAJH 4 (7 30nhger=
A2 16 ArREMLIE A, HEOKT CRP ¥[H], 5 HAR™
AR CRP Z8[H] () PUF H % AH Lk /s 1 A F
. Gao 25NK A ARZ NS APUF HIZE A2
— PP Z P, PUF, 78 JC2008 FH 248 g i LA K Bl
B Bs I arHE N RESE I S 1 2242k . Dubrova
AR T A s O R, R 4xd JT SR bR
REAESE 2x2 FTFORBEER, Bt — ] SL )8 2
APUF, Wen 25PURLT py AL 3545 5 (1IN E 22 15
PPk @I R G R, fet— R Rk EE D fe
(1) APUF LUJGE S A 2 b T RS A, AT 3G o8
PUF (7] SEPEMIE—PE . Gu 25220 i ful 2 280
% B R PR AR 1 2 I 25 4 H — b 3 1 kR R 1)
FF-APUF Hi%, i% PUF Z5#)'%53%, 47 BRI e
—PERTAT SR

X189 PUF, PUF HLcil s H = — 7 fi
Wi, K] Lt o o S () A BT, 3 S AR
A B 6 PUF, T ERUBR G FH,
A8l A RSP I S [) DA SR A AEAR DG o DR, &5 3% PUF



.+ 96 W 44 5 B e A28 3R

ik

FHEE, 99 PUF HAT ST 47 i f @ e MpLas 27 >J
K ife f1. B8 PUF 8 SZPr N B e e A
A, IR A SRR A i SIS, SR T
A e B ) K R R AR HUE K OC R . 5 PUF A
55 PUF 7EA5 B2 80 B A7 4% 1 N H 3% 58,
DN B K S il e v S S 7 N i
PUF, B15§ PUF 558 PUF St oIk &4 —
NG IR G R T o ARG I R 5SS PUF HLES
gER BT BARRETY, A IR RIERI =
B A OREAR, R — e SR A A PUF
(SWPUF, strong and weak PUF), fii[i]— PUF Hi
MEERE /1255 PUF [f) CRP, M AEr~=/f5% PUF 1)
CRP. HAEAY /b CRP (375t (s 442 10,
% PUF MCE 499 PUF $H4h&5Hy, 12459 PUF A
M fEFRERE CRP Msch (ks IAiED,
% PUF L& Jyoit PUF, MR & LA, 4
HA PUF WG, Kk, Frde PUF FIHAH
I) (1) R % b b 5 A, 3 e N Bl T
(HW, hamming weight) “Z4t 1] SEH 58 PUF F155
PUF IAHLG—. $)a, KH Xilinx Artix-7 FF K
W AT PUF 2547 FPGA SZEL, JE45 2 A E
PG EREREY], Jric PUF HAA RAFH)
BEHLYE. ME—PEMaEEdE . AT NAEL PR
0 FL i 5 2R B TR AT B T SN ¢ PUF LuAE 4t
APUF H A7 55 1 Hr 8ot e

2 {E4% APUF BEEH

fE481¢) APUF Higk &5t ant& 1 o, il fe
FEL G R PR 4 S8 A BRI S AR iR 4, JFAE
R B —AMpEkas, W R A — (5 S &t
NI FR AR BIIA AR AR 0SS JE Y, A e e
B “0” B “17, B AR ERAT LA 5 M)
I B AS,  H T I SE B4R AN AT 3 G A7 7
TEMmzE, SEW&KE LESHEAR, M
M= AN H A, “0” 8% “17. 41 APUF
(OB S: vie et S IR Vvt = 2 N | A NI T S P )
5% C=C), Cy,---, C, H TIEFAL s Ae 2 Ak
S JEA Gl Ak, APUF Higg b ik o%
WK D fil K2R, SCHR[27]2 B 4 P 4% 1%
PRAT 5 I IS E 2 /N TP s R e S I [ B, Ak
B Y AN R AR AR, ARITTR ST D

il R 2 I Pk A S AT R TR S INKRZ 10%1) 0/1
Ml . ) APUF fhk e il # A8 SCRE A 1
AR MR, R4 LTS S A BA AR
Hoas, W B “17, RZNEH “07.

&4 APUF HiL I 38 0 0] 327 A — AN PEIN 4
FEEARCS R D A 2 T 5% B TR R I A (1)
TR, ATRIR A

A=o @ (1)
Horf @ 5% APUF 14— AN 2 B e PR B AL 4R I A
(RIREAE 7] 8 o NS C 10 R 25 30 @ e
D(C) =(@,(C),®,(C),®,(C),+,@,(O).) ()
W @, (C)=11",0-C),j=12.3,k . Wl H
A>0, APUF [Nk 1, =4 0. kT A
A, AR =21 (re {—1,1 D) LB R (3)
PR Y. ¢, ¢ RN A

¢ = sgn(A) = sgn(@ @) 3)
T
C,-

E% 1D
Uigas o/

T e %r
e T
C=0 C=1

B 1 A 8s PUF R 451

Figure 1  Circuit structure of arbiter-PUF
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Figure 2 Structure and implementation of novel switch unit
FATCHRUPEL AL 8, T P 4% 58 40 FR 1 I 4 i
1R, AR AR 3 Fion. i PUF £Ei817
kR, Ay DURRHE S AU 1) HW A8 4 R 3% Hi e
HAMWMAFZEA (3 PUF M55 PUF). T4
JRERGD N AN C S kA, AR
55 SR FUREFA Y. MUX [ FB B2 4
C=1 B, Bk 55 2 A I AR (1) MUX #6422,
J% 2 B TC I SERLER Y MUX #4642, e il fh

| ot
i SLICE 0 | | SLICE_1
(]
, Mo _ o
Jik | qA6 A6
=8 L 1
R LAl r Al
— - —L Co 1 : C1
[
f|o3a6l | i FAs| |
1 (]
Al Al
Co i | C

e s W TR TR EREE BN =) A N
mre B N, “0” 8L “17, R4EIEFT R
ST 5 IR I AE AR, K PUF HL % P i < 5ot
Y NAER GEE R AERIED FITERL A 1B i
EREH) PHRORZS . BEIN TN BRI HW e
FIB B h R I AT RO E. X T 59
PUF, HEIEITTE 1 MR RIS,
w1 . BB HW=1, L5 N 4
Jil, AR BK AR 5 AE N 4 AR AR T —
AN IERLERL, B PN AR B AR A e (b 2R
Y . 5559 PUF AN[R], 58 PUF H IR I E 2
rHPHEZANMEIT RIS 56 5 4L TR
Cr N HW KT 1D, e T PUF Bic
g5 PUF 4544

x1 HNRFXFETAMAS PUF BHME (HW=1)
Table 1 Challenge of weak PUF composed of N switch
units (HW=1)

Wil Co G G G e Gy
Wi 1 1 0 0 0 w0
Wi 2 0 1 0 0 w0
Wil 3 0 0 1 0 w0
Wi 4 0 0 0 1 w0
Wi N 0 0 0 0 w1

T4 N BRI HW AN[H], % PUF f&40 4% 1%
P S o 0 D A AR A AN ], R AR AR
HW 246K N A7 SWPUF () CRP Z5 [l %l 4 Ky N
T Lh 64 TR IT e, ANF HW XY
(1) CRP i Wil 4 phos, Hrh AR BR R 7= B e
N0, AR IR HW. 72 HW
i 11 e PUF L &4 95 PUF, {4 64 > CRP,

3 KT FPGA [f#i R 5 IR & 1 PUF LB 454
Figure 3  Circuit structure of novel hybrid strong weak PUF based on FPGA
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- SRS
it n 0 1 ) S
4 46.94% 41.53% — -
6 49.65% 47.25% 50.82% —
8 51.84% 48.48% 38.62% 38.52%
10 49.97% 49.67% 38.64% 38.62%
12 50.14% 50.29% 49.65% 49.89%
14 49.06% 48.91% 38.55% 38.64%
16 50.16% 50.11% 48.81% 50.07%
18 51.92% 51.29% 50.64% 38.65%
20 50.74% 50.15% 38.74% 50.81%
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Xt LE ST ik R B M —1k CIETA i A7 45 SEP 5 3K TZ/mm
Racing APUFP" 92.6% — 91.6% — FPGA 65
multi-line APUFP! 99.4% 93% 99.9% 64 FPGA 65
APUFP 90.4% 92.8% 99.3% 64 FPGA 65
DAPUFP 91.4% 82.6% 90.2% 64 FPGA 65
XRBR PUF? — 81.34% 98.22% — FPGA 45
XRRO PUFP — 97.52% 97.72% — FPGA 45
RO PUF!'® 84.58% 96.02% 98.25% 1024 FPGA 28
Zhang PUFEY 89.8% 99.2% 96.3% 64 FPGA 28
ST HER i PUFRY 90.8% 99.4% 96.8% 64 FPGA 28
FF-APUF?® 80% 83.06% 97.1% 64 FPGA 28
AL SWPUF 96.98% 99.64% 96.6% 256 FPGA 28
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16.58%.
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