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Abstract: Aiming at the abnormal behaviors in SDN architecture, a self-protection system based on Renyi entropy
that implemented a set of detection, diagnosis and defense method of SDN abnormal behaviors was proposed. The
system did not need to introduce the third-party measurement equipment, and directly used the flow table
information of OpenFlow switches. Firstly, the abnormal network behavior was detected by calculating the
characteristic entropy. Then, the information of the OpenFlow flow table was further analyzed to realize the
diagnosis of abnormal behavior. Finally, a blacklist mechanism was established. And the system added the hosts with
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Mininet show that the system can effectively detect, diagnose and defend the abnormal behaviors. The system has
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