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Abstract: By giving the software defined network distributed control plane Byzantine attributes, its security can be
effectively improved. In the process of realizing Byzantine attributes, the number and location of controllers, and the
connection relationship between switches and controllers can directly affect the key network performance. Therefore,
a controller multi-objective optimization placement strategy for SDN security controllers considering Byzantine
attributes was proposed. Firstly, a Byzantine controller placement problem (MOSBCPP) model that comprehensively
considered interaction delay, synchronization delay, load difference and the number of controllers was constructed.
Then, a solution algorithm based on NASG-II was designed for this model, which included the initialization function,

the mutation function, the fast non-dominated sorting function and the elite strategy selection function. Simulation
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results show that this strategy can effectively reduce interaction delay, synchronization delay, load difference and the

number of controllers, while improving control plane security.

Keywords: software defined network security, distributed control plane, Byzantine attributes, controller placement,

multi-objective optimization
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Figure 1 Example of controller deployment strategies topology
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Table 1 Comparison of network performance indicators
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Function Mutate(CP,G(V,E),INF, N)

1) for each strategy CP[m] < CP do

2) Randomly select (rate'|VH switches to

construct set SW

mutational

3) for i =010 [SW,, o] —1 dO
4) do{
5)  switch SW_ . [i] randomly selects

Rs“lmulalional [l] nOdes

in BCAD _ to construct set
Swmulallonal [i]
Y.

SWonutational [£]

6) }while (3 controller in ¥, .. exceeds

[i
its capacity)
7) Update matrix X, based on SW,

mutational [l]
and X5,
8) end for
9) CPmutational[
10) end for
1 1) return CPmutational :[CPmutational [0]’ e ’CPmutational
[V -1]]

End function

utational [£]

m]<« X,

4.4 LT SO JE P ) bR A S R e A
PRI AR SCBCHE 7 R BRI P 1
RIAT VR, 3 AR SCRL G R BA A I AA
[F] 2520 (1) SR S Al BRI BRI 4 PR
EPEAESCRCHE P R, AN (A
) WA IR AR R SR Al LA SR s
P SCEC 20 H DominatedNum PA A 1% 35 i <2 i H:
Ml S W 15 5 DominateSet o I8 &L X4 AFHEE Q2
P A S S R A AR SRS A T ST LR
(H:H CP[m] < CP[n] & CP[m] I CP[n] ), HILL
gy A3 A — 56 g ) DominatedNum J%
DominateSet (55 1~8 17). T 1z4ilt &,
AT DA AN A AT SR S P S Bk Ik Lok
SRIGARCGE 0 HEAESZ LRSS Z[Rank,] C3F
9~11 17D« FEAWHERR AT SE ) IS S
PUEOLE G 16~18 17D, EMNER T —Zm iR
RIS (FEHERR b — e RS S A
J&i, B DominatedNum 45T 0 HZRBEEEA N F—
BRARAESIICRISEE S (BF 19~21 17). X%
N Q5 PRI E SRR 7 s B0R R AT AN [F]HE S
FLAFI RIS ER & Z (55 26 11D
BiE 4 LT 000 SR T A PR A S R HE
Function FastNondominatedSort(£2)
1) for each strategy CP[m] e 2 do
2) for each strategy CP[n] € 2 do
3) if CP[m] < CP[n] then
4)  DominateSet(CP[m]) = DominateSet
(CP[m]) UCP[n]
5) else if CP[#] < CP[m] then
6) DominatedNum(CP[m]) =
DominatedNum(CP[m]) +1
7) endif
8) end for
9) if DominatedNum (CP[m])==0 then
10)  Z[Rank,]< Z[Rank,]UCP[m]
11) endif
12) end for
13) i=0
14) while Z[Rank.] # ¢ do
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15) Z[Rank,,, ]=¢

16) for each strategy CP[m] € Z[Rank;] do

17) for each strategy CP[n] e

DominateSet(CP[m]) do
18)  DominatedNum(CP[n]) =
DominatedNum (CP[n]) -1

19)  if DominatedNum(CP[n])==0 then

20) Z[Rank,, ]« Z[Rank,, JUCP[x]

21)  endif

22) end for

23) end for

24) i=i+1

25) end while

26) return Z=[Z[Rank,], --,Z[Rank, ,]]

End function
45 ETEXEIRAZRSMFERIRAIER
R AL

T ORUEREREA i, 5 S AR R AR S T
I BR800 1] PR AT AN R FF S RC A5 1 s A
Z i tH RN N RS e s Ak kb . Tl
o 4.4 FoHrE, ARSI BUN S AR
B R SC R il sk 5 Fros iR oL sk
I 6 5 oR B T SR T AR 0 ARSI RS AR
Z[Rank,] A FISEIEEH 25 K TEEET N G 1
170, IR %A, R M A AR
Bl S e iV A | T B S I s v
BERE A AR BRI A), B R — 25 g AR L
P SRS AR 5 IO AMA, A RS I AR REFiR Ay,
ZARPR R, R BIIZAARAE DAy KGR S Bl ORE
il . PIH AR R IL I Q0)FR.
o f, (CP[k + 1]) -f (CP[k - 1])

I(CP[k]) = Z fmax _ fmin

o, S RN PRSI RS SE A N
Hobs i s KfE, ™ A Hd/ M, f, (CPLk +1])
H £ (CPLk —11) FRnAEER i ML EFR N, 55K
CPk] AR AL HbsE. A (21D 2
BT BT ARG F2 B 7 X Z[Rank, ]
WIKSRIEHEY (35 2 17), FFERERT N RIS Al
R DE4E A Elite (28 347D

WIS 0 9 A SCBC g 4 & Z[Rank, ] 4 14

(20)

WEHHNTN G547, BadeMit QD
B 58 T EEHAT NG EEHE P (AR SO A SR SR 1
bR n G5 647).

Zn:|Z[Rank,. <N
i=0

@D
Y |Z[Rank, ] > N
i=0

Wi, M) 5 Z[Rank, ] N BE—A
TR (P HBE FE AL, 3 FR B o0 LR 5 (3 7 47,

5 T N~ 3| Z[Rank, )| A s 21 R B0 £

Elite (%5 8 170, M4, {EiZbr (M BIAEH AR
YHCHEMS S, R Z[Rank,]~Z[Rank,], 15 ik
Elite #e5— I AF ARG SRS IEN T — R IAA
R CGE 91T
Bk 5 JRTARSIRCIN FAE R SIS L fa by
PR D SR UG 6 bR 2
Function EliteSelection(Z, N)
1)if |Z[Rank,] = N then
2) SZ < Sort the strategies in Z[Rank ] based
on formula 20
3) Elite < Select the top NV strategies in SZ
4) return Elite
5) else
6) Calculate n based on formula 21
7) SZ <« Sort the strategies in Z[Rank, , ] based

on formula 20
8) Elite « Select the top (N - Zn:|Z [Rank, ]|j
i=0
strategies in SZ
9) Elite «— OZ [Rank, ]UElite
i=1

10) return Elite
11) end if
End function
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Figure 2 Comparison of interaction delay indicators under different
controller deployment algorithms
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Figure 3 Comparison of synchronization delay indicators under
different controller deployment algorithms
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