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Abstract: The schemes of using neural networks for vulnerability detection are mostly based on traditional natural
language processing ideas, processing the code as array samples and ignoring the structural features in the code,
which may omit possible vulnerabilities. A code vulnerability detection method based on graph neural network was
proposed, which realized function-level code vulnerability detection through the control flow graph feature of the
intermediate language. Firstly, the source code was compiled into an intermediate representation, and then the
control flow graph containing structural information was extracted. At the same time, the word vector embedding
algorithm was used to initialize the vector of basic block to extract the code semantic information. Then both of
above were spliced to generate the graph structure sample data. The multilayer graph neural network model was
trained and tested on graph structure data features. The open source vulnerability sample data set was used to
generate test data to evaluate the method proposed. The results show that the method effectively improves the
vulnerability detection ability.
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void CWE190_Integer_Overflow__char_fscanf_multiply 01_bad()

char data;

data = ' ';

/* POTENTIAL FLAW: Use a value input from the console */
fscanf (stdin, "%c", &data);

if(data > @) /* ensure we won't have an underflow */

/* POTENTIAL FLAW: if (data*2) > CHAR_MAX, this will ov
erflow */
char result = data * 2;
printHexCharLine(result);
}
¥

5 Function Attrs: noinline nounwind optnone uwtable
define void @CWE190_Integer_Overflow__char_fscanf_multiply 01_
bad() #0 {

%1 = alloca i8, align 1

%2 = alloca i8, align 1

store i8 32, i8* %1, align 1

%3 = load %struct. IO_FILE*, %struct. IO_FILE** @stdin, alig
ns

% = call i32 (%struct._IO_FILE*, i8%, ...) @__isoc99_fscanf
(%struct._IO_FILE* %3, i8* getelementptr inbounds ([3 x i8], [
3 x i8]* @.str, i32 0, i32 @), i8* %1)

%5 = load i8, i8* %1, align 1

%6 = sext i8 %5 to i32

%7 = icmp sgt 132 %6, ©

br i1 %7, label %8, label %14

; <label>:8:
%9 = load i8, i8* %1, align 1

; preds = %0

%10 = sext i8 %9 to i32

%11 = mul nsw i32 %10, 2

%12 = trunc i32 %11 to i8

store i8 %12, i8* %2, align 1

%13 = load i8, i8* %2, align 1

call void @printHexCharLine(i8 signext %13)
br label %14

; <label>:14:
> %0
ret void

; preds = %8

}

K3 USRI IR FEA TR
Figure 3 An example of source code and its LLVM IR

3.2 ESHEIERER

A T S IACRE R AT I B B AR
T IEA P 2R B 25 i B s Df 4 . 8 T Rgfig
A PRI FEA I A5 (5 E, AR SR ARSI
P A A B A 2 P 28 B AFEAR FIHESE, [T
X L b B SR AR AR AT T R ) AR 4k
I3 S RN ZRIT () JEA P 4 Ak ) L[R]30 428 1)
(S AR T A ERT (ke I N SN

LLVM IR AR A R LLVM opt
THSHL. opt fr 28 LLVM fUALZ A7)
Mrés, B LLVM IR fEAHA, B FisfrHT
SEPFE e UL E AT 1) PASS #RE, AR JEH L
(RIS 45 UL o Sl T opt 112 A CFG ) PASS
AT LLAE % dot ST A Il o

B O 7 AR AR 4 1 B R AR e o IR AR RS A
B WIHEARPAT IR I S SR, AR SO R K
HI word2vec SVEM IS RA HAT A 17 B 10 T
k. FEARP AR & 582451, AR
AR S, AR ARG S fy 221 il
PR 2 )5 24 E word2vee Il 2k iE Rl R — )
sentence, i [ T (W Il ZR B SE A HRACHE A6 Fe i R
P AE %R E AT A word2vee FyE 2Rt Bl PE
(1 EN: 16 R i = R AN T I R AN 1 P i
A 38 sk B AR B A 1] ) )RR R ] SR AS
FEARLR IR AR AE 7] B2

AICKH pytorch B 27 S HELLHEAT # 28
LRI R AN ZR. PyG (pytorch geometric) /&
T pytorch F— N EIFHLE I ZEHELE, e E LT —
T B G5 R B R B 2R 8 AR SCSETL T A dot
TEX SR PyG B 8BS 2 8] 4k, ik
Ja B E R4S 2xnum_edges 4 & 1) 1L RRAE 1)
i num_nodesxnum node features 4[5 )T
A ) A — R A SR bR 2 ) B . HorP, num_edges
I E A &, num nodes AP



%3

R A« B P ol 222 o 2% £ AU AL i Rl 7 v <41 -

R R R, MR EARKEE,
num_node_features /R IEAT fi RFIELESE,
LR word2vee SLVE AR AT . A dot SCAFE
PyG ¢ data RIS G (AL RE AN S5 1 o
Bk 1 EEIRRBEAL AL
I dot Object
it PyG.data Object
K RTS
for edge in dot.edges do
src, dst = edge.src, edge.dst
src_index = dot.nodes.get_index(src)
dst_index = dot.nodes.get index(dst)
PyGdata.edge index.add ([src_index, dst
index])
for node in dot.nodes do
node value = preprocess(node.value)
node_vector = Word2Vec.infer (node  value)
PyG.data.x.add(node_vector)
PyG.data.y = dot.label #1/0
return PyG.data
3 P ARIBFE A1) dot FE LI SCAF ] 4
PR, @5k 1 ¥k, A PyGdata 2K
RUEH RGBS FoR. A 3 AT 3 4%
11, FR%K bad, KH 256 4] word2vee HikidE
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%0:

%1 = alloca i8, align 1

%2 = alloca i8, align 1

store i8 32, i8* %1, align 1

%3 = load %struct._IO_FILE*, %struct._IO_FILE** @stdin, align 8
o4 = call i32 (%struct._IO_FILE*, i8*, _.)

oo @__is0c99_fscanf(%struct._[O_FILE* %3, i8* getelementptr inbounds ([3 x i8],
- [3x i8]* @.sir, i32 0, i32 0), i8* % 1)

%5 = load i8, i8* %1, align 1

%6 = sext i8 %5 to i32

%7 = icmp sgt 32 %6, 0

br il %7, label %8, label %14

T F

l

%9 = load i8, 18" %1, align 1
%10 = sext i8 %9 10 132

%11 = mul nsw i32 %10, 2
%12 = trunc i32 %11 to i8
store i8 %12, i8* %2, align 1
%13 = load i8, i8* %2, align 1

%8:

call void @printHexCharLine(i8 signext %13)

br label % 14

G 14:

ret void

CFG for ' CWEI190_Integer_Overflow__char_fscanf_multiply_01_bad' function

4 dot BAFEARH
Figure 4 An example of dot sample
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Table 3 Training, testing and scanning time on different data sets

G/ S P YNSRI ] /s TR B 7]/5 Flawfinder/s RATS/s
CWE-190 757.034 2.116 1.97 0.86
CWE-401 263.315 0.718 1.46 0.087
CWE-590 397.540 1.068 1.52 0.15
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Table 4 Comparison of evaluation indicators of different models on different types of test datasets

DataSets Methods Acc TPR FPR F-1
Flawfinder 0.5343 0.103 7 0.027 1 0.183 4
RATS 0.5212 0.100 3 0.0502 0.174 6
CWE-190
LSTM 0.801 8 04759 0.084 0 0.556 1
Our Model 0.8355 0.608 9 0.085 6 0.656 5
Flawfinder 04131 0.1854 0.3220 0.253 6
RATS 0.5459 0.5339 0.440 0 0.558 5
CWE-401
LSTM 0.761 9 0.456 0 0.107 4 0.529 6
Our Model 0.7713 0.489 7 0.117 8 0.547 6
Flawfinder 0.563 0 0.123 3 0.004 3 02187
RATS 0.5360 0.104 0 0.0389 0.1819
CWE-590
LSTM 0.767 7 0.5371 0.058 0 0.665 9
Our Model 0.8140 0.733 1 0.123 4 0.774 7
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