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Abstract: Shell-based security defense technologies such as firewall, intrusion detection and anti-virus cannot be
updated in a timely fashion upon identification of attacks. The security defense mechanism is not associated with the
security status of network devices, resulting in low security performance. To solve the above problems, an endogen-
ous security defense system based on the bionic security mechanism was proposed. Firstly, imitating the security
defense mechanism of the organism, the endogenous security system integrated the security component with each

other at the construction process. Secondly, the endogenous security associates all security components through
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network interconnection, and proposed a defense in depth and comprehensive approach to increase the security of a

system. Finally, through the self-learning, endogenous security's ability of threat detection was continuous enhanced.

By integrating the security system and information system, an endogenous security defense system was constructed.

The endogenous security defense system can handle the challenges such as low defensive efficiency ratio,

high-speed data processing, and unknown threats detection. The endogenous security system is an efficient security

defense system of “innate growth and independent growth”. It meets the development needs of information systems

with  “high availability, security and high efficiency” .

Keywords: endogenous security, defense mechanism, bionic security, independent learning

1 38

B 5G LMLt N T BL, 5G AMUAE
B AR AR . RO R L i B RE L WA
TR RN B M S5 O AL L At JLAR RS shili (5 &
SRR, 1 ELAE R SR A IR 2 e
MRS5S SR AR R . IR, AR 2
s, &R Bl Eahk g, NMAZEH
akEAX 5y, (5 BREMEAEY K. 5G FIF—
ISR NE, ik T2 LA, X AW AE
LA PR T UG UE R SR A L o
1.1 SNERBAE TS N MIRFA R R S iR A R

5 B RGBS SR L R EN N
FE2 . STFIER I 2 A R . AR R
ARG R EEEATIRS, W AR/VR, 1%
o EEHLEE AN mREEEST . R, AN,
TV EBCN S (G ERGERN. mxk. gha. JF
TR AL GHY S5 AR AT . T AEAT P PR e
G AR EAT N HEMZ A, A2EINAG
SRS, BIFHA TN, TR R A
Lo B, G EREERUEZ MR R, 752
WA Bt AT Rtk A T A, e
AR AR R T .

WiE 1 FrR, AR R AR M 21
MATE Y KA Bl EE A AR R R Gk AR
e X 28 Bt AR () e Ak, X — R “Ahseat”
BB 7925

57 < % e Ve AR P R4 R AN S 22 TR ff— T
BB, B R AN AT T L SR R SR AR N
W2 o (577 K 38 E T JBOR 3 P 1A T b A 3 A
TRy 2, & e 45, K IR B IUAE 4%
B R EAT s AT P 5 ) 2% 14 7 0] 52 21 By
K3 1 R 31

= e
EEmE. &

LAN

N
[

o
|

biprE=2 o e

v
[

NER RS
LAN

=
|

b

i
|

RSN
Figure 1  Shell-based security system
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