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Abstract: E-mail is the main entry point for hackers to launch network attacks. Impersonating a trusted entity is an
important means of e-mail forged. An attribute graph based on the e-mail authentication mechanism was built to
measure the global adoption rate of e-mail security extension protocols for government agencies. Research on the
deployment effect of security extension protocol was from three dimensions: e-mail content phishing, domain
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Figure 1 ~Property graph of e-mail domain identification (sample 1)
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250 OK

mail from: hr@huawei. com

250 Mail OK

rept to:example@163.com

250 Mail OK
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to:example@163.com
subject: test
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Figure 3 The principle of sending e-mail by domain phishing
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220 163. com Anti-spam GT for Coremail System
helo: 163

250 OK
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username

password
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data

354 End data with <CR><LF> <CR><LF>
from: hr@huawei.com
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subject test
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Figure 4 The principle of sending e-mail by letterhead phishing
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Table 3 SPF strategy of government strategies in different countries
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e 72.56% 2.52% 42.27% 54.64% 2.06% 1.03%

Fz 4 FEBAFHHM DMARC il B B R B
Table 4 DMARC strategy of government strategies in different countries
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Figure 5 Experiment environment on end-to-end spoofing e-mail
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