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Abstract: Using conditional exception code construction and exception handler to replace conditional jump code,
the branch obfuscation get the right branch selection, but the address of branch point was concealed, so this obfusca-
tion method can defeat symbolic execution by impeding the constraint condition collecting. The normal method of
conditional exception code construction has a fault that the key data in conditional exception code has two-value
problem, this fault make down the ability of branch obfuscation in impeding symbolic execution. Based on this
shortcoming, a novel method which can make the key data in conditional exception code diversity was proposed.
This method can improve the difficulty of constraint condition fetching, so the ability to defeat symbolic execution
of branch obfuscation was enhanced. At last, a prototype obfuscation system based on structural exception handler
was implemented to test the new method of conditional exception code construction.
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Before-Assembly code After-Assembly code

RAGHA RAGHA
mov eax, x Conditional
mov ecx, 100 Exception
cmp eax, ecx Code
Exce;;tion
" Happen Exception
! targétaddr ! E
Y N RAgHB !
v | :
RAGHB REHRC RAGHC

(a) assembly code example

Before-source code After-source code

Code Block A Code Block A
if(x>100) Y
! T
! Conditional Exception Code
Code Block B Code Block C
s
else }
__except

{
Code Block C

{
) Code Block B

}

(b) source code example

B TR RIS RA T

Figure 1 Example of obfuscation method

mov ecx, random_value;
sub ebx,eax;
sbb ecx,random_value-1;
shl ecx,31;
mov eax,dword ptr[ecx];

cmp eax,ebx;
ja target_addr;

B2 G R

Figure 2 Conditional exception code
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2 int seqNum= @;

3 struct memSection memSec[2][5];
4 int seclen = 4096;

5 int Irandom = rand();

6 int index=0;

7 int baseaddr = ©;

8 unsigned targetAddr = 0;

{ 9 __try

Code Block A; 10 {

unsigned int x;
if (x<1000)

} 11 __asm
Code Block B; 12 {
13 mov eax,x;
14 cmp eax,1000;
15 pushf;
16 pop ax;
17 mov edx,eax;
18 and ax,0x@1;//cf
19 mov ebx,eax;

20 mov ecx,edx;
21 and ecx,0x040;//zf

22 shr ecx,6;

23 xor ecx,0x0l;

24 mul cx;

25 mov index,eax;

26 add edx,x;

27 mov ecx,edx;

28 and ecx,x;

29 mov seqNum,ecx;
30 mov eax,Irandom;
31 mul edx;

32 mov offset = eax;
33}

34 targetAddr = memSec[index][seqNum].baseAddr+

35 offset¥secLen;
36 unsigend int uTmp = *targetAddr;

w
~
-

38 _ except(1)

w
(v-]
P

49 Code BlockA;
41 }
42 CodeBlockB;

B3 fEATH A1 A K 2 SR 7R 6

Figure 3 Example of branch obfuscation using new conditional exception code
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Figure 4 Example of branch-replace-with-conditional exception code
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Table 1 The key data comparison between original and improved conditional code construction method
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Table 2 The obfuscation effect comparison between original and
improved conditional code construction method
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