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AntiGPS spoofing method for UAV based on LSTM-KF model
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Abstract: A detection method of anti GPS deception of UAV was proposed for the problem that GPS signal of UAV
was easy to be interfered and deceived, which combined deep learning and Kalman filter. The dynamic model of
UAV flight was predicted from the flight state of UAV by using long short-term memory network, and the dynamic
adjustment of Kalman filter and dynamic model was used to identify GPS deception. In order to resist the interfe-
rence of GPS deception signal, this method did not need to increase the hardware overhead of the receiver, and was

ecasy to realize. The experimental results show that the method has higher accuracy and lower false alarm rate for the
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recognition of GPS signals, and can effectively enhance the UAV's ability to resist GPS deception interference.

Key words: UAV, GPS, anti spoofing, long short-term memory network, Kalman filter
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Figure 1  Flow chart of anti-GPS spoofing method for drone based on LSTM-KF model
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Figure 2 Dynamic adjustment of trajectories based on Kalman filtering
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Figure 3 Implementation of UAV anti-GPS deception system
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BRG] TSI 50 25 AR RR A B R L, 25l
LEILA 3 R SRR AR T 10.14%- 16.24%F1
21.04%.

5 ZEERiE

Wt GPS B as L EE M@ —. A
SR T EANLYT GPS MK S T A A, 43
H 73T LSTM-KF BA4HT GPS WAl 7 v,
T 3o K T X % T 1 JE AL ®AT BaZs o 4
HR/R g TR, 2 58S GPS #
W 2 AV 45 L IR6S LRk B JE ML GPS k35 T
PO AT BRI H R B SR K A A2
SRR SR AR TN, (RN SR FH R K 2 g i A T
Gh A SIS AN BB R A T P AR AT B A
VR T I P AR ) A T RN B T 1) &5

B SEOUR AT, AT 5 o AT HEA 1
W, IERIGURI T H o 7 T A%
GERPT GPS YRGS g i 0 00 ol B e 6 55
TEPERA,  HRATHER R BRI AR IR R AL
K45 R, REAEJC ANLATHRE B WATINIA 5 M T
RO ST GPS ¥ T HLHIRCR -
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