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Abstract: With the development of intelligent transportation system, the vehicles will no longer be controlled by the
traditional traffic light when they enter or leave the intersection. Instead, they will interact with the local server (LS)
near the intersection and accept the regulation of LS. The basic of the security vehicle communication at intersec-
tions is authentication of network node. Based on this, an anonymous vehicle authentication scheme based on
blockchain technology was proposed. The scheme employed a hybrid cryptography based on identity and hash mes-
sage authentication code, and recorded the authentication results in blockchains. According to simulation testing and
result analysis, the scheme ensures the anonymity and privacy-preserving, with less communication overhead com-
pared to other methods.
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Figure 1  The structure of V2X technology
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Figure 2 System model
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Table 3 Comparison of the main features between the
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Figure 4 Relationship between communication overhead
and vehicle density
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