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Abstract: In order to accurately and efficiently perform alias resolution on interface IP and support IP geolocation, a
large-scale network alias resolution algorithm (MLAR) was proposed. Based on the statistical differences in delays,
paths, Whois, etc. between alias IP and non-alias IP, before resolution, filtering rules were designed to exclude a
large number of IPs that can not be aliases and improve efficiency of resolution, alias resolution was transformed

into classification, and four novel features such as delay similarity, path similarity, etc. were constructed for the
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classification of possible alias IP and non-alias IP after filtering. Experiments based on millions of samples from
CAIDA show that compared with RadarGun, MIDAR, and TreeNET, the accuracy is improved by 15.8%, 4.8%,

5.7%, the time consumption can be reduced by up to 77.8%, 65.3%, and 55.2%, when the proposed algorithm is

applied to IP geolocation, the failure rates of the three typical geolocation methods such as SLG, LENCR, and PoPG

are reduced by about 65.5%, 64.1%, and 58.1%.
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Table 5 The filtering results
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Table 6 Training set, test set construction and corresponding classification results
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Table 7 Classification results of different feature com-

binations
X
W75 FHEA S
Acc Ma Fa
1 F 81.1%  18.7% 19.0%
2 F) 84.9%  14.9% 15.2%
3 Fs 824%  17.5% 17.8%
4 Fy 853%  14.3% 15.0%
5 Fis Fy 89.1%  10.0% 11.7%
6 Fi\ F 88.6%  10.9% 11.8%
7 Fiv Fy 90.5% 9.0% 10.0%
8 Fo\ F 87.7%  12.0% 12.5%
9 Fyu Fy 92.3% 7.7% 7.8%
10 Fi\ Fy 91.5% 7.8% 9.1%
11 Fiv Fy. F3 93.9% 6.0% 6.2%
12 Fiv Fou Fy 94.4% 5.1% 6.1%
13 Fi Fs3. F4 94.3% 5.3% 6.0%
14 Fyv F3u Fy 952%  4.5% 52%
15 Fiv Fos F5su Fy  962% 3.6% 4.0%

M2 7 WAS, TR HAHRREAR, FIHA
FREA A R AR, BRYERAIE (1 23 SR
A Z YRR A A 7 R, SRR IR 408
%, RIS . BAYEREAE T > 2R A TR
FMIRAK R « EWUE BATBLEE Fys BRARAHALEE F.
Whois 15 EAHUE Fs BREAALE Fro X 22
B TP TP S B LA B BRI B AR 15 B
SR RRE AT AR, (R 2efE B 5T 44 1P AR
% 1P 22 iR, fi/b i 1P 1) Whois {5 B 5 B
AN, X % 4 S A5 3 SO I D AN VA, A
X PG BT 4 TP S5AERI4 1P 125 54
X928 AR EHTAEAER AR 44 TP AR UG B
S AL, I REAR B rT R AR S, 5K
EEAR A5 SARAMT Whois 15 828 7 I S0, LR
K BALEREAE X LUK 53 4% TP R ARG 4% TP HEF T 432K,
KA VULERAE AL A AT 0 R R A, X BT
B PYLERFIEAS S TUAR ) 6
424 TR ok F ke £ BRI

T 6 T AL A 1 DY 4R E 1) o SRR
DA B UARAS (R B4 4R R 0 RS R fi vk, A
AR PRI 0T I, M 4.2 i
W4 1P AR 4 1P FEARLES Sov Si HBHALH

m%m%%%rm&w&%,imﬁ%ﬁrm

MR EE, T gk, SRSHE N ISP 42
PR e #3211 TP (FU45 21 368 % 51144 IP LA
J 25016 XHEER 4 IP) VE R sEie s, [RFEM N4

Ip&#%zrpﬁ¢¢%mmm%mﬁﬁm%mﬁ

W%%,%%ﬁ%%?M%Mﬁ%o%%ﬂ%i%

L ZH[EH (LR, logistic regression) M
DintHr5r2R4% (NBC, naive Bayesian classifier) if
AT MRS, AT AR, BEhh s 2RAsi
BEAT 3 RINK,  r 28R WK 8 Fors

M 8 n[fS, Al T @ M 4ERE e, R
SVM. LR. NBC X 3 FiAFKrRER, KA
[ R E P A 1 2 R IR AR . Herp, X T
CAIDA #(#i4E, 3 i3 K288 -1 35 IER 253 5l
N 96.4%. 95.7%. 95.5%, *I-T- ISP &g, 3 Fh
I R AR T BIERR 5 LI 97.2% 96.8%-
97.1%, il MLAR Jriy i 70 R IR RE S 10



« 90«

P4 515 B a2l

AAEHL DX 23 44 TP KRS 44 TP o A AN [ 43 S
RUFTAF o R R, iR BEREEAL, 0T
CAIDA Hdisfe, PRI LR 3.5% 4.2%-
4.4%, “VRIRRERG ML 3.8% 44% 4.7%.
X1 ISP Edli A, PRI LA 2.6%.3.2%-
2.7%, “VPIIEE NN 3.0% 3.3% 3.2%;
TR T R, Bl MLAR i)
FRHEREERI A TP R4 TP (AT REVEIR /DN, BERS
M 22101 TP R vERA A H 9 44 TP

%8 TRESLEEMHLEYR
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Table 9 Comparison of test results of different methods
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MR
Acc Ma Fa Acc Ma Fa Acc Ma Fa Acc Ma Fa
1 84.9% 17.2% 13.0% 92.5% 7.4% 7.5% 90.6% 9.9% 9.0% 96.7% 2.9% 3.7%
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Figure 5 The proportion of aliases that need to be resolved
by different methods
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Table 10 Efficiency comparison of different methods
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RadarGun 104 102 117 221 189 186 301 335 300 469 460 493 657 649 687
MIDAR 70 88 68 132 151 135 201 235 209 275 268 308 411 443 389
TreeNET 48 52 65 99 106 11.1 144 152 173 230 224 249 319 328 341
MLAR 35 33 3.6 54 51 46 8.1 7.4 6.9 115 98 102 155 167 149
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Table 11 Comparison of geolocation test results
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