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Abstract: In view of the security threats such as forgery, deception, privacy disclosure and non-traceability caused
by the lack of transaction supervision for crowdsourcing logistics in the modern service industry, a blockchain-based
hierarchical and multi-level smart service transaction supervision framework for crowdsourcing logistics was pro-
posed. Firstly, the framework adopted the two-stage supervision system: one was the National Authorized Certifica-
tion Center for the supervision of logistics service platform, the other was the logistics service platform for the su-

pervision of crowdsourcing logistics participation. Later, under the framework of the supervision system, the functions
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of crowd contract, legal and anonymous identity authentication, intelligent transaction matching, anomaly data analysis

and detection, privacy protection and traceability were realized. Then, through the security analysis and transaction su-

pervision component software, the security controllability and operational efficiency of the transaction supervision ar-

chitecture were verified. Finally, the software component was run on the real crowdsourcing logistics enterprise plat-

form for the actual measurement. The measurement results show that the proposed hierarchical and multi-level smart

service transaction supervision framework is safe and controllable. The framework can protect the privacy of users and

data, prevent forgery and deception, and realize the auditability and traceability of behaviors and data of users.
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Figure 1 Hierarchical and multi-level smart service transaction
supervision framework

ML R (18 v )2 D SR R K S A B
P8 03 o 12 1R S 2 AP St B A7 Ay A AT )

[ER=102)

SERAI LR LGN, %) 1) 2 BT A5 A RS IR
SR oy MR E P& o P i B R A4
RS AR A, UM IR 1. S5k
BT FIRTA], WA 10 5 onl =6k i P AR GIE
R DL S G 5 2 e O 2 SE DN JEC 2 X B4
ERAEFI 28T o BARBFIE AW E

1) Requester 75 s Fl1 Worker 15 s v HFHE A 5
R, I AR 44 0 7V SE N B A
BRI

2) Requester 15 s Fl1 Worker 15 sy E T HEA 5
Git, BTG — E IRUF 4.

3) S EAER IS U, B IE LS A 2
VRS DX BB AT 5 ok, 0T AT
S AR R AR AR i R, R S
AT (PSRN, o A )2 R S AR I e
NBLZH,

4) TETTHE M, BRI 9 U S E Requester
A7 Bl Worker 15 RS S AT Ay B 9 £
i fm, FOATEAS AR SR, 1B HAH
S B8 ) DR AIE 8 2N LA 5%

AR ) B I 2 R BT IR A D s, R
FHIX JUBE 25 AT Ty Bt AT N85 % 4 A7 fidr, AL
Sy B () S BrAF A W L P2P M2 B S B, L
B 1 b ) X P R 250 o A A Y o ) 2
g SR e G I S X % A L, ACH
WA F B S HRAE
4 ETHEENEERZIRGEERZE

AT CLBAR IR 5 TR A, 2853 2%
Z IR R RE IR G55 2y WA R SCHE T R TG Wi e
R BER 9548 2 W i

Wi 2 fros (BN T 19 Msid), A

IS AT
(1) 5B E 10 M BRI 55 F £ 11
W

1) BHE: B AEIRSF 6 i e T2
FE S PERGAE PO (AC) A TG (LK
2 W al); EEBBOAE PO AER R IR ST &
JIRAT Sy WIRAE BRI, o HE
A AT 256 VAN s A7 B A IR HE N80,
0 ) AR AH N R AT E (R, ARk
BRI RS Z RS T O 2 a2). FRf R



.54 P4 515 B a2l 6

WSS R &

Requester

al BEF I

RS FA1

BRI
AHEHT L

HE a2 B P R S5
a3 RN
- ad EEF RN

aSEAR AT

kg oS

Bt R

W IRSs F-an

XATALIKHE BE

D)

] N TEY YA b

- G

ER L
YIRS T A

K2 5Tk
Figure 2 Supervision approach to transactions

ST BTSRRI ThE, WA MRS S
AR B R TR RS B A 1 fE

2) MEEAEAN: B SIRBOAUE O I AUA T 5%
BCAF AT UE IR 551 65 ik 551 & BT EEA Tk
(RIBC R R AT NS RESUN I D REME (LI 2
a3 A ad), 73X SS 1 6 K AT
AP Z B 0 (Miner) I .

3) FAH T PR IR, E IR
IAE A RN AR A3 A 55 5 AN AT M 1B 2
Bl T A0 R T R A R 3R AT Bt R IBORT A 2 )
BT, SIS A R R 55 5 5 IR P R R 551 5 1) S
AT h, WSS S A AR FE SOE S A I
7 AR AR AR R AT 7 B A% T R AL
G BEAh, S BRBGAE L 10 AN [R] 1k
SRR EREEE AR B A X,
TR JBE R B 28 Bl AE 2 ATl P 1R 225 2B
RBAM PRI 5 57 AT (AEFASAT v s
LURELD, ATt A Je 39 66 40 it i 55 B A 4 A

ERYE (LB 2 Has).

(2) Prmss "t E X s 5 AR IR

1) BrAiE: PiirgsER#E (Requester) il
YRR AR (Worker) FEMIRIRSS T G AT
T O 2 v p1D), RGP 60 H S FNE E 251k
ATRI Y (LA FF B I ARk B I A
Zuly, W2 1 a6), ek, W U Tk
A SRS WL 2 4 p2), PR ESE Sy
B84 ) B FAZACAUE s ST SR BB0A
UEHLOIT RS (RINCABT RS OttER, R4 2
SESIAIESEHD, —J7 AT LA P RS Sy
Fos 7T LA AS Sy e A T H S8 3

2) JiEEPE: Requester (Ri¥E 2R IhiEM)
PR Ss F S RAZYAT S5 Sk (LK 2 v
p3), R E iR ReA 40 GaATHe e PRS- IL
BeAE) Xk 5 Worker HE4T B EIULRL, If:
B UL 45 LA 4 Miner BT 43 CILIEL 2 T pd).
R4S WA H Miner [IFERTVE 20 X VT HC 45 R



553 34 RAFRL T IXUERR AT 202 )2 B R S5 5 o LA A -55-

HHTHET, JERHET 45 R PEAT 4 Requester fHE %
£ LK 2 F1p5). B TIRS V-6 R AR T S0
LRSI AN e A0k, AT SVE A PRI,

3) Wi sEi: Requester JKf k£ 45 W iy
ke (LK 2 9 p6), “FERAESSIRIE
Y535 2 1) Worker (WL 2 w0 p7), HAESEUTESS G
BTSSR i e LK 2 # p8), Wt
WO I

4) RSVEOY: RS- B KR DAL 55 58 it
il (GL4EK H Requester FIPEHT) CILEL 2 1 p9)
%5F Worker 2AECILIE 2 71 p10); [F] I, Requester
AT LARSE B RIS AR 3 Miner [ UL PFE4)X)
Miner IR {5 FEHAT VRN, A )5 IR Miner (AL
2 pll) FEAAKHE

5 mWBW. —BRAEDR RV, W
Requester BN Gt %, 1M Worker HFRS
J7 A, WX R CnZiE5 B il
W) AL IRS TS (W 2 % pl12), kRS
T E X ARIAT A, IR PR E R DS L
TS man T R AE 2 0 (WK 2 a6).

6) i Lok MRS & 0 AR iRk
BT, BN B AE (L
K2 pl13), M EMIRRS 2.

BHEMR S GRS T W 3 fros, Bk
R IR 55 AT Dy W8 7 1k 1R S Tl A R e IR 955 B
I WA Gy IR A&, AT T8 5 TS
THRER, RERHBZ s BN
Sy W8 DL IR B X A& N H s AT, 2 T
B REIRS G ERERZeHK.

T ik

B HE AR 55 22 B A AR 55 22
U LIRS o T
B AE MR 55 22

S HERR
K3 BEERS A SRS AT

Figure 3 Transaction state transition of intelligent services

o>

7|
>
>

gui

BE

5 BEERFZFXFEEERNINSEHE
BIREMR 55 28 5 MU HEZR IR B 2R el 4 e

g
= H

o

Ao FLrb, IR ER Sy D R RENR 55 A8 By o A Aoy
OEHEZL, & BRI . 2R E R
BB Y R REBCE

BAF B AR G BT A5 LT D REAAIT ST
o O M DX 1575 RS, ROV E 2 BE A
55 M7 DX ] 7 S AN 5 A 30 H o A LA
FOTE, EAERERE IR, WERPERTT Y
Yo @ 1 1) B BEAR 5528 2 (A 4 1 ek, BEE
X RERR 5528 ) R GE AN ISR, SRIBCANTA] (1
ERENTT

Oy R 2 7 I B BTG LU D REANT ST
o O ML BIAA T BRI 3 Wil E — R Y IHE
AHEHHEN . @ LA B B Ay it b 12258 5 H
B HIF RS @ I BEHUARMAE T LI
A2 5y VREAIE - FAR R (0 R BE 70 SR AN SR IS K
DU AL . @ X7 % A8 5 AL oy FARRIR
ML

W SR AR R AR S AE. TS
WA FERAT ORI SRS,
B ILKAF I fE -

BT BT B B A I IR 5548 5 56 It 5
M BRI [ 22 AR A 5 B AR I IB WEA Ak
(Ek7 IR S8 o4 N K= E LB ER) T P S0
FEERHRZIE MR EHARR 2T 7E X BRBE LR
BEAMAT LT, AR EELEM N2
BEAT MR eAh, RS 2y rh A N
i KR EAR S AN A, WU A 5 %
fit, 255 N TR REBOR PRI 5528 o) R A
AN B T M A [ B R R 1 o SR A BB 440
INGEA RPN C iy IR & NI MIITE 22
Aoy FARNIEHI AR . 45558 % IR REMR 9528 5
BACRR, WG H AR ESERIE . FIHIX
BRBE KRG WE S BE MR 5528 ) 15 AN AT EA T
BIRER, AR S AR PR T 17 22 AR AL 5 B AR VT AE
ARG ARG HERIRAZ Ty s L3
REARAHTEA, U @O AR,
FOERIBWIHR S, FETH Ao FARIBER MR . AT
TH] i) 22 AR AL oy KA HLHIRNAZ 5 B A4 I Hedie
JE, AR O B AR IR BX

FT LU EINRER R, R RENRSS AL ) L Skt
BATPFEITR, BRI RS A0 AT 5



- 56 W25 550 R 22 Al

ETRR A LN 2
ol 5 W KA ﬁt\ SRR rL
Rt AR M
B A4S ré;Awﬁ+ HL i
| AN |
msEEn | [ | e
5
T B0 £ 4 0 JR B - SRR BT TR A2 i
[SE2
‘ % W REIAGRE | |
R AR 2 e e\ H R .
i HAESHH RS - %
X SR i
» :
a2 5 AL e -}
} %1y
i N e | A
i ]__ o IR 45 Wik B 5 i %
% Wt 5 S ohhg B i
WSS SR o EIRG o
A LS BRI 9k
BT SETHEN T 1 20 B A5 A G
(RENEa W7 S
T 1 2 M5 5 A2 LA T T

K4 FIREMRSS A Sy M HE SR A B A

Figure 4 Software architecture of the intelligent service transaction supervision framework

P HPERIRCE; RN IR PR % & LI T
BE LIRSS A GieAT S IR T 22 )R n 258
Sy BARIIEWITT Z T YRR, R4 G5k
BREMRSS AL S I e HAREVE, SEHE S HERPE .

RGN TT R 6 K AT VI WS TT K 28 4
Hyperledger Fabric. 7E Fabric "', %M Node.js
Ko BB, K H Kafka 7347 X B
sk NI, AFH POST pRECKHAS BRI
RrE M hE, #RJ5 M chaincode shim 4971
PutState PR R R IR 5T AR 2 IE00 i ak B
95 ) Unmarshal QA —0E6], Rk —adk
TR A AN DS, A 0 T T TS n R
AT DAAE AN X Bt . o TR 3R, AT GET
BR R SRR AR I B AR 2R E M i, GET
PRECH A T chaincode shim £ H[¥] GetState bA
ORI X PUEE rh Bl A4 (1) B 2 5 FH Marshal
BR) 50K DX H A v ) gk B s e A JSON 4L
P, FRR JSON Hidin i [H145 GET ek, A oL |
AT DA ) 3 X B A7 0 5O

HEN TR R G810 08 S it A 2 e By 38 [ B )
WEWYG HIg1T. B EEARRGEERAL,

T K BB A R A . A FELEE N EA)
T IO s NI B3 ks N A8 S VL BT
3 $E T HERM 2 06E | 285 SR BRI R,
Pepistingsis, iz AmESG. K5 hEk
il I R GG S S I, el 5 5)) Fabric-ca JilR%5
Uiy 5 . Fabric-ca 25 % £ 4% Fabric-ca-server Al
fabric-ca-server-config.yaml 211, 53/ Fabric-ca [
YERRSRE P BRI

eoo HRAFHEA

o I
g&:( |

X

K5 RGEFSm
Figure 5 System login interface
6 N S A U, XL Egil
GetState PRHCR IR P b A7 il IR B 11



553 34 RAFRL T IXUERR AT 202 )2 B R S5 5 o LA A +57-

2 Ja M Marshal pRZCEE DX HVEE b ) 3k 2o 4%
1k JSON #di, K5 JSON ##iik 0145 GET &
£, AL G ] DA I3 X PR A I O -
XK A BE Ak 3y =X, B mT DACR B2 Y
B Ay, XE TS A8 o MR

ERRITRHE

LS

TR
120Hour

Ko Wil sshis v

Figure 6 Logistics order status window

6 ZERIE

AL XTIRAR S5 b i S A AL
P T2 R A R RSS2 o W 44 o T
ZHRAAGE A, RS T HARIAR
M55 e 538k 2 Ao AT R RE RSS2 o W AR
T IR B 55— g0 A L
XPIRIRS - E IR, o8 U RS
EXYIRS S ERNIE . 25, DAEymrnl
BRI, TR R IR T T I 1 R e
5548 5 B A BRI St v, R OT kIR
I (DG BEAT T ST P RIS I P PR 2 A
e AR BN, P H2 oA
BRE RS A oy W BN e AT I . B, R
TN A RO A R AR, AR R S
WERENCE2 2 ool IR A S5 €7 TR F ool e S i o
B LIRSS A Ty < i 5 e AT ) 2B AE 5 %%
RIRIEWIAF DI RE . A R GAE e 5 1l 1 52
BHIANAZ S TG LR THEMET. 8
AT A R SR P H 173 28 22 2 03 A U RE IR 9548
Ty W PR R 2 AT, BB SEIN AL ) 24
Requester 7175 F11 Worker 7 1 2 [8] IR UCHC «
Requester 17 51 Worker 15 s 2[R RIS 44 T AZ 5 1)
AEEWITE. N E AR RO O RE

A PWSIRIEAR . B G 2157525 VUIER
@ FHRBPHA, ZHELHUETAR; @ Vil
S Sl AE; @ AEATRI. e H
SAMERE SIS © MRS RGER K.

5% 3k

[1] DOAN A H, RAMAKRISHNAN R, HALEVY AY. Crowdsourcing
systems on the world-wide Web[J]. Communications of the ACM,
2011, 54(4): 86-96.

[2] ZHAO Y, ZHU Q. Evaluation on crowdsourcing research: current
status and future direction[J]. Information Systems Frontiers, 2014,
16(3): 417-434.

[3] CAI H, ZHU Y, FENG Z. A truthful incentive mechanism for mo-
bile crowd sensing with location-sensitive weighted tasks [J].
Computer Networks, 2018, 132: 1-14.

[4] DERLIN M, FRANCISCO E, DARWIN A, et al. State of the art:
humans performance contributions in signature recognition via
crowdsourcing and manual annotation[C]/IEEE Fourth Interna-
tional Conference on eDemocracy & eGovernment. Piscataway:
IEEE Press, 2017: 23-31.

[5] DUBEY A, ABHINAV K, TANEJA S, et al. Dynamics of software
development crowdsourcing[C]/IEEE 11th International Confe-
rence on Global Software Engineering (ICGSE). Piscataway, NJ:
IEEE Press, 2016: 49-58.

[6] TU Z, LIU Z, XU X, et al. Freelancer influence evaluation and gig
service quality prediction in fiverr[C]//IEEE International Confe-
rence on Web Services. Piscataway: IEEE Press, 2017: 89-96.

[7] CHEN X. A real time anti-spamming system in crowdsourcing
platform[C]//IEEE International Conference on Software Engi-
neering & Service Science, Piscataway: IEEE Press, 2017:
981-984.

[8] YANG D, XUE G, FANG X, et al. Incentive mechanisms for
crowdsensing: crowdsourcing with smartphones[J]. IEEE/ACM
Transactions on Networking. 2016, 24(3): 1732-1744.

[91 ZHANG Y, VAN D S M. Reputation-based incentive protocols in
crowdsourcing applications[C]//IEEE Infocom. Piscataway, NI:
IEEE Press, 2012: 2140-2148.

[10] SINGER Y, MITTAL M. Pricing mechanisms for crowdsourcing
markets[C]/IEEE International Conference on World Wide Web.
New York: ACM, 2013: 1157-1166.

[11] SINGLA A, KRAUSE A. Truthful incentives in crowdsourcing
tasks using regret minimization mechanisms[C]//ACM Internation-
al Conference on World Wide Web. New York: ACM, 2013:
1167-1178.

[12] HO CJ, VAUGHAN J W. Online task assignment in crowdsourcing
markets[C]//Twenty-Sixth AAAI Conference on Artificial Intelli-
gence. 2012: 45-51.

[13] GOEL G, NIKZAD A, SINGLA A. Mechanism design for on
crowdsourcing markets with heterogeneous tasks[C]//3rd AAAI
Conf. on Human Comput. Crowdsourcing Pittsburgh. 2014: 77-86.

[14] CUI J, SUN Y, HUANG H, et al. TCAM: a truthful combinatorial

auction mechanism for crowdsourcing systems[C]/IEEE Confe-



« 58«

W25 550 R 22 Al EXEE

[15]

[16]

[17]

(18]

[19]

[20]

(21]

[22]

(23]

[24]

(23]

[26]

[27]

[28]

[29]

rence on Wireless Communications & Networking (WCNC’ 2020).
Piscataway: IEEE Press, 2018: 97-102.

FAN Z P, LI M Y, ZHANG X. Satisfied two-sided matching: a
method considering elation and disappointment of agents[J]. Soft
Computing, 2017 (1):1-15.

CHEN Y, YIN X. Stable job assignment for crowdsourcing[C]//
IEEE Global Communications Conference (GLOBECOM 2017).
Piscataway: IEEE Press, 2017: 1-6.

WANG L, YU Z, HAN Q, et al. Multi-objective optimization based
allocation of heterogeneous spatial crowdsourcing tasks[J]. IEEE
Transactions on Mobile Computing, 2018, 17(7):1637-1650.

QIN H, ZHANG Y, LI B. Truthful mechanism for crowdsourcing
task assignment[C]//IEEE International Conference on Cloud
Computing. Piscataway: IEEE Press, 2017: 520-527.

WEN Y, SHI J, ZHANG Q, et al. Quality-driven auction-based
incentive mechanism for mobile crowd sensing[J]. IEEE Transac-
tions on Vehicular Technology. 2015, 64(9): 4203-4214.

LI Q, MAF, GAO J, et al. Crowdsourcing high quality labels with a
tight budget[C]//The Ninth ACM International Conference on Web
Search and Data Mining (WSDM). New York: ACM, 2016: 237-246.
WANG H, GUO S, CAO J, et al. MeLoDy: a long-term dynamic
quality-aware incentive mechanism for crowdsourcing[J]. IEEE
Transactions on Parallel & Distributed Systems, 2018, 29(4)):
901-914.

WU Y, HUANG T, ZHAO D, et al. PIN: potential wise crowd from
million grassroots[C]//The 14th EAI International Conference on
Mobile and Ubiquitous Systems: Computing, Networking and Ser-
vices. New York: ACM, 2017: 186-195.

LI Q, YANG P, YAN Y, et al. Friend is treasure: exploring and
exploiting mobile social contacts for efficient task offloading[J].
IEEE Transactions on Vehicular Technology. 2015, 65(7): 35-48.
CHEUNG M H, HOU S R F, HUANG J. Distributed time-sensitive
task selection in mobile crowdsensing[C]//The 16th ACM Interna-
tional Symposium on Mobile Ad Hoc Networking and Computing.
New York: ACM, 2015: 157-166.

TARA S, MAEDE Z, ALLMAN E, et al. Security services using
blockchains: a state of the art survey[J]. IEEE Communications
Surveys & Tutorials, 2018: 15-28.

VIKTOR J, ADRIAN C, SAMER H, et al. Betfunding: a distributed
bounty-based crowdfunding platform over Ethereum[C]//13th In-
ternational Conference on Distributed Computing and Artificial In-
telligence. Berlin: Springer, 2016: 403-411.

ZHU H, ZHOU Z Z. Analysis and outlook of applications of
blockchain technology to equity crowdfunding in China[J]. Finan-
Cial Innovation, 2016, 2(1): 29.

BUCCAFURRI F, LAX G, NICOLAZZO S, et al. Tweetchain: an
alternative to blockchain for crowd-based applications[C]// Interna-
tional Conference on Web Engineering. Berlin: Springer, 2017:
386-393.

XM, ERE. Bl R AT 42 BRI, YL 23R (A
BEERRD 2016, 37(5): 562-571

LIU X W, WANG L M. Advancement of anonymity technique for

[30]

[31]

[32]

data publishing[J]. Journal of Jiangsu University(Natural Science
Edition), 2016, 37(5): 562-571.

TP, RAEWD, SR, A BETXUZ SR ROWIE VAT REIL AL
W] ML 515 B 4244k, 2019, 5(2): 1-12.

DING Q Y, ZHU J M, ZHANG J, et al. Traceability permissioned
chain consensus mechanism based on double-layer architecture [J].
Chinese Journal of Network and Information Security, 2019, 5(2):
1-12.

LI M, WENG J, YANG A, et al. CrowdBC: a blockchain-based
decentralized framework for crowdsourcing[J]. IEEE Transactions
on Parallel and Distributed Systems, 2018: 1-15.

LUY, TANG Q, WANG G L. ZebraLancer: private and anonymous
crowdsourcing system atop open blockchain[C]//IEEE 38th Inter-
national Conference on Distributed Computing Systems. Piscata-
way: IEEE Press, 2018: 853-865.

HEERE N

£&E (1978 ), B, WILEITA, 1T
FRFEYHM, W55 11 A X P 4
Ry REHEHT

é E*# (1976_ ) ) %y ?I‘ﬂjj:/\ﬁj\y T%\‘
+ MR SE R, BT 1A
W4

Z=HGE (1981- ) , 5B, WEIFE A, #
+, VEIRKERIEEE . WA R, e
WFFETT 1) A X B 22 e ss b Wi R He e
AARBEHLH

ERER (1977-) , B, =LA,
+, IR EIR . AT, F B
G 1) R B RG22 5 2 APl I %
AL RERE 24 K X R AR



