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Abstract: An elliptic curve ElGamal encryption based location privacy-preserving scheme was proposed to address
the location privacy problem of secondary users in collaborative spectrum sensing. Firstly, secondary users
encrypted the original sensing reports using the ElGamal public key techniques on the elliptic curve and sent them to

the trusted property authority. Secondly, the trusted property authority partially decrypted and randomized sensing

s HE: 2019-09-06; f2EIEHHA: 2020-02-18

BIEEE: o)1, xuli@fjnu.edu.cn

BEWMB: EEXAREFERES (61771140, U1905211); A RHLT @l #HIBH  (2017H6005); Alk 4 1E 5 H
(DH-1307, DH-1412)

Foundation Items: The National Natural Science Foundation of China (61771140, U1905211), Major Science and Technology

Project in Fujian Province, China(2017H6005), IUI Cooperation Project (DH-1307, DH-1412)

WA BUEM, VD), S, 5. R TR IZAT ElGamal U E AR T R[] MY g AR,
2020, 6(3): 30-38.

LAI H B, XU L, ZENG Y L, et al. Elliptic curve ElGamal encryption based location privacy-preserving scheme[J]. Chinese
Journal of Network and Information Security, 2020, 6(3): 30-38.



34

UM JE T 221K ElGamal RU6T B B RAORS T % 31~

reports and then sent the randomized sensing reports to the fusion center. Thirdly, the fusion center finally decrypted

and got the original sensing reports. Finally, security of the scheme was analyzed. According to the scheme, the

encryption method of sensing reports was based on public key cryptography on elliptic curve. And the trusted

property authority randomized encrypted sensing reports. Thus the location privacy of secondary users can be

protected. Meanwhile, this scheme effectively reduces communication and storage cost, compared with other

schemes. In addition, this scheme also has fault tolerant and dynamic mechanism, which increases the practicability

and feasibility.
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Figure 1 Centralized cooperative spectrum sensing
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