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Abstract: Ethereum smart contracts are programs that can be collectively executed by a network of mutually untrusted
nodes. Smart contracts handle and transfer assets of values, offering strong incentives for malicious attacks. Intrusion
attacks are a popular type of malicious attacks. ContractGuard, the first intrusion detection system (IDS) was proposed
to defend Ethereum smart contracts against such attacks. Like IDSs for conventional programs, ContractGuard detects
intrusion attempts as abnormal control flow. However, existing IDS techniques or tools are inapplicable to Ethereum
smart contracts due to Ethereum’s decentralized nature and its highly restrictive execution environment. To address
these issues, ContractGuard was designed by embedding it in the contracts. At runtime, ContractGuard protects the
smart contract by monitoring the context-tagged acyclic path of the smart contract. As ContractGuard involves
deployment overhead and deployment overhead. It was optimized under the Ethereum Gas-oriented performance model
to reduce the overheads. The experimental results show that this work can effectively detect 83% of vulnerabilities,
ContractGuard only adds to 36.14% of the deployment overhead and 28.27% of the runtime overhead.
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Figure 1 ~ The idea of IDS for smart contract
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1) contract InnocentContract{

2) mapping(address=>uint)private
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3) function withdraw(){

4) uint amount bal-
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5) if(amount > 0){

6)
msg.sender.call(balance[msg.sender]);

7) balances[msg.sender]=0;

8) }

9) }

10) }

11) contract AttackerContract{
12) function(){

13) Wallet wallet = msg.sender;

14) wallet.withdraw();
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16) }
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1) contract DelegateLibrary {

2) address public owner;
3) function init(){

4) owner = msg.sender;
5) }

6) }

7) contract DelegateLibrary {
8) address public owner;
9) DelegateLibrary library;
10) function (){

1) _library.delegatecall(msg.data);
12) )

13)}

14) contract DelegateLibrary {

15)  ...innocent.call(

16) bytes4(keccak256(*“init()”")));...
17) }
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1) if (gameHasEnded && !prizePaidOut){

2) winner.send(1000);

3) PrizePaidOut = True;

4)
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1) contract InnocentContract{

2) function transfer(address dest, uint
amount) {

3) if (tx.origin != owner) throw;

4) dest.send(amount);

5) }

6) }

7}

8) contract AttackerContract{

9) function (){

10) Wallet w = Wallet(walletAddr);

11) w.transfer(thiefAddr,
msg.sender.balance);

12)  }

13) }

(8) Tx.Origin™®
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Table 3 Experiments with seeded vulnerabilities
- FRET /N Truffle HESR T e e ey o E BT T
It N A IR ) 2 IS S SRS ES o
itH Byte oty NIRRT FIENOGRR e e T ey
Cryptokitties®” 30 966 516 64(14,7,3,40) 5(2,1,0,2) 14.28% 9.03% 60% 1.5
StatusNetwork™ 38 631 261 83(28,9,6,40) 2(0,1,1,0) 19.02% 15.79% 100% 3.0
VotingDApp™* 2326 14 15(6,2,0,7) 2(2,0,0,0) 12.33% 10.84% 100% 1.0
pool-shark® 5895 69 33(8,6,1,18) 3(2,1,0,0) 10.23% 31.52% 100% 59




©52- P4 515 B a2l 6

H 3K 6 175 AT 5 IR A S R N 2 A i AR 4
B, FERE T, % ContractGuard M TR
REA 29T 100 AN GIHATEAT, A
A E MR ZE I, A B i R i e K 19 4
7T AR AR 1 A b, B AR AR )
W A i/ B A DK 491 B < 100%

X2 WoR TS AR RTINS, A
Fh 100%. X% B ContractGuard 1] LA &b
XL ORI . 54, ISATTRRY . FRE TR
AR S 2 ATEE M LR 8 314 MY REA Y I
(55 6.1 1) MERRIM L R—3. #HE 20198 H
30 H, 744 Gas ## 4 1.4683x10°ETH, ETH
(A% A 168.2104, ik 2 Fros, K A
BTS2 ) 59 846.26 Gas A1 68 371.95 Gas.
DRI, i R B DY AR X 6 NI ST S A g
&4 NV A ContractGuard SR AENZ M, H %
7 B Re A A0 N A RN e G 2 A A b
$0.147, 1 H 7 #5275 22 0 BB AT By SCAT R A
$0.168 9.

73 ALHEANRREHXZEAR

% 3 111 DApp >k BTSN H H By AT
Truffle AE 28 7 5 B9 3K H 1 . & £ %
ContractGuard 1z T 2|5 Fx () DApp I, X L&)
IR F RIS AR 22 A I AR I B e 8, (HIX Y
DApp AMFAEATAT AR 25 T« 4 T 7 (8525,
AU BZTH PR 1A EERE, A THA
THA 4 FhiiR .

1) #3 5K i/ T HEBEERIEHE/HS
i SafeMath>!ii ] .

2) #4 BRNAT IR MHBROCHE Y “private”.

3) #6 AR send: NI TH 7
send Al transfer & [HEH 174337 o

4) #11 2R F i RIS HAHZ
BT,

RN 7 P R e, ZEA R A e
RGeS (#5, #7, #10) ¥HHBEL
R, BRI IX SR P A ) AR N 3K L6 1)
RS (#1, #2, #8, #9). {HfFHFEE
M, BRSNS, #2, #8.

X TR DApp, A SCHFFURS ] RE 2 HiE N
LA . IR BORIX 4 AN B 0B ECy

X3 WMANTHNWRSES Y. R, R
AT 242K DApp EHATFHF R AN RIS
MR A, oy 3a o P H 9 i N A 3 AR
S R

B ok, BEALHHEN 100 425k A g ANl
A, 3X 100 4SSk F i, I 3= 22
FH == RN =4 2 1) — b T i R A N s ¥l 7D A2
WM K. RS DApp IR IR DApp 4R
PAT I 41 o

WM DApp #haE it T, (2%
H I e S LA AR AT Z S IS AE e 201,
PR AR () DApp W2 H brllilse b, It
WS Gy bnid W BGEAS by . R UGS, H 25
A HARNAEEA T 100 NI HA] . AR H XLt
H AR AR AT & N 52 0 R A9 DG 245 58
G v RE A B R A e . 3 EEAEA
I R T EATR R E L & 4 AN ) s
o XTAEAS AR, W H] ContractGuard
IAE I RN SRR H B AT I 25 AR5
F DApp AT 100 ANIUR 45 o 90 6 6 3
BT 51 R T BRI A o P AT IeE, If
DLAZ I A 0 1 o bl CRSe Il i ik FH 49 5
/A 8] H0R X 100% ) 1% 4 1% DApp A [H13.
M TAAAEZ A N TN E) DApp, BIHAR &
> DApp M3 R 2R,

F3WR TS . P DApp M4
20 83.3%. KR 16.7%HINENL, LAk
L, P ContractGuard AfERT ' N A K s
HR LI AR % . ContractGuard ok BH 112 4%
SEPUA I T — R ET I 157 JER A LR
() I 1 5 B A8 il e T A R G AR TR %
12, {H DApp AT IF & LR, BBGh
Lo BRI T 22l iegEd, S
ContractGuard JoiE KIS H 575 .

74 EMFHEBEZR

J T AN Re R AT RS R R, AR SCR
ContractGuard S 7fif 4 25 FhEREE (IP),
PR R IR IR UG AR o 2248 ARSI ACRS 1) A

4 R TR RE IO E A AT Gas HFE.
S B AN AR T B, RIS I AR 1) 7 4 R/ 3 A
200, f s TSR A B R e S L T LRI R e &



%2 BAVERRYE: ContractGuard: T 7] LA X BB 2 fig &

AN WA S 53 -

LRGSR . X e AT AR/ RE A AT A
HE G HE I . ASCERATH EVM 1 Gas
BRI TR, Wk 4 Bos, BT &
)38 (P T AR A, B e Bt ) T 2 A 3
AR BB o A Ry 2 KA 75 ZER AR 1 cotx A7
NE A AREALEN: —RAEAE T ES 256 bit
(1) SSET f§ & W Zi4k 2% 5 000 Gas. X /& il
AT R AR . B, R
BHe AL HATINB I EM R 2, FVEX
P Ol T ctx BT LALE VB R 50t o8 sk 3t 1t
TC AT IF A B 52 1 BN Re A A FE A fif
e
R4 REEREBNEPRTFH

Table 4 Overhead of various instrument points

IR A B T #/Gas IBAT I 4#/Gas
H ARG 16 000 500~5 980
EE/ONE| 4200 45
IISR 2 600 30
[ml32 5200 57
PR 8 B H R 4 400 48
P9 R R (] 6200 68
AMBIRHIAN %4252 5000 5348
AN 2 Gy 6800 70
PR 1 800 9
PEATAEA A 1 6001 +2 800 378

e on RYIRK 2R,

75 1Hig

ARSI LR LA I EE AR I — 2P T ik
R M AR T o

1) HHi, TR “I54 7, ContractGuard
A BETCVEAR T A R T A B AR (R AR A R . R
SRA R — N7, A SCRIFFUHED ] LA
ok S 0 X ) T R SR TR R U4 SRR
ContractGuard 1 %ME. FEARKFIH, +HLl
X ) AT B VRN IRR R

2) PR AR F R 2 AR 3 A Be A 2 ) 2
FeAE R B 5T, ContractGuard SEFR N H T 4&
F 5 R R R B S AU S e AR A 2 A A T
B o IR XANT ARG, (R %9 5 30
AMEAEHIE L —Fh R L, AN S 2
BB S 21077 57, 58k ContractGuard 7540

PWH BRI G A A S B RA, X
Z RS A T ALY (R DApp) i M
(/87

3) RUELEIAT I LK 3 W b R R LA R
HYRNE 24 576 B DL, EASHERR A
ContractGuard Jii 5 f&A 21K/ 2 HIXANE
EAEOURE O] B RV IG ZaRw E XK, 7
FILABEAE AN — MR TR Bl N X 8 MG A
FRo (EIXFIMEDLT, ContractGuard B R HEAL
FEfifi— 8RR ORI A& T, ROy B
AT BRSNS A BB N e B L1EhE, 1
FEAIATHIAE TR 20 000 Gas.  {HJEXANEI ST T
TF, PR A R A A S BE B
LAV, SR A ANk, JER
ANVRHIUR KNG, ] BEASHS AL o

8 ZHRiIE

MWEEL R RERE, LN Re & AT
EE R R G2 RWd. —HBAEAEE G, T
Hhy 7 B P 8 AT AR A4 K e (1) SR 2 i A
Redr 2R —H— N mip i, HER%
AR LIOR T, AR 14 7 RIET AR it
I8 R T B RS s AN AT BT
WEA P KAE FIXAH R

TEASCHIFC TAE T, B2 H b geix A~
REAMRIIAR,  FF 0 B D3R A — IR DR A M
RIIHLZ o ASCHFEH K ContractGuard 2 55— LA
AV R ARNZR RS, Fra ik A4
FHENRZ ARG IR A R RE G AT, LT 2L
K Y7 REFUAILIR 52 BRAIPLT PEA B o0k 8 e & 21k
AT R ERAET 3. iR ContractGuard W H 7E
PUSEAH A DURY EM I REG 4, ANSCUEW T
ContractGuard H 7 2R T4 S ia 47 4
BT A R 5 7 e

S5 3

[1] NAKAMOTO S, Bitcoin: a peer-to-peer electronic cash sys-
tem[EB].

[2] BUTERIN V. A next-generation smart contract and decentralized
application platform[EB].

[3] ATZEI N, BARTOLETTI M, CIMOLI T. A survey of attacks on

Ethereum smart contracts (SoK)[C]/International Conference on



54

P4 515 B a2l 56 4

(4]

(5]

(6]

(7]

(8]

[9]

[10]

(1]

[12]

[13]
[14]
[15]

[16]

[17]

[18]
[19

[20]

[21]

Principles of Security and Trust. 2017: 164-186.

KRUPP J, ROSSOW C. Teether: gnawing at Ethereum to automat-
ically exploit smart contracts[C]/27th USENIX Security Sympo-
sium (USENIX Security 18). 2018: 1317-1333.

CHEN T, LI X, LUO X, ZHANG X. Under-optimized smart con-
tracts devour your money[C]//Software Analysis, Evolution and
Reengineering (SANER). 2017: 442-446.

KALRA S, GOEL S, DHAWAN M, et al. ZEUS: analyzing safety
of smart contracts[C]//NDSS. 2018.

BRENT L. Vandal: a scalable security analysis framework for smart
contracts[J]. arXiv preprint arXiv:1809.03981, 2018.
ZAKRZEWSKI J. Towards verification of Ethereum smart con-
tracts: a formalization of core of solidity[C]//Working Confer-ence
on Verified Software: Theories, Tools, and Experiments. 2018:
229-247.

NIKOLIC I, KOLLURI A, SERGEY [, et al. Finding the greedy,
prodigal, and suicidal contracts at scale[C]//The 34th Annual
Computer Security Applications Conference. 2018: 653-663.
GRECH N, KONG M, JURISEVIC A, et al. MadMax: surviving
out-of-gas conditions in Ethereum smart contracts[J]. Proceedings
of the ACM on Programming Languages, 2018, 2: 1-27.

JIANG B, LIU Y, CHAN W K. Contract fuzzer: fuzzing smart
contracts for vulnerability detection[C]//33rd ACM/IEEE Interna-
tional Conference on Automated Soft-ware Engineering. 2018:
259-269

LIAOHIJ,LIN CHR, LIN Y C, et al. Intrusion detection system: a
comprehensive review[J]. Journal of Network and Computer Ap-
plications, 2013(36): 16-24.

Understanding the DAO attack[EB].

Parity multisig hacked again[EB].

ZHANG T, ZHUANG X, PANDE S, et al. Anomalous path detec-
tion with hardware support[C]//The 2005 International Conference
on Compilers, Architectures and Synthesis for Embedded Systems.
2005: 43-54.

FENG H H, KOLESNIKOV O M, FOGLA P, et al. Anomaly detec-
tion using call stack information[C]//2003 Symposium on Security
and Privacy. 2003: 62-75.

GARFINKEL T, ROSENBLUM M. A virtual machine introspec-
tion based architecture for intrusion detection[C]//NDSS. 2003:
191-206.

WOOD G. Ethereum yellow paper[EB].

GIFFIN J T, JHA S, MILLER B P. Efficient context-sensitive intru-
sion detection[C]//NDSS. 2004.

XU H, DU W, CHAPIN S J. Context sensitive anomaly monitoring
of process control flow to detect mimicry attacks and impossible
paths[C]//International Workshop on Recent Advances in Intrusion
Detection. 2004: 21-38.

BALL T, LARUS J R. Efficient path profiling[C]//29th Annual
ACM/IEEE International Symposium on Microarchitecture, 1996:
46-57.

[22] BELAZZOUGUID, BOTELHO F C, DIETZFELBINGER M. Hash,

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

displace, and compress[C]/European Symposium on Algorithms.
2009: 682-693.

LUU L, CHU D H, OLICKEL H, et al. Making smart contracts
smarter[C]//2016 ACM SIGSAC Conference on Computer and
Communications Security. 2016: 254-269.

GROSSMAN S. Online detection of effectively callback free ob-
jects with applications to smart contracts|[C]//ACM on Program-
ming Languages, 2017(2): 48.

GRISHCHENKO I, MAFFEI M, SCHNEIDEWIND C. a semantic
framework for the security analysis of Ethereum smart con-
tracts[C]//International Conference on Principles of Security and
Trust, 2018: 243-269.

LARUS J R. Whole program paths[C]//ACM SIGPLAN 1999
Conference on Programming Language Design and Implementation
(PLDI). 1999, 34: 259-269.

MELSKI D, REPS T. Interprocedural path profiling[C]// Interna-
tional Conference on Compiler Construction. 1999: 47-62.

D’ELIA D C, DEMETRESCU C. Ball-larus path profiling across
multiple loop iterations[J]. ACM Sigplan Notices, 2013, 48:
373-390.

SUMNER W N, ZHENG Y, WEERATUNGE D, et al. Precise
calling context encoding[J]. IEEE Transactions on Software Engi-
neering, 2012, 38(5): 1160-1177.

AMMONS G, LARUS J R. Improving dataflow analysis with path
profiles[J]. ACM SIGPLAN Notices, 1998, 33: 72-84.

ERNST M D, COCKRELL J, GRISWOLD W G, et al. Dynamical-
ly discovering likely program invariants to support program evolu-
tion[J]. IEEE Transactions on Software Engineering, 2001, 27(2):
99-123.

KUMAR V, SANGWAN O P. Signature based intrusion detection
system using SNORT[J]. International Journal of Computer Appli-
cations & Information Technology, 2012, 1(3): 35-41.

CUI W, PEINADO M, WANG H J, et al. Shieldgen: automatic data
patch generation for unknown vulnerabilities with informed prob-
ing[C]//2007 IEEE Symposium on Security and Privacy (SP’07).
2007: 252-266.
DANNEN C.
Springer, 2017.

Introducing Ethereum and solidity[M]. Berlin:

[35] ZHUANG X, SERRANO M J, CAIN H W, et al. Accurate, efficient,

[36]

[37]

[38]

[39]

[40]

and adaptive calling context profiling[J]. ACM Sigplan Notices,
2006(41): 263-271.

LI X, JIANG P, CHEN T,et al. A survey on the security of block-
chain systems[C]//Future Generation Computer Systems. 2017.
MANNING D A. Solidity security: comprehensive list of known
attack vectors and common antipatterns[EB].

DERIVATIVES D N | T. A survey of solidity security vulnerabili-
ty[EB].

BEC spiked 4000% on first trading day, another pump-and-dump
scheme[EB].

WANG X, CHEUNG S C, CHAN W K, et al. Taming coincidental



21 BAVERRYE: ContractGuard: T 7] LA X BB 2 fig &

AN WA S -55-

correctness: coverage refinement with context patterns[C]//ICSE.
2009: 45-55.

[41] Truffle Suite. Sweet Contracts[EB].

[42] BALL T, LARUS J R. Optimally profiling and tracing programs[J].
ACM Transactions on Programming Languages and Systems
(TOPLAS), 1994, 16(4): 1319-1360.

[43] TJHAI G C, PAPADAKI M, FURNELL S M, et al. Clarke, inves-
tigating the problem of IDS false alarms: an experimental study us-
ing snort[C]/IFIP International Information Security Conference.
2008: 253-267.

[44] Understanding the DAO attack[EB].

[45] An in-depth look at the parity multisig bug[EB].

[46] Post-mortem[EB].

[47] Detecting integer arithmetic bugs in Ethereum smart contracts[EB].

[48] Smart contract wallets created in frontier are vulnerable to phishing
attacks[EB].

[49] MerdeToken[EB].

[50] CryptoKitty[EB].

[51] StatusNetwork[EB].

[52] DecentralizedVoting[EB].

[53] PoolShark[EB].

[54] Etherscan[EB].

[55] SafeMath OpenZeppelin[EB].

EZEEIT]

gz (1977- O, B, JUERESEN,
I K2R 2% AR, 1%
WER T 10 M5 B4 X HesE.

BHEE (1995- ) , B, "EZ=EFAN,
ARG R, SRS 1Mk
AR, X N

ERER (1980~ ) . . FHRHLKY
Wb, RSO SRR
PRI SRS . X ekt

MEE (1995- ) , B, I"HKI7MA,
I KA, LB TN
BAFI M IR BRAEE N

WA (1963— ) , 5, TEFHEA,
TRl K Hez . WA S, T
WEFETT M A TR

AR (1990- ) , B, JTREHIRA,
g Iy Rt A, BN T A
TEPRLR .. By N TR

Ziheng Zhou (1979— ) , 5, FHMHA,
W, WIS O X e SRS
i NS FIRLE % >

BRokJll (1975- D) , 5, TTRMGE K2
YR, FETEHFIETT NN TR i
R LR

Chunming Rong (1969— ), 5, AN,
ok CRRRE e L, S B8 T i K2 2%
G#EFz, FEBTUT X Y



