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Abstract: In social networks, a large amount of spam has seriously threaten users' information security and the cre-
dit system of social websites. Aiming at the noise and sparsity problems, an attention-based CNN method was pro-
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pared with other methods, the results show that the accuracy has increased by 1.32%, 2.15%, 0.07%, 1.63% on four
different data sets.

Key words: social networks, information security, spam, attention system

Wi HEA: 2019-03-25; f&EIBHR: 2019-07-11

BIE1ESE: T4, yht ndsc@139.com

EEUH: EFXARPFARESLIPIFAREERIIINH (No.61521003)

Foundation Item: The National Natural Science Foundation Innovation Group Project (N0.61521003)

WS AR Mg, FEyE, sERPH. ST RIS b SR T VET]. B4 55 B2 A E4R, 2020, 6(1):
54-61.

QU Q, YU H T, HUANG R Y. Attention-based approach of detecting spam in social networks[J]. Chinese Journal of Network
and Information Security, 2020, 6(1): 54-61.



1 Hh A Ty LRI AL S SRR I 7 -55-

1 351§

B F S EL IR R AR )2 N, AR AEAT
W2 T AT RGP IR
TR NATT A5 4L RGH 5, U Facebook
Twitter. Google. HFriRIIH . /5 SFHAT A5 M
. HAET, EZAAS WS B AR50
WK, Hmgiit, 2018 EFRIEHAE A WeChat
(K14 FE H I ERIK S BoE I 10 42, 438 W% th T2
I E R B RAME B AL R RDANE, &
AL T BRI H bR . KR &b R SCA
AN TR M I EE TRz —. o,
ARSI SOA R DLA R R T AR S
JE P X 28 22 A5 D EL I, DR R I R b A 5L
A ARV SUA S F SRR S SRR N2
PR 2013 4ERIAAS M B SCA G TR TS 5 2013
F1-6 H, A8 hR AR R K 355%, B 200
SR A AT 1 SRR, BT 5%
FEAZ N App 385 B RS ) b o AT D99 265 (1)
B3R SCARACBA AT W Z K55, 500 AR 5%,
e F A e A, T G AEAS 4 1 m) I LA
Je g ARG e R st

BEXTAEAT I b R SCA I fE 5, B A
X FE AR 9 8 4 3] SCAK I 7 VA AT T K e
9. Ratkiewicz 207 M H 3 T G MR ORI 7
s ZETTER G I8 7 VRS U 3 SCAS A
LI R, AR A I L O 1 A 7 3% S
Ko FHPFATER ISR, RS T —EN
R R, AHAEAECL RN 8. (O %775 2
N TRVHRIUR O, AEATEIEM: @ %7
RO R IER R, TETFENT RN 0/1,
I H LR FE RN A B ACH , PR O R AE
LS T e DI

AR T DG B 7 VAT AE A A A )
LR I, AT ST A I 5% (A U
J5. filtn, CNNPL RNNEL LsTMTL, GRU™
S M4 ik, Hr, CONN BRI GBI S
M AAZ AT DLAT SR I SCAS R S A AR AE s RNN
SRR FH I 3 A 28 SR T E ST A IR I TR AE
THEAIHAFAE LT 2 AN © %5000 R R 3L
ARHEATARTI, (e A5 B0 Kb B S A 7 AR AL

il @ Z 7V 2SS BARIE I T B A B X
ITREJIBVRRAE, i Rt A SR e A 5 T
fE, P34 Ab SR I IR IE S, (HIX L8
ke H 1 —, I HAREshAS gt T i, Rp
ANBE H Bl H otk B K 1 SCARFAE

Sk SEBR E B B DT R B K I SCARFAE, BFSR
NGB R WU, R A 7 AN
W T R A R DTk AR R, T RS LR AN )
IR, DA R ARG TR AN B R T
HRT,  JE T ML IR B AR 2 9 25 7 VA4
GRS SR NENY ) ST s )z PN
S TTERIAR SNBSS BT © 7ER H Ak
WS B 7vE T, AHNNPL, AP-CNN 757U 0F)
I CNN BRI IOCCAIE AT X, i) LSTM A%
RATE R F R, AR CNN B E
P AERAER, I B SO B AR B
W, WHERER . @ EAFHSNERE R
()75, Semantic-CNN J7 v e sk g 2 i A3
AP, SR E SRS T W AR A I U
KL TF SCA Iy A 10 52 5 K 1% . AP-BiRNNT
AP-BILSTM J7 ik AE 2671 12 55 43 282 Il n
ONVER WU, 3D R SR ], 3T
TSCAN NG . BARIETVERE WL A 22
26 77 VR A B I AL AT LR HE % (1) e i R
TN, CEIRRRERNE, (ER AR IE A e A ) A

et St 2 T DR U 7k T W R B 2 T, R
T I 48 55 1 R T LA 2 T R P R A e
B, AEAMEEANIAE SO, ASCRRHET
R IAUI B M4 (MA-CNN) Ky
%, FENFWT.

1) MA-CNN 7EJ5 4 CNN FEARY LR b 3 it
B, JF HARE U8 RGO S i AR, &
THEETFANE DU R E AR L.
Tt B LA AR 8RR OB 1], T VA AR AR
TR R B, TS )

2) MA-CNN {54 2 mlE v 5 0 L i 2
AL OCSRHEE TR AU A .
FIRU 25 FLAT RS DN 20 SR 1 B k- 52 v PR AN
AW IR IER R, R R e 8.
B, AP R R AL AL SRS S H
RRATH) RNN 2 AURIANE, AR Z AT



- 56 P4 515 B a2l

6

RNN 7 AL 55 T A I 20 BR G =8 T
B, AR S R S DB A SR e e i T
AN N B B G ERT IR T A .

3) #¢Jri» ACHE Youtube. Opinion. Telephone
5 E-mail iX 4 ML FIATR, 255K,
AR LT AR Ge iR FE AR & N 28 5 vk 5 5 T = Bl
IR ERRZE I 28 715, A SCHR R D ik R A I R A
AL 4 DEFRE LR T 1.32%. 2.15%.
0.07%-+ 1.63%.

2 MA-CNN &5

B0 A A I 8% SCAR P e 7 M R ) A
ASCHE T T B TR 248 ) 2 A5 T
G N S, AR EE . IANE. B
2 WA E LR K
21 FEE

BN SO A A B K M R I ), AR
JZ+, MA-CNN #4888 5L 1~ 50 Bt ] FR R I 7 v ) S
iSRS Rl R S O el O TR
(X, 5,00, x, ] BOvtBE T Ab 38 DU A B R (13
F=WALiIN |8

TN 2 DU A R AR R = L AR
P ) THFARAS Bl AN 3 DAL R, AR5 4%
FESR A I — e B TR DG B ], AT L e
AR IA VA

Lo ) lps
Hrr, pf RORTERIAT B s I SCAR AL ] x, (1)
YAKH, pr BRSSP
i x, ISR, || p [l BB B2 s BSOA
HH, || p, |, ®ABIRAF B S FICAEH, o 2
PSR SOy KT 1 RRIE RN
22 B|AE

S PR 2 R E R WL OS2 )5
MRS AEAT 2445 KL n AR L P83 & AN
W, FARANE, B [x,x,, -, x ] {EIRAE, il
P AR RN TR N B, RS 9] x, B
WS B — AN SERUR R E 7] e, € R™ o BRI
AR

(1) RN W e R, Hoh, v &
— AN E RN SRS, d SR RN R 4R

(D

TR KB W 75 R AN [ 0 3 7R AT 2
>, SRR T AL . SkipGram!!
CBOW!™ ) Glovel"1%% 4 i ik 67 05 1. Horh,
SkipGram J5¥: 5 CBOW J7:#K)&E T Word2vec
B, 20 1 3T O 3 ) AR, (R AT
—EWIX . SkipGram Jj kil it H b o ia] ok i
T &R SO 1) )5 SR BCEREAS B3] )RR AE
KR, 1 CBOW Jrikilid bR SC i i)
TIIU E A 3] (6 7 2SR A B3] (KRR 1) A
T, KT T TR ()] ) R A R B A TS
Giilfs A FHEA TR 4, IIZRI a5 TR RN B
SRS, Mt s AE T AT AR IR 5 ] 2 ) i %
R 10 Glove J7 1510 ik 78 JLIUHE [ F A4 3 200+
e MESC RIS, AN o T IR, 1y FLAY
T ERE R ARG .

(2) XTSI x, 38 A P e oA
x, FeA ik NRoR e, FRIEX MK Q)FTR.

e, =W (2)

o, Vv e R, fee RIAAIEN 1, AN
HH 0.

w4, WNJZTE G AEAT M 245 B BRI
RN A (e, ey, ,e,] o
23 ERE

2014 4£, YoonKim $H!H ) CNN b,
fif kT SCA e B HURAS T R . A
SCHE Y MA-CNN BB /E G BUE W H T
YoonKim BETHHEA [ 6 BUZ S5k, (HAEAR 2K
I T RO IS R AL SR, SR B (3 = I L
AT, 1R TG RN 2 BRI
MA-CNN B8 (25 U2 . Ak J2 DL 2y 2K 2 8
it

T R 5 1A I 4845 JEL FRVARRAE 17 3 60
le,e,, e ] MAFIH e, =¢ ®e,®---@e, TN
WAL ST B IER R, [FEE, e, #OR
AL X BOUARIRHER R, e, e R,
BRERZES m FERZSEH, KN
hyiel{l,,my, FEFPGRUZEE N M A, A
i RS ANERIICTE 1A X 3)
Bk

Ciji= O-(‘/Viel:lJrh,—l +b,) (3)



1 HARAE: BTV I AL A B SR SCARR T v © 57
|—> AL Jh) B 7SR
/,' S~ ]
AT //—-\
R \ ]
| R ||
| AL ST
I o ] .
wait - — N
for L
the b
radio L : ;
and . . »«' ™ N ’ ’
do T e
not R Sl
e e HE N y
it L EN
— EEH | d
] AL LT —
H - N
\\_ . |
“al VI
B | owwr | [ axr |

K1 BB 2 () MA-CNN £
Figure 1 The MA-CNN model with convolution kernel size of two
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Table 2 The detection performance comparison
of different detection methods
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Table 3 The influence of representation methods
in the embedding layer

RORTTE Youtube Opinion SMS E-mail
Random 92.86 86.26 99.64 87.17
SkipGram 93.37 87.39 99.28 86.52
CBOW 93.87 82.50 99.46 87.39
Glove 92.86 87.50 98.56 78.48

LRI DIRPS Youtube  Opinion SMS E-mail
CNNDY 92.86 86.26 99.64  87.17
RNN'! 87.24 70.62 98.74  85.65
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GRU® 87.75 81.25 9892  89.56
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AP-BiLSTM!'Y 91.35 91.16 99.75 88.61
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Table 4 The influence of activation functions in the
convolutional layer

Pk BAEL Youtube Opinion SMS E-mail
relu 92.86 86.26 99.64 87.17
sigmoid 89.80 75.63 98.75 85.87
tanh 89.28 74.37 99.10 86.96
softplus 93.37 85.63 99.46 87.39
softsign 89.29 74.38 98.56 86.73
leakly-relu 92.36 85.62 99.28 86.95
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Figure 2 The influence of pooling strategies in the pooling layer
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