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chain technology was proposed. This scheme added the authentication service composed of two level nodes to the

proposed model to realize the permission control of roles in the model. In order to record the information of the in-

ternet of vehicles devices, a new block data structure based on homomorphic encryption (HEBDS) was proposed,

which enabled the privacy data to be written into the block after being processed by the Paillier encryption algorithm,

and then written into the blockchain network by the gateway node obtaining the accounting right. This scheme rea-

lized the data processing in ciphertext state, and made up for the shortage of all data disclosure in blockchain net-

work. Through the analysis of the security of the scheme, it is proved that the scheme has the characteristics of un-

forgeability and privacy data security. Through homomorphic encryption of privacy data and upload to blockchain

network, the scheme can distribute, share and calculate privacy data in ciphertext state, which can protect customer

privacy more effectively than traditional internet of vehicles model.
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Figure 1 Block data structure based on homomorphic encryption
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Table 1 Gi clear text data of collected user privacy data
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Table 3 Simulation results
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