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Abstract: Nowadays, deep learning has become one of the most widely studied and applied technologies in the
computer field. Deep neural networks(DNNs) have achieved greatly noticeable success in many applications such as
image recognition, speech, self-driving and text translation. However, deep neural networks are vulnerable to
adversarial examples that are generated by perturbing correctly classified inputs to cause DNN modes to misbehave.
A boundary check method based on traditional programs by fitting the distribution to find the invariants in the deep
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was irrelevant to adversarial examples. The experiment results show that proposed method can effectively detect the
current adversarial example attacks on LeNet, vgg19 model, Mnist, Cifar10 dataset, and has a low false positive rate.
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Table 1 Detection result of various adversarial examples attacks in this paper
E{EITEIS el P& FGSM DeepFool JSMA Next JSMALL CW?2 Next CW2LL
MNIST LeNet-5 0.0% 98.6% 98.8% 85.4% 85.2% 98.6% 98.6%
CIFAR-10 Vegl9 0.6% 97.6% 97.8% 82.2% 83.2% 97.2% 97.2%
2 ATESHARIE R R A LA
Table 2 Comparison of the detection results of the proposed method and other detectors

Kol 2 LSS PS(iE FGSM DeepFool JSMA Next JSMALL CW2 Next CW2LL
AL BVI MNIST 0.0% 98.6% 98.8% 85.4% 85.2% 98.6% 98.6%
MagNet MNIST 5.1% 100.0% 91.0% 84.0% 84.0% 85.0% 87.0%
LID MNIST 4.4% 97.0% 92.0% 96.0% 96.0% 92.0% 91.0%

FS MNIST 4.0% 98.6% — 100.0% 100.0% 100.0% 100.0%

AL BVI  CIFAR-10 0.6% 97.6% 97.8% 82.2% 83.2% 97.2% 97.2%
MagNet CIFAR-10 6.4% 100.0% 87.0% 72.0% 74.0% 89.0% 91.0%
LID CIFAR-10 5.6% 94.0% 84.0% 92.0% 92.0% 86.0% 88.0%

FS CIFAR-10 4.9% 21.0% 77.0% 84.0% 89.0% 100.0% 100.0%
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