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Shoulder-surfing resistant PIN-entry method

CHEN Shudi, ZHU Youwen

Nanjing University of Aeronautics and Astronautics, Nanjing 211100, China

Abstract: Aiming at the problem that the traditional PIN entry method is vulnerable to shoulder-surfing attack, a
secure PIN entry method against shoulder-surfing attack was proposed. The method changes the traditional input in-
terface on the mobile device and uses the vibration channel of the device as the auxiliary channel to transmit the

hidden information to the user. The user simply selects items to input PIN. The analysis shows that the proposed

method can effectively resist shoulder-surfing attack.
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B\ 4 A7 PIN 5, FRV J7i54E FR Jrikifdat bAE
MRS IEISE R, HAE 2.
2.1 FR &%

ASCEEH T FR 5k, Gl 6 I
M 50 AR P I H P AR N IR A
FH P AT [ i 5 L5 b s b IR IR (e,
ORI IEE RS, IR yes: HATE,
WERE no. A4 A4 K 0~49 [REILME, ok
A PN 5X5 iRk S, 5X5 IRk
TR ECR 0. 14 24 3. 4 BT 5 . ARG
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WA HPRIESE choices
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1) yes=0

2) no=1

3) L« y,(4)

4) ReA-L

5) P=¢

6) S=¢

7)For i=1,---,6

8) Py, (S)

9) b FEHL A 0 5 1
10) If 5=0

1) RG%Wm O=LUP

12) Else

13) B4R O=SUR-LUP

14) End if

15) H PN HTIEFE choice e (yes,no)

16) If choice ® b=yes

17) S« SUR

18) (L,R) - g(L)

19) Else

20) S« Su L

21) (L,R) < g(B)

22) End if

23) End for

24) Return L
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20 [ 23| 24 |25 28
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40 | 41| 42 | 45| 46
90 | 9192|959

Is the number on the screen?
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Is the number smaller than 50?
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B2 FRV

N HPESE choices

Wil IREaiR L

1) yes=0

2) no=1

3) Ly, (4)

4) R« A-L

5) P=¢

6) S=¢

7)For i=1,---,6

8) Py, (S)

9) b BEHL N 0 5E 1

10) vib BEHLA 0 8L 1

11) If »=0 and vib=0

12) &Gt O=L v P IFR M iRaNE 50 ms

13) Else if =1 and vib=0

14) 2GR 0=SUR-LU P R EiRsh
5 50 ms

15) Else if 5=0 and vib=1

16) R EoR8 0= LU P [AIES) 30 ms A&
TR B 50 ms

17) Else

18) R4~ 0=SU R—LU P [AIHES) 30 ms
IR s EE S 50 ms

19) End if

20) A UETIE R choice e (yes,no)

21) If choice ® b ® vib=yes

22) S« SUR

23) (L,R) < g(L)

24) Else

25) S« SulL

26) (L,R) < g(R)

27) End if

28) End for

29) Return L
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12 (13 [ 14 | 17 | 19
62 | 63 | 64 | 67 | 69
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Is the number on the screen?
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W4, PRI N AR 2T R, BN 4 47
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