CRE B W28 55 15 B G Al Vol.5 No.l
201942 H Chinese Journal of Network and Information Security February 2019

[EE1) ['7 iR 'f'tﬁ-':.[l Y EA'ﬁ: I 1[8) ﬁ% 1AXN /y“J PR

A 1,234 % 1,2345 1234 1,2,3,4
Bsh 1234, gk 12345,

EEW bk

Q. AR T FHURR: SRR B, W11 I 430074:

2. P RHE CE RS T HAR 5 REHE W E Ash =, Wk :iX 430074:
3. AR SR A T A T s s, Widk B 430074
4, SRR AR KA w4 TR PG, Wi 2RI 4300745

5. R RIER ISR, )R AR 518057)

& B R TR IR AHE 2 AT G A B0 3 R I A R A AR A U . R URARAD A
F 5 I SUAE R & 2 A A N DR bk e BRI TS ARAD IR TR T A, AR TS AR IR
TR LRS- AT BOURIRATIN « S50 U] (R AR I LA B S5 FALA8 2 ) IR A I 4 AN 7 T HEAT T 4
I DAL YA C R AR AL P9 s 170 402 000 2R 498 00 T 0 04 RS R0 0 9 3 2 B AL 0 2R 49 7 A LA 7 2 M VR A 24
T IRIRAST I 3 R

KHEIR: IR YRS IRIRASIN s AR AR A PREES )

RESES: TP393

XHkARINAD: A

doi: 10.11959/j.issn.2096—109x.2019001

Survey on static software vulnerability
detection for source code

LI Zhen'*** ZOU Deqing'***°, WANG Zeli'***, JIN Hai'***

1. School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China
2. Services Computing Technology and System Lab, Huazhong University of Science and Technology, Wuhan 430074, China
3. Clusters and Grid Computing Lab, Huazhong University of Science and Technology, Wuhan 430074, China
4. Big Data Security Engineering Research Center, Huazhong University of Science and Technology, Wuhan 430074, China
5. Shenzhen Huazhong University of Science and Technology Research Institute, Shenzhen 518057, China

Abstract: Static software vulnerability detection is mainly divided into two types according to different analysis ob-

jects: vulnerability detection for binary code and vulnerability detection for source code. Because the source code

WimBEA: 2018-11-18; €@ HHA: 2018-12-26

BIE1ES: 451575, deqingzou@hust.edu.cn

BEEWAB: B “Mggasnee” Bl BiEe A (No.2017YFB0802205);  [H 5K H AR FL A%k & Bt B 1t H
(No0.61672249); FEIITTIEREHTFT CERME R FEE&HEBIIME (NoJCYJ20170413114215614)

Foundation Items: The Ministry of Science and Technology’s “Network Space Security” Key Special Project

(No0.2017YFB0802205), The National Natural Science Foundation of China (N0.61672249), The Shenzhen Fundamental Re-

search Program (No.JCYJ20170413114215614)

WIS A B, A0, TR, A5 AR K AR IR SR I RBA L], M4t 1R B4R, 2019, 5(1): 1-14.
LI Z, ZOU D Q, WANG Z L, et al. Survey on static software vulnerability detection for source code[J]. Chinese Journal of
Network and Information Security, 2019, 5(1): 1-14.

2019001-1



<2 P 2 1545 WL e A CHRE

contains more semantic information, it is more favored by code auditors. The existing vulnerability detection re-

search works for source code are summarized from four aspects: code similarity-based vulnerability detection, symbolic

execution-based vulnerability detection, rule-based vulnerability detection, and machine learning-based vulnerability

detection. The vulnerability detection system based on source code similarity and the intelligent software vulnerability

detection system for source code are taken as two examples to introduce the process of vulnerability detection in detail.

Key words: software vulnerability, vulnerability detection for source code, code similarity, deep learning
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