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Abstract: With the increasingly serious security situation of mobile communication network, it becomes an impor-
tant issue about how to protect the privacy of legitimate users while providing high-quality communication services,
and how to protect the carrier network from being invaded becomes an important issue in the field of mobile com-
munication security. Authentication is an important means for users and networks to authenticate each other's legiti-
macy. Authentication methods are also evolving along with network evolution. Starting with the authentication
methods of past mobile communication networks (GSM, CDMA, UMTS, LTE), the advantages and disadvantages
of each generation of authentication technology are analysed, along with which the authentication technology and
unified authentication technology of the fifth-generation (5G) mobile communication to be commercialized are em-
phatically analysed. In the last, reasonable prospect for the development of authentication technology in the future
are proposed.
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AT B AE D 25 0 20 3ok e S bl B0 51 R il £
SRR LR Y, MR EE TN E
ey Rl b, 2 R AT gy R I T LR 1%
S5 AEE K B “Identity Request”, FHL{H
F FUS 5 4y IMST_E AR g5 Py Sl o b 3 Boik

ST AT IOy Je i, A R 3% “ Identity
Request” 1 JEAL AT LAAS W7 SRR F/N XA -1
3058 &y IMSI. LA % 1 — 3K IMSI
Catcher | H.N {5 fh (Stingray), Stingray &
— KRS BT B s e Can e, #dis o)
MEhBh Cankyig P2t ) (1) IMSI Catcher.
ZBA T AT, 38 AT LI 2 i (1) 23 A 18
HATBEAT B4l 20 b, IRWr I AE N 2R, BB H AR
FHUAE, HEAT DDoS Hali 44,

— &t eNB 4. 3GPP i\ #7 eNB #4i
BAEANZAIRETH, eNB il —MEKH 24
v A Mok 5 ARV SR % eNB, T H
Fr eNB 1% 4 Keng 1 LLZJH eNB _E 1128 Keng
HEBAR B, My Bk #4207 VR eNB,  min] LA
BRI HAr eNB %4 Kop, FEUZIHIZE LY
o B2 2 F P 25 /) X D) 8t I 28 i 235 A1 AN
#H PRV, BANZEH (Kap) THA
HL S ) e A,

42 5G RGFEW
2018 4= 6 H, 7E 3GPP i 80 424> | 5G ik

MM (SA, stand alone) FrMEIHLE, XA 5G b
HERER — A SeBRCA, FERERTIY 2017 4 12 A
3GPP i 78 kA4 BiR4E T SG AR 4 W
(NSA, non-stand alone) MH¥1 (NR, new
radio) FrifE. IXEERRAERXS 5G BT FAAT T
M. Hob, B 4G SRR AR 224 )
B, 5G AT EL T MR TAEIE, Sty (e il
FI RV 28 197 11 IMST Bilisk . FHLAEL
SEEHRAE 5G HHFR A SUPI (subscription permanent
identifier) (LT IMSD, @it 280N J5 1) %
SRR SUCH (subscription concealed identifier),
SUCIH fLikgn Bkl Jo, JEuh Bide FAE %0, K
A 6 FrRtHAT,
5G ARG 2 MEBOMIEREL 30k 5G
AKA F1 EAP-AKA's EAP-AKA'Y 5G AKA k%
FEARL: AT T AH (R 22 ML, o KA 3
AR PR N, SQN H T E RS, I
AL W R . B )& — e AR R
R BE SR (PR AL R O O, X L A
KH 5G AKA WhCHAT BAGAIE. 1 IRSs 19 2%
(SN, serving network) fili& 15 FH /7 IR UE,
JH P ity 5t 23 K 3% SUPT (¥ BE HL N %5 SUCK
=(aenc ((SUPI, Rs), pkHN), idHN), H:H1, aenc
() FoRAERTRR NS, Rs AREHLEL, T idHN M
—HUbR N H B H 4% (HN, home network) .
FRIRFT idHN i SN (A% A 15 (1) HN 38 K YR %
e fEFWE] SUCT BLL SN &4 (Fr
SNname) i, HN nfLU&Z SUPL. H P &4,
FFIEFAAIETT . TR, SUPLIEEE idHN,
PR AR R P R HN. i fimid, %40 K A AE
KIS =28, SON b H SR (SR Y. BUAR
SQN RAZAEH 7 A1 HN 2 [a][F)28, H]fgkAEA
[F22 Clni T E 22, B, A SQNue (4
R SQNm) FRAAEETE UE (405028 HND Hr()
SON fif. 5G-AKA WSl fudf 2 N FER B i)
Wi ARG PR T R (FE SQN AN[ERE
R BEET HN ) SQND 6
B B -1 3 o 78 B SO IR R
Ja, HN B S HR s e BENLEL R CRI
challenge). AUTN CiiF: B $k & 1) 587 i 5 0 L 5K
#£). HXRES * (SN HIE 1%} challenge (1IN
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5512 3] WIEEES: BaElfE M S BOAIESEE *9-
Subscriber ServingNetwork HomeNetwork
K, SUPI, K, SUPI,
SQN,,..SNname SNname,SUCI SQN,,-SNname
I
new random R
MAC—f1(K,(SQN, R))
AK—f5(K,R) '
CONC—SQN, ®AK
AUTN«+—(CONC,MAC)
XRES*«Challenge(K,R,SNname)
HXRES«SHA256((R,xRES*))
Kgpar—KeySeed(K,R,SQN,;,SNname)
SQNI!N(_SQNIIN+]
B R AUTN ) R,AUTN,HXPES* KSEAF
(xCONC,xMAC)—AUTN
AK—f5(K,R)

XSQN,,, —AK ®xCONC
MAC—f1(K,(SQN,,.R))
CHECK(i))xMAC=MAC and(ii)

SQN,,,<xSQN,,

UE

If(i)and(ii)(Expected Re:'ponseﬂ

SQN,,<—xSQN, +1
RES*«Challenge(K,R,SNname)
K, —KeySeed(K,R,SQN,, ,SNname)

SEAF HN

RES*

if SHA256( <R,RES*> )#HXRES*then abort |

>

RES*,SUCI

if RES*#XRES*then abort |
SUPI T

-t
1

< Successful Authentication >

If(i)and-(ii)(Synchronizdtion Failure)J

MACS—fI*(K, SQN.R> )
AK*—f5*(K,R)
CONC*—SQN,, ® AK*
AUTS— (CONC*MAC*>

‘Sync_Failure’, AUTS

‘Sync_Failure’, AUTS,R,SUCI

if CHECK(i)holds for MACE in
AUTS then SQN, «<~SQN_, +1

HN UE

K6 5GAKA SRGT R

Kspar CHHELHIS AT SN 2 A5 TE N o BREK
f1~f5 T SRR SE, 2 5 BN
PRAL, XA AT R, @R,

Challenge (-) 1 KeySeed (-) &5 4415 HAT4
% (KDF, key derivation function), AUTN 4
TR MR B NIES (MAC), HAAhix
F P A7 (R A N PP 415 SQN s SQNpw R 1
3% G v B AR R B P A5 SQNpy AR T 22 fU
VE R P 58 UE A UE 175 3K 1R 7 8 5 DAy b B 8
i, JF H MAC IEB] T challenge [f) E5¢PE . HN
AN B ) 58 4 0 Y. RES * KI5 45 SN, 1 A
FAEF AR, X2 TR B

Hi. K2 HN X SN Jf A 8 & EAAE R,
SN B Briti & 45 6, W) HN & ik 56 38 1) RES *
St P ER.

SN {71t Ksgar F1 challenge [P TRIHMIN, 2K
Ji ¥4 challenge % K25 7 o WPk S, P
Jet A H ISR NUET B . Sk, P A AUTN
HZH xSQNun Al MAC JFR .

1) MAC 5272 HI% T K 1E# MAC 1H,
wmR A, WFHE MAC &5 K H A
'Mac_failure's

2) NIEIE R 2R H i, B SQNyp <xSQNpns
WHER AR, W B & [E P 2K W <'Sync_failure',
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AUTS> (AUTS 7 F [ i 387 R P B R e )

W R T A A A AR E L, W A
Ksear, HTRIPESIH S, &l HE AR Y,
RES* 44 & 3% 5] SN SN M L% 0 Y 2 545 &
T, JEERGIAEE T HN. Wi R shaeiE sk s,
JIJ HN 7] SN #fIA AR 2 35 SUPT & 1% %) SN,
I HAFH % Kspar TR SN R P 2 18] 1) J5 48
SR

FERG RS T (5 2)), H PR
<'Sync_failure', AUTS>, i& L kd #8 [7] 0 A .
AUTS 74 58 HN fefig i@ H 7 SQNug )74
BHe HCK SQNuw K5 H P EFrF A, H
SQNug Ao LA SO L, DARE SR 57T . A
I, G R B SQN, B 5 —AME AR R
HMHFE: AK * =15 * (K, R). B L, KK
flij& CONC * =SQNys@AK*, ‘& fLi/F HN ifid it
B AK *RPLE SQNypo 1T, £5 *A1 f1 *J2 0
SEIRERL R I R A, 5 R f1~5 e TR
BJ5, AUTS =(CONC*, MAC *), Hrf, MAC *
=fl * (K, (SQNUE, R)), ftiF HN K iZiH Bk
WEA K BB P

Hiii, 3GPP kr#fErh L BAf T LL R 2
F-Hlum K= SUPL (1A HA7I#E UICC 1)
USIM 15 SUCI [Wfi# 551k (SIDF) HgdT—
W, TCELEZORE UDM sy TR 5 4
GUTI TGiE By, 48 N 3 1 5 BRI T

(AMF, access and mobility management function)

Eph.public
key of UE

2>Key
derivation

i) FHL A Identity Request 153K #7 FHIAEEM
B 2 M 45w e B Identity Request & i%
Null-Scheme [fJ SUCI, BIASN# ) SUPL: Hi AMF
F1 UL E R IETHLI 5G-GUTIL; SUCK A4 B
V2T AR IV [ o 2 £ 1 n % J5 %€ (ECIES,
elliptic curve integrate encrypt scheme) ¥, iz
R AT LIRSS B Ok B %, ERETECRH
Null-Scheme-.

5G AU ST, W AP 5K SUPT N
%R SUCK & Nserl, B SMES T H PR
S SUPL 7675 AL RE . (el 7 A& 8 rhuf LA
B BIRE PN, R e 2wl A= 1K) 2 41 Eph.
public key FIFA%H Eph. private key, 534 —Xfi&ia
B 2 A, 2 S A R 4 A7 A ) 2 B [
SEAFTIAE USIM 1, W A7 A7 i s A= 1)
N CH & IR LT 48D, I P25 BH R A
B thZens (BCC) kb, K 8 4yt UE Il
¥ SUPL N A SUCT [ 75 5, 1 56 2 i A 1l ) A
P MR AP G, RS X Ik N2
(1] i 4 % 4H Eph.shared key, Bl J5 95 PLIR A H 0
(W2, DS RAINT SUPL JEATRIFR N 15
2 SUCT 1MARA L0 BT A A IS AT 58 5
PEOR, & Bam B A . P s 28 K HY
R JEL AL 28 3 A ) A B L SUCT FH & i 24045
EVIIENSW

Pl 8 Ay o4 23 o) 24 i S A7 REAT B0 UE K 7 56
MR £ R FHAAEH (private key of HN) 5 & i i &

Cipher-text MAC-tag
value value

> 6>Symm§tric | » ?;1\(/}&?1
encryption (verif)

A

Y

=

A

1>Key
agreement

A

Private
key of HN

Eph. Eph. Eph. Plain-text Eph.
shared key shared key dec key block mac key

—»{ 3>MSB

A

| 4>LSB

P 7 0 28 0 R 6 IE
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NEEEE%: BahlE MERUAIESR A <11 -

L% (Eph.public key of UE) 414 i
Eph.shared key, K54 IR H 32 %59 master
keyo fHIXHL 5% 0% SUPL FA AN, 1% 25
SER TR PHIRARAT B AT I L e B ARG,
TR G Moy # B0, WP BRI 38 Uk vk it
HEYEubd e, At PR ES M EE R
2 48— H i B (UDM, unified data management)
/G, UDM Fii§ H] SIDF (Subscription identifier
de-concealing function) M JCK: SUCT fift %13 2
SUPL. £ oK, %O MR TFHUR ST 0% —
SO W (1) AU 5 R IR, H R4S
R TFHL, F-Hlm USIM 56 9 260t A 1%
BERLE R ELAR o

P27 5T LA 38 3 96 Uk 4% 25 43 2] SUPL
(18] 5 St AR AW [0 s S0 R R R A i
W 2 R T R — S i, B B Hh Ze ) 24—
3 (Curve25519™% 55 secp256r1P%) . T 254 2 [
(R e I th 2 b ifrbn i afeik, ZumAAt- Mg
NEH=MZ8 FAH- 2 2050, IXFEAER FH P R
PREHA B X o
43 5G ZZENR ML

BARTTE 3GPP FRUEM) 5G 75 FH 99 28 i A8
E, HEOCEAMIN NI 5G PRt
A PERFFER Y, Basin S50 M R SQS6AE TR
50T 5G AKA 532, FRUE B EMSOR RE i A2 B
BRI T %A Hbro &WMIIEERM, 5G Wil st
Z AW SCHE R e A Jm bk . X EERINLS SG Ak T
K71, 5 LTE KEANE, — Bl e X,

Eph.
public key
A

1>Eph key pair 3>Key
generation derivation

Y

SR A BRI R 2 B RSN R AR
PSR e AR 1, 2 AN D IEAE PR
5G WFFT, R bR AELH 2370 G 5 TS I P A
VA7 RIS

SV A 4 BRI S R AR kg 4% M 3GPP
T 5G W%, 5G AR A BAT H I
(Rl IRESRARERITA IS w o — Bl A e
H I BRI SIM - H R AR [ 3275 1 1 2 81
BOEF . AR, P A B B O
T AR SE AR R DL, AR AERL E A 4
T AR B R A VR S . X —ILRAE 5G M4
ARGk S I, —LGIa R A S IR B PT
i 5G LAaYihe, Ji—Jiif, 5G APt
(PKI, public key infrastructure) S it 11K 22 5 5K
g I AS B T 3GPP (RGP, pbak, sk
] 2% BRI R A 1 A [ 5 Bls 8 v e 45,
I, ABERCR AR S 5G A Ref vl fe itk
/o BT SIM -RANSS Ay AT [ SR 1B X 1R #2 3))
E AL A HEGESS, D UE AZE R A 2 i
EHE: OWIHHRH LA e et 2 PHEUE 5 (132 5 7
PN Z%, A0 I AR T 2 36 00 R R A
G JE R @ R VXM s S B, Bk
XEIE T AR BRI, BARIX SR 3K
5G MZ L. 5G 2R 4RI @,
WIRA R 2 an B 9 7 1K) USIM. $2 43 iR 45 194
4, W Gk ARZ R, Xk 5G
W SO AL % IMST/SUPT (I AT AR AFAE -

FIHT, 3GPP & A BIfi 1) 7] i1 . GUTI S8

Cipher-text MAC-tag
value value

A

| 6>Symmetric 7>MAC
encryption function

A A

Eph. Eph. Eph.master Eph. Plain-text Eph.
private key shared key shared key enc key block mac key

2>Key
agreement

Private
key of HN

A

4>MSB

- 5>LSB

Final output=Eph.public key||Ciphertext| MAC tag[|lany other parameter]

8 LN SUCT AR %
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(A AAMREYE R, X IS E i AT . &
PR ML, GUTL HARZIG R G, (Han g
IR TR BRAFEANAR ) i s o R AT s B
7 — BEIIR) PN (A7 B R B e 5 — A it o) Do 4%
4 SUCT R ARAMAEE RS o 24 FHLLENCE
P 4800 2 325 1) B O AR T SR I, 75 22 [H] & SUCT
FHUEAARERF X ORI ) SUCT #RAZEBEN) . BENL
(1o AE PR SESRGA 0] LA 2R FHLR % SUCH, iX
S FECEHLAE MRS KK DoS BitiaE .

5 FH—i\EFAR

EUAEMIEGE RET, FEWLMZEAEAN
ZAPIELE, 1M 5G MR L e NS L LY
5z mafE, Kk 5G 52 SC R 2 R4 (1)
N, WG 2R JRiddk 9 4% (WLAN, wireless local area
networks ). LTE. [#i] 7€ M %, 5G NR. )M (10T,
Internet of things). RN FEBEMEE, AR
(1) 1% 28 B A IR NSRS [A], - DR AT AN [R] 1) 22
AT RFENNIENLE . B, BT SR Res
BRI, — NP AR 2 A%, 1M
— AN AR AT BERIIN SCRF 2 AR AT, ALkl
5A] BE T A — N AR AN RN T U A AT
PIge, 80 FH P A AN R 2 b AT [/l — Ik 5%
I, EESR A AT PRI IE AR R 28 I S 1 A
MARAF I I P R IRk, 5G W48 75 2
NG A UEAE BE R R A AN [F] 14 N A UE TS
1, BEAME B XA ) (48 A E 7 A A 254X
WIEWR, a0 BRSO e Al . B R
PRAE, DA iy 28 i 0 S 4 I 5% () 2E AT 1) 48 16T (1)
GANUEEE, A I i BE A O [F] — b 25 71 B 46
2 i 5 5 e N T 3 BE 8 SR AT I S I 55
ESVSALER

Z RN DLIR T RSB R & R
T ZE S, BIMEE R — 2R T e 45 B RE )t n] e 2
SRR AT S M e A BRI TR, TR
AR JUAE S UK AT SR R T AN
FRAE B REFE I, AL TR &, FHLIY
TR BEIEAWTGE, O el A2 i
ARHWITFERE S . 75 5G N s, TR
JIER B T BERCAH SIM/USIM K, JHHA—&
FARRES), AR WA SIM/USIM |, H

S bR iR AT REZ TP ik, MAC ()i i #5561
Mk B UETRAE: AT e R S £ i B
P WA R E IR 22 A7t B 3 B VRS IR
FEUE, Bk, 5G M EE AN g1 S e
ARG, WY SR ARIAE T L AR
FEUEFN S AR IR
[y R IAIEF (EAP, extensible authentication

protocol) WIFHESLFE RFC 3748 g (PO, &g
A5G S8 NEFRINEIETT 22—, EAP ML
HESRJE—Fh S 2 P AIE 5 ) = D7 A UERESE,
At B e 2 BN R B s, 0 S AURT 5 B B R

(EAP-AKA). L% 8] (EAP-PSKD. L)z
%4 (EAP-TLS) 4. {E 3GPP HHIPTE X1 5G
W 2% ZE ke b, AR il 45 #s D) e C AUSF,
authentication server function) Fl1AAIESEAE & Al
4P D) e C ARPF, repository and processing
function) P 7T 1] 58 % 48 EAP HESL R (1A IE ik
e85 Uife, HNEH IR AMF M T W] 58 B
A F 2 S I 6E, 5G 48— UEHESL
meE 9 s

—_— \
----- > S
- PN >
) - >
R BN BIIRE TAUEAR 5545
-
- R/ g
EPS HBEK

9 HIlEHESE

3GPP 75 R15 B B[ 3CRS TR 33,8998 H i ik
T EAP HERFME 5G 45— iAIFHESR &k )5 %,
HESEIE FH AT R [ 7 AATAn] —Fl 3GPP $2
ANHA (41 2G/3G/4G) F1dE 3GPP #AFA (U
WIMAX, Wi-Fi) #HT#ANERGNIE. HHT, EAP
YN IE 7 ¥ EAP-TLS . EAP-SIM .
EAP-MD5 207, 75 5G 45 INiFHEZEh, & Ffz
ANJTARIIAI/E EAP HESE NN 5G 0. H -
i WLAN AR EAP-AKA'WMY, A
232 NI AR 1 IEEE 802.1x tAilF, 5G NR A
IR 5G-AKA AE. AR T AR, (H
AN H IR AT S AMF Al
AUSF/ARPF &M IAGERSS, XHEH P AE A [F) 42
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NEEEE%: BahlE MERUAIESR A < 13-

N TRIHEAT T2 )30 1 ] B o

5G WZE IR e A R 5 LIAT IR A 3l W9 28 1) 42
EURINRK, FIAGE—INEHESEA L GE P
EE T R RS E A, WK 5G W&
BB S5 16 P IRAAEST R IR S i A, ARk
MBI T 5G HInT g Rk .

6 NREMBALLE

AR SR B SEBLEAT 4, JF
XA T BEAT XS L AT, Wik 1 Ps. &1
BATIMAGE—DAEHLH], RO &8 — D IENL ]2
TS REREIR, B BAT B A IS
175 %

7 HERIE

ERXtes 5 AR s s, 3GPP & X T 3 Mx
HERCA (R14-R16) SERbEAL TAE, JFT 2017 4F
JEEAT T 55— 5G LB M AR HERRAS (5G
NR NSA), BefZHeilnia B mmAamaEsk, 4k
i, 3GPP X 2018 4 6 H &A1 5G Hr 4l
IARHERRA (5G NR SA), #E—b i £iay
FIRIALM F5 3K o Tl R16, 3GPP HHT T £ A
(PG5, Al 5G BEAFHU L 1TU e LI =K%
SR

5G %BGNAEHLHI L 7E RIS FRAS H B
HS—IANENLENIE G R E R16 A 4k 22 B
fiflo IS ARPIINE R, SG A4 T A
IMSI Mk &5 [ ) 8, O P T Bk 34 A A% 0 M 1
TG, KR$ER THA 5G WM& 24
PEo REAREIR 53, 188 LR HE 5G MW

ZEIT T RE T AR AR 5 IR RS 2 VA A, B
FUA T SGARI GEREPE, A& B A
AR 3GPP bRdET TR MHLEL. 5 4b,
G —INUENLEIE A FE 2%, BTN &I
BB, e D HE M 5G W41 %
AxE o ARR I W 2% S AR N 12 51 55 in 25 A
IEFER RN, MR, 2oty m KR,
DL SR E . FH P B AR OR . P8 22 4 1Y)
aoke BEAh, BT EAHLE T KAk 2 A A
P, MM EESHRE 2 2B E S XEE, B
R 5G PFTRH S EE (i SNOW, ZUC,
AES %) Hui¥AfEfE 2 atEn i, HE5 5G
¥ 5G HARME R R, BEIT N G N R
TIUFHEE AR R, FIBENELN R T Z4e
PE, T PRIEAS 3138 15 9 % BCAUE L ) 2242
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