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Abstract: In the future virtual environment of 5G core network, the general X86 servers make the attackers exploit
vulnerabilities more easily, the substrate network is infected with and spreads the virus more easily, and the problem
of single physical node failed will affect the service performance of the network slice seriously. Based on the exist-
ing node backup and remapping solutions, considering the impact of security constraints among nodes on network
security performance, a security parameter evaluation model of virtual nodes and physical nodes were proposed in
the network slicing, and the security constraint relationship was established between the virtual nodes and the phys-
ical nodes. Then backup virtual nodes were selected based on the security parameters evaluation model, and backup
mapping methods were designed. Finally, the node remapping mechanism was designed with satisfying the require-
ment of network delay. Experiments show that the proposed method can significantly improve network intrusion
tolerance with satisfying the requirements of network slicing service performance.
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