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Malware prediction technique based on program gene
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Abstract: With the development of Internet technology, malicious programs have risen explosively. In the face of
executable files without source, the current mainstream malware detection uses feature detection based on similarity,
with lack of analysis of malicious sources. To resolve this status, the definition of program gene was raised, a gener-
ic method of extracting program gene was designed, and a malicious program prediction method was proposed
based on program gene. Utilizing machine learning and deep-learning algorithms, the forecasting system has good
prediction ability, with the accuracy rate of 99.3% in the deep-learning model, which validates the role of program
gene theory in the field of malicious program analysis.
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