554557 W W2 L A5 e A2 Vol4 No.7
2018 £ 7 H Chinese Journal of Network and Information Security July 2018

M [5) SDN B9 31 B #RBE B AR Rt R

W& ka2 R A 2
(. G B TR0 TREABE, R BN 450001;
2. WA B AT SRS, W A 450001)

8 B R ORI T ISR RG2S, B P R R M s TR I Ss, B s ares. R
Pl REE ;s sl HARBi RSO F A — AN AW AR I (0 AT LA = 48 RS LA AR e Ik, 7R R
ALE s e AT P D £ S N LA S, BRI R ) B BRI AR 1 e R A 45 TRk SE R R AN
WL 156, N T A USRI 2 B ARB i 0 FE AL S, BERS T 3 pk e 4 Bl it 22 4>
i, IR T TH 17 SDN (A58 HARDI A SEINAE AL, FLk, 435I SDN i 2. &l 2RI 590 T8
HHRPIAE AR % )G, B4 T A SDN S0 BTG Pk, XM SDN 3 H #rBiH R &
JEJT AT T e

FEEIR: WA WS BE HAREiE; Al A REPLME

RESZES: TP393

MEkFRIRAS: A

doi: 10.11959/j.issn.2096-109x.2018061

Research progress on moving target defense for SDN

TAN Jinglei'*, ZHANG Honggi', LEI Cheng'?, LIU Xiaohu', WANG Shuo'

1. School of Cryptography Engineering, Information Engineering University, Zhengzhou 450001, China
2. Henan Provincial Key Laboratory of Information Security, Zhengzhou 450001, China

Abstract: Software-defined network is based on flexible and open standards, which manages network functions and
services by the control layer. And it has the unique advantages of control-separation and centralized control. The
moving target defense technology is dedicated to build an ever-changing environment to increase the uncertainty of
the network system, which requires a flexible and customizable, centralized and controllable network architecture to
implement it. Therefore, the combination of moving target defense and software-defined network have become a
more valuable research hotspot. Firstly, the basic concepts of software-defined network and moving target defense
were introduced, the security threats of software-defined network was summarized, and the realization model of
moving target defense for SDN network was described. Secondly, the technical methods for moving target defense
were summarized respectively form the data layer, control layer and application layer of the SDN. Finally, summing
up the challenges of existing SDN dynamic defense, and looking forward to the development direction of moving
target defense technologies for the SDN.
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