55455 5 W W2 L A5 e A2 Vol4 No.5
2018 4E 5 H Chinese Journal of Network and Information Security May 2018

Z 57 FaFA GAN B E R {ER B& R iE BT &

3eme 2, AP R, HmEE R, A2
Q. KN HEE G PR, fgd #aM 3501165
2. M RGiE B AmEE SR E KR =, M mM 3501160

¥ OZE. 7 AENENES R GAN BREEEBY BRI 7. 107 B T T LAl 2 5 B AR [R) A A 1
AN A FEHE, I A TR B HLIEE R, R BB B X R 1 PR e, kAR
REREE BN 5 G o 76 Mnist A1 Cifar10 £l R FXT P2 kAT T KR IIE, 4R KW, 7EG BB
HN 520 BB 2028 GAN M HE, B M4 48 (CNND 23 2RBERT RIR 81 1%~4%, T34 231 (inception
scores) $#&J} 0.6~1.2.

FHEIR: ARG EARFARY: BB FE NI E

HESHES: TP309

MERFRIRAD: A

doi: 10.11959/j.issn.2096-109x.2018041

Adaptive selection method of differential privacy
GAN gradient clipping thresholds

GUO Peng'?, ZHONG Shangping'?, CHEN Kaizhi'*, CHENG Hang'?

1. College of Mathematics and Computer Science, Fuzhou University, Fuzhou 350116, China
2. Network System Information Security Fujian Provincial University Key Laboratory, Fuzhou 350116, China

Abstract: A method of adaptive selection of differential privacy GAN gradient clipping threshold was proposed.
The method assumes that a small portion of public data that is identically distributed with the private data can be
accessed, a batch of data is randomly selected from the public data, a clipping threshold is set as an average gradient
norm of the batch of data, and the above operations are iterated until the network converges. The method was veri-
fied on the Mnist and Cifar10 data sets. The results show that under a reasonable privacy budget, the accuracy of
CNN classifiers is improved by 1%~4% compared with the differential privacy auxiliary classifier GAN, inception
scores increased by 0.6~1.2.
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KEEFATIE . JF H, B8 IR H] A& Yk I
BB G, RIBBATE N CNN 732K
RECRAMRNIETE, KR B R FA RS
TEIL T ACGAN £ R BRI 215 21 7 S a1 1
.

4.2.3  Mnist 3% &A= Cifar10 £4% & 69 0 45 bt

Salimans 25" 1144 F] Inception Scores i
#r GAN Al e . A ds G 1) Inception
Scores JE XA

$(G) = exp(E, ., KL(Pr(y [ x) || Pr(y))  (10)

K, x JE G AERIIFEG: Pr(yx) 23Tl Zem
T x bR%E y I AT B I3 An, Wk x
ST L SEREGIARABLR . TIHHER Pr(ylox) IR A2 /N
Pr(y) = Pr(yjx = G(z)dz) 2 y (M350, Wk G
RERS A2 2 REPEREB, TR Pr(y) I /& K11
PR, B & 2 AN AT KL (25, s(G)PTLAYT
it A S 1) JoT B R 2 A

% 1 45T Mnist A1 Cifar10 2odi 5570 )11 25
() DPACGAN, /5 DPACGAN [f2E il $dis
Inception Scores, J HAENXTEL, A4 H A
HdE, ACGAN ZERBdi!" ) Inception Scores.
AHERIN, Bk G DPACGAN 2B iy B 14 L sk
AR e iy, IR JRUUAEE 71 ACGAN ZE %
ACTIND A
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555 39 JOMSEE: 220K GAN BARES BT B A 538 PLIE ROV < 19-

*1 BELHIRANE FEHE R Inception Scores
ik A Hi (£,9) Vi
FLLHR 60 000 — 9.96+0.03
ACGAN 7 sl it 60 000 — 6.5910.03
Mnist
DPACGAN et 60 000 (4,107%) 9.04+0.03
AR S5 R 60 000 (4,107) 7.76%0.03
S H A 50 000 — 11.2440.12
ACGAN ZE 54 50 000 — 8.2540.07
Cifarl10
DPACGAN “E i 50 000 (8,107) 6.6810.06
ATV B 50 000 (8,107) 7.25+0.07

424 HHTEL

H1 CNN 14325 H#E6f % F1 Inception Scores ]
PO 2 AhrE, W] LURBLEGE JE 1K) DPACGAN 1
RedeTt, ACEEH T8 5%, B
(1) G T B N 2 R BT o 3K PR 5 I i
7 328 HC PR Ao 5 82 B 80 1 B el B SRR R AN I 5 |
TR IEARA, Ao T BUBL EE )k /N, A
23 FHELFEM IS BEOK - A 22 5y B Rh LAk F
AR P2 BY A /N R A BB L () B, T
Jngg U R R

c= f21n[£]£ 1n
o ) &

AR PR /ANATBUR AR G . 24 A I B I
B L BAELIN , B AN 23 DA DA el /i 3 B0 25 21
AR SRR, INZRikA Qe Bl b, A2 &
BRI PEREARG, AN R I Ky S g 5
MR, MEFEAINE Z, USRS H SR 2
A, AR T M A A

5 ZERiE

AL &4 DPACGAN FIER & 45 b i 1 1&
I3 H PRI R AN P 5 o B B LA R AN o
DR] kg A BT B 10 8% AN () J2 ) 6 S AH 22 AR K,
SRy, BRREAEFRSROCE, W [ AN 3 A
WETT LARS b BRI /N 3O 4 SR G 2208, T
DA S o F 0o K 5 BUBUR 3 =, AR B
AR AR . AR SO SEEG VA, St S 1)
DPACGAN it T DPACGAN & % f) &1 44 4
e LG, T s o A AT S5 i PR RE SE AR,

G 5T R 2 AR BE A

REPARLTARATIRZE T Z KL T N
o Bl ASCSERHGE R A T R B
ARTIORT HA T S o B 82 (Uil 5 BT 55D
SEAHARHRABITTI o
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