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Secure deployment strategy of virtual machines
based on operating system diversity
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(National Digital Switching Engineering & Technological R&D Center, Zhengzhou 450002, China)

Abstract: The resource-sharing model for cloud computing raises many security issues, such as co-resident of vir-
tual machines, while greatly improving resource utilization. In particular, when a user adopts a single operating sys-
tem, an attacker can steal privacy and data by compromising the user's entire virtual machine at a smaller cost. In
view of this security threat, a strategy for the security deployment of virtual machine based on operating system di-
versity was presented. This method firstly recommended an operating system configuration options for users apply-
ing for virtual machines with the highest degree in diversity, and then through the secure deployment strategy, max-
imized the effect of diversity, thus making the attacker pay more cost. The experimental results show that compared
with the method of single operating system, this method can reduce the attack efficiency by 33.46% at least.
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