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Analysis model of binary code security flaws
based on structure characteristics

XU Tuan, QU Lei-lei, SHI Wen-chang
(School of Information, Renmin University of China, Beijing 100872, China)

Abstract: Aiming at the shortcomings of the existing methods to detect the security flaws that have complex struc-
tures, a new analysis model and its application method was proposed. First, analysis models based on key informa-
tion of code structures extracted from path subsets of characteristic element sets that are generated by source code
element sets of code security flaws were constructed. Then the analysis model according to the statistical probability
of each kind of IR statement was calculated, and the IR code group which matched the feature model was found. Fi-
nally, through the translating relation between binary codes and IR codes, various code security flaws of binary pro-
gram were found out. The analysis models can be applied to both common single-process binary programs and bi-
nary parallel programs. Experimental results show that compared with the existing methods, the application of the
analysis model can be more comprehensive and in-depth in detecting various types of complex binary code security
flaws with higher accuracy.
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AT R RIS o FEHEMNRFE 7 a0 1 o,

B~B; 73 AL 1-3 MR SE, Horp
BE 1L 2 RGP AESE A A . BE 13 SRR UL
9 AR [R50 . Holzmann 78345
FH 4 680 ZIXIFIESC “The Model Checker SPIN” 1]
e AE 1L 2, H AL 2 2 A 1 B IE
575, Bang S57E 13 “Comments on ‘The Model
Checker SPIN”” Ui st g FEAC 3 ACSR! K
WL 2 IERMBRTE g o5, T RS HENE 1
[P IERf S IS ——k 3.

#=1 BENRIZ
IR I ik Bk
B, ik S A AE
B, LA S A AE
B; i3 x

ISR Bi~Bs IR, A AT LA R 56 Uk
RSN F 7 VAR DI REFIAL £, 1T HL B 8% HERf Hh s
WEAZITVEIA R, R OFE 1~3 2
NS RMFPL S, AF Bi~Bs 1 RS 45
MR, HARCKIIRIIAMER ;. @By By %
G ARG 22 A i Fa 7 S 2R AR 544,
A RAT T A R () R0l M B2 RS D HE B2 s BB ~Bs
(AR Z AL, A By th A7 AE 2> kIS 4l
5 By By B AR B AT AR A A &
F, BT LA By TR AR A2 fl 6% A7 200 AR B0 A5 25 1
F 7 5 AR 22 A BB R B 1, WIS IE %y
VAT RE RS AT b G Rl 45 S ) SRR R 4
@B ~B; M PAT LR M S s, 25774258
G2 A TT LA A R IR 5%

SEEG A, THEHUEERC E A Intel Core 2 Duo
(CPU 2.4 GHz). 2 GB WA? % 4 MB 25547, 3
Y &% Ubuntu Linux 14.04 (4.4 HWE kernel),
ROF S IH K X86/Linux. F/7/0 4 TH VTS
Valgrind A 3.12.0, Linux C J4CHS N F GCC
5.3 G RERIFERA
4.1 FETNEEFNL SIGIE

PG LB R FH 7V Bi~Bs H3a g4
HIURID 2 A . MRS HW R By A By 4y
BAFAESEA S AR 22 AR B )1+ 225 WIER 2
3 3 PR 4 Bi~Bs MBI APATIERERT 501, 1%
RIS FEBAT A Bi~B; PR [ 5 4 41
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L I 1515 8 %A AR

034

*2 X PHERES
Motk FRe
0804872B mov ds:r_want,1
08048761 mov eax, state
08048766 cmp eax, |
08048769 jz shortloc_8048777
08048813 mov ds:r_want,0
08048826 mov state, 1
08048735 mov state, 0
080487FE move ax, ds:r_want
08048803 test eax, eax
08048805 jz  shortloc_8048848
0804881D mov eax, state
08048822 test eax, eax
08048824 jnz  shortloc_804883C
=3 2 PHLERIES
Hhik e
0804872B mov ds:r_want, 1
08048761 mov eax, state
08048766 cmp eax, 1
08048769 jz shortloc_8048777
08048813 mov ds:r_want,0
0804883E moyv state, 1
08048735 mov state, 0
080487FE move ax, ds:r_ want
08048803 test eax, eax
08048805 jz  shortloc_8048860
08048835 mov eax, state
0804883A test eax, eax
0804883C jnz  shortloc_8048854

SRJE ASCHR[13,14] P (M IERG 458 5 LR
G5 REAT XL 0 M, A5 SR N ] 7 3 Rt
Reaibh, AMAERRMIEIR. B, &%77%
() Dy BEFHAI K15 214 T RIE
4.2 FEAMIERIE

Helgrind" A1 DRDU 2 g 3k 2 75 7 20 4
IR BGA T, REREAT RS I L 22 Fh S B ) 2
R4 R . BT Helgrind 1 DRD 437 W H T
B _EBIAT ) 22 Pl FTRE N 732, B AR e 41
X B~Bs [RIAGIN £5 5T LA b P AT AR 2N F 7
TR R

SR L 2017 4 6 H OB kA I Helgrind
H1DRD %t Bi~Bs filll, BATTAE 56 ksl J5 43 50l 45
HXF 2 AR AT R . b Helgrind XF B,y
HHr want %5 W1 3 frzs, DRD % B; H state

(0x0804a048) &Ikl 4 fivn. Sk,

Helgrind F1 DRD (15l 45 R )04 T By F1 B, H?
eGSR IR e A b, eI A4
G R . MR Helgrind A1 DRD (1460 25
RO UGNV g5 10 A LU E b BRI 7
ks KAL) U7 AT AT R s T e R AT
TP, BES At A 7 VM LU I 446 5 %
(P ACRS 22 A b, FA S A AR (R A I fig
73, JF HHAG IS5 R R A e A . AR
TN FH 7 A A B8 0E

by thread 3 at 0x6804a048 size 4
erver (in /home/success/Binary/Multithread)
d

b; ©x4063F6F: start_thread (pthread_create.c:312)
by ©x416670D: clone (clone.S:129)
Allocation context: Data section of /home/success/Binary/Multithread

Kl 4 DRD X} By “state” (1)

BT LA ISR AR IR A5 AT R, 3BT
AT LAY TR 2R R e AR 22 A ik
R Re, HALEfE ST DO P A I 3l
AR 2 AR B A TR 0 IR SCRE BT R E b,
AT R R AL G540 S A% A 22 A B B R
BRI SR H R T LA 2 AR 224 ik
B TR s P PN R EAS S

5 #HRIE

N ST S Ry B2 1) — RS 22 4 B 1)
ARSI, AL ek AR 2 AR 1Y) 7
BB, i RS 22 AR K MR,
FFHCHE 7> IR TR R N DB, 25 R 20 A A 2R 1 B
FT7 e o e IR B TR ARAD K SCHERAAE, HhB
Forp ik fE &, AR BRI 22 A BB K 7 B
B, ARG TR VTS SR HERIFR P IR 4
Irigiete s, FETHRREN MG R HE
FLITIALE, ARARHI IR ARSI EE ) IR
PATIRAR, A R E R IR AU A, il
iof TR AR5 R A4 R e 4 £ JEL » G HH 3k
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VRBIAE: BT SRR L IR AR 2 A e *39-

TR v ARG 22 A2 B b

SR RAW], AT AR SRR SRR 2
P, NS AR T DUAGT I HE BAT 5 32 0 LA A B
(K12 REGH SR ) — BEHIACRS 2 4B, Ak
Rl AN RF SR/ AN P AU A I £ L M i 1
RHFER?, O ER 7RI 4 R R, AT
B TR . AR R ) AN TR AT
Her s IR S A RRE e 23 A 5 R SE 22
Ao RN, o BT R R A Rt N ] BT
A AN TR — HERI AT RE R, i ABE ) 2% A0
IATRGN AR, LA IZ N TS
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