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Abstract: Firstly, the differences and linear masks propagation equations of ARX ciphers were established. Second-
ly, the propagation equations were solved by SAT solver and judged valid or not. Finally, differences and linear
masks were traversed to search impossible differentials and zero-correlation linear hulls automatically. The proposed
algorithm was applied to TEA, XTEA and SIMON family block ciphers. The optimal impossible differentials and
zero-correlation linear hulls for TEA, XTEA and SIMON family block ciphers were proposed. Moreover, with DDT
and LAT, the algorithm can also be applied to search the impossible differentials and zero-correlation linear hulls of
S-box based block ciphers.
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HhE: BaHR ARX B AT REZE 5 5 ARG I ©59 -

BRASRFSHEH, JEIE I 95 28k 2 K K
Blo BHAICLANE M7 1 Bogdanov 2515 — 1k
P T o B . I, T
AAFT 2 % N %) CLEFIAPY, LBlock!" 1
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Irge CEMICEMEMM) MR R %Y, 44
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U, WA R A R K 2 AT RE 2 L E
ML M B B,

L R AFF 5 R R T A A VL (miss-in-
the-middle) 4 ZRANT g 2550 L FAH KL P A0
2003 4F, Kim Z R TR AR AT g2
I J7i5, OIS TR AW
SR BB A2 B . 2009 48, Luo 25 i
SOt g AR P RAN T B2 4y 77— UID
Jiiki. UID Jrikd T 59— AR I A 1T fig 2 43 1)
SE ST . 2012 4F, Wu 2SR T Ak i
AR RATT e 5> TTiE——WW 775 WW Jf
Pl R B I N R ARG AR TR, T A
SRR LM 7R LG 3 SR A A et R s AT
REZE 7y, o W I 75 2540 N 22 0 A Bk %
I ER r AT REZE Y. T ik, UID
UL WW T AN RERE AT A 20 i 22 7y 4600 &7
IEH LB F AL TR, Rk, X 3 ROy
VAT TH R ARX Z5K9 70 41 350 i AN W] R
FEGY

ARX i B R4 R S 2 5 (ad dition)
TRIREALIZ S (rotation) FIREIZS (XOR) 41
J% . Lipmaa 208 Hy 36 B 1) 55 v 5 22 20
fEAH 2 0 B niE 510 22 e AR IR AR 2R, IR &
AR DM R 1 Sl B IE 5 AL 3% 41
Wallen! 45 25 1k 5 1 20 5 5 13 55 1R M o6 &
Bt OTRE, IR MR MRS LI 1 S
iz F AL R 44T . 454 Lipmaa F1 Wallén $i
TR, GBI A IE ARX o) 4L 2 4y
VAL T RE, R SRR A 1 77 vE S A B ik
R ARX 45 H6 23 4 55 R (4 AR 1) RE 25 23 A AT
LR AL

ASCRIFH SAT/SMT sKfss, Jlit k7% 5

KEEPEREROAE G T RS, AR ARX &85
BN R ANTT BEZE 0 S AR R ML . 45 S
£ 1R,

F1 RMAFFARES REEXLEACRE

Eikds AT REZ Sy e 2 iiIPSSqearikal

TEA 15 15

XTEA 15 15
SIMON32 11 11
SIMON48 12 12
SIMONG64 13 13
SIMON96 16 16
SIMON128 19 19

2 E5. SRR EEE

ARX 4 7y 21 3 8 R BB SRR s 5T
TEABALIBE . B M ST . 220 o2k
PEHE RS 20 1 25 B A (10 A% 4k wT DL L 5 FE 1K 8 X

RN
2.1 #®MmizE
EX1 x,y,zeF,z=(x+y)mod2", Hr,

a, B,y SIINARIR x, p, 2 2200 AL, 24 A2
eq(a<<,f<<l,y<<DA(a@pDyD f<<1))=0
€]
I, ZEOMRHE o, p 2 BN SEAL G 2 o 1)1 5
e
R(ayﬁ — y) — 2fwt(—|eq(a,/)’,y)/\mask(n—l)) (2)

157 )
P(a,pr—7)=0 3)

o
eq(x,,2) =(x @ y) A (—x D 2) “)
wt(x) R~ x P E 5, mask(n) % 7~ nbit #

ih .
EX 2 x,y,zeF',z=(x+y)mod2", I

U0, T RIR x, y, z PR, 2 PEAH ¢ R
A
C(1,0,0) =15, Ly (FDHEED 27 (5)
S, 1, G, = (0 F() | x < B R
z=M (u®v®w) (6)
Mn(JC)=(X"72@"'@XO,-“,)CIC'B)CO,XO,O) (7)
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22 BRIABALEE
EX3 x,yeF',reN,y=x<<<r, Ht,
a, B RN x,y B 2250 FRAE, W) 22 93 4% 3 1t
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w0 T3 RIS x, y A HERS, Wt AH O R ECH
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2.3 RYUZH

EXS5 x,y,zeF,z=x®y, L, o,p,y
IR x, y, 2 (N ZE0M AR, W22 A5 R N
1, y=a®p

10
0, b (10)

R(a,ﬁHV)={

EX 6 x,y,zeF,z=x®y, L, w0
FINERIR x, y,z FERPERERD, DI ZR P AH ¢ R ECN

C(u,v,w)z{lj pobv=e (11)

0, At
24 HXEE
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2.5 Z SIMON # &
EX M F(x)=((x <<< a) A (x <<< b)) ®
(x<<<c), ged(na-by=1, Ho, n k3L,
a,b,c NMIEABALHEL, Ha>bo 2 a,p 0N
F(x) PG 2200 R, 4

vaibits = (o <<< a) v (o <<< b) (14)

doublebits = (o <<< b) A a <<< a A (a <<< (2a — b))

15)
y=p®D(a<<<c) (16)

W22 AT A R
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(17
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A, 4
U, ={x| f(x <<<(a—b)) ® ((Bx) >>> (a— b)) =0}
(18)
d=dimU, (19)

AL J7 AHKR R EA
27, p=2"-laeU,
C(a,p)=42"", a#2"-l,ac U; (20)
0 , Hbh

AL, TR R CY (a0, p) =0, M H.
DN St
(STBAIS"(B®A) Aa)=0 21
3 BEEZM
SUE B, c=E[(p), Hh, nForsdl
WAL, r R AR,k Ry
AU EH,  p FH ¢ 43 527 43 21 26 A Bl SO
o FE S x_y,x, 3RS A B, TS i R
NI ZE5Y CLRPEHERD), Horbx,, x, 435I F/REASC
RUESCEESYy (ERMERERD) . ARPEZESr. MHins
IR IAL RS, 193055 fo e 5y (LebEHEnD)
f& ¥ 5 FE x, =F(x,,) W A2 2 o 16 3% W%
P(x,_, = x,) =1 (EMHREHEAHCREC(x,_,x,) =1 ).
RIS i 56250y (LRPERERD) AR rRE, nTLAEN )
YW B, W r B2y CERVESRRD) A& 37 1
Sy (g, x, ) TR FEMERM A P(x, > x,) =1 (et
WA BB C(x,,x, ) = 1) FIF] SAT/SMT K
ARIAERE TR S, (xg,x,) » WERSKAR SR AEW IR 0]
ek 2 dfif, WIRHIZERE TR S, (x,,x,) 2
P(x, = x,) # 0 CRIEHEREIACRE C(x,,x,) =0 ),
[z MW (x,,x,) 2o A% B, 1—AT]
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HRMREN MR 61~

HTHE, LS R AL B, T - B

AT REZE 0 ARG L) o R THI 2 HE T~ SAT/SMT
SKRAFAR H SR R B HAA R .
1) WIS HL. AL B, %, -
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4) FUR A AERD B, | AT T AL AR T A
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for i JJj x, do
for i JJj x, do
step 1;
step 2;
step 3;
if S, (x,,x,) fEAEAAE ] then
break;
else
WK (xg,x,) N —HATREZ ) (B RN
)
ERAO 1
end if
end for
end for
o, FK stepl. step2. step3 A—4xif,
7 x, 5 x, IR S22 BE 2 22 s ilie 2 n X
THBCKIN, THEEHUARAE SR R . PR,
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o~
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| i X
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b % e "
et
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&1 TEA #1 XTEA %%t
I T S NS SO R 1 IS 2R

PERFIEAR, R FH 2200 DL R 2 MR 48 1ok 43 2 B 3 1
TEIRRRIIT 454 TEA M XTEA # B 4it),
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C(x,,x,) #0)o flMT r 57500 (RMEHERD) FL5E 77
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REVENT TEA F1 XTEA 7340 35 (148 2 45 B
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*z2 TEA #1 XTEA HEZBERER
NN TR
e
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