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Abstract: The current status of phishing scams were analyzed and the data sets and evaluation indicators commonly
used in phishing detection were summaried. On this basis, a detailed overview of the typical methods of phishing
detection was given, which included blacklist strategies, heuristic methods, visual matching methods, and methods

based on machine learning and natural language processing. The comparison and analysis of those methods were

given, and furtherly, the challenges and future trends of phishing detection were discussed.
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