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Secure efficient and verifiable large linear equations
solve outsourcing computing scheme

ZHANG Xing-lan, LIU Xiang
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Abstract: A secure, efficient and verifiable outsourcing computation scheme was proposed based on the current
problems of leaking users information and tampering with the calculating results, which were encountered while
solving large-scale linear equations in outsourcing computation. A new linear equation with similarity solutions was
constructed based on the constant transformation between random permutation and linear equations. It avoids the
problem that the current data camouflage scheme is easily attacked by solving common factor method. It also im-

proves the verification effciency and reduces the complexity of space. The performance analysis shows that the
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scheme is highly efficient.

Key words: outsourcing cloud computing, solving linear equations, verifiability

1 5|

A IR A BRI AT A R, T LI 4%
T BN AT S8 38 88 o5 A2 2 AT A2 A3
Xo BUEA—FHaREE. wk. IEEIR
G, IR BN AR BRI R AT AT T ) L
TSI UK G AR T AE KRR SR AR
RBOE S AR K PRS2 (BRI T, D28

jlll

S A MV S IR Al i VA REAT I R BT SAT:
AR T AR DT 5. AN TSR S ik
PR, R AR M TGV A B (R OR BT SRAT 45 ik
BRI 0, SRR 2 b R 38 S 4 R R (A
B bt o

SMETHEL AR HOR T 2 A, (BB —
Sb Al W R L e Y 7EAM
SR, SR Bt R A, T

Yk HER: 2017-02-13; 18EIHHEA: 2017-03-26. B@IE1EE: XI#E, liuxiang6196@]163.com

EE£WE: ERARBAEEHINE (No.61272044)

Foundation Item: The National Natural Science Foundation of China (No0.61272044)

00161-1



<2 W% 5 {5 B AR $3%

R Z VSRR SR Ul AN B, B2
(HEEAERT P SR UL AT 1, BRIk, O T ORe
R R 22 4, A L B 5 e 0 5 A ) X
B, it B P B RL et AT s ab 2T, H R,
g B & 77 XA EENH T =% 4
AL TE AT, 2 DR R A% e 1) U7 AR T
DASE I B4 B RL B AR 4, AR )N B L T =
Ui R OS2 B AT AT A A R SO A . DR,
H T 22 A AN T AR SR 2 25 R FL R J0OG T (1 40
Wz —.

MR AN AR T R R BRI
A Oy AR RN B 21 BT, 2001 4,
Atallah 55155 — VRIS T Bt o0 RURL 2
) 2 M TS, T —RAES
LM HE . A AR UL S AN R
FH ) BB N 2R AR o X e K O 2 4 AR AR
TE— R R T H - Bl B RA T, (HAT 4L
I R 1) A — 2 R ACER & A — A A SR
T MBEEE A HRIA R B R, aT DU
M2 Mk S WS iah, BARAE— e R L
SEILT 0 B B RA R, AR IR SEIN 2 ik
ST A AT IER MR AT SRR AE, M8k
HIR Al ARG, P IRANRE A R,
AR A G, PATIAALE 25028 B 1 s
TP . 2011 4E, Paymant ") %0 R 7] 25 b 25 77 %6
Wit T 3T LA =AMt BN, AR %
T3 ST R R RAEAR I Ry AR R IR
AN TT A SC K, TR I
HiE, SEOMERCREL, W T s T
2013 4, B AIURI Y 2R 3O 3 1 A M TS
T7 ST At TR I AME TS, (HiZ TR
FAAE 2 AR : 1) R REGEFEEAT 2 s kb2,
RIG RIE RIS, BAK TIs 8RR 2) fE2 1k
FERE I I AMO T SR R, TR 2 AN 0
I RIE RIS A b, ARG RS B A R
[ 32 P, XA N T OB A TERY, [
T AAETTFR . 2015 4E, Chen Z5TRIFEFI I %L
Pt Ay AR B () T A A A i T — AN TSR IE ) 41
AL, ARSI B B P NS 1
A, (RN R SRR I 5 BN A 1) AT N2k
PETTREA, 45 P it sk g, 2016 4, ZkEY

AL 50 % P 7 R B B LB BRI T 2
VOBAR ML T RRALAML T %, %07 AR IF
I T B AR (M4 AR, (HIF 3 MR
K AR T REARAT (3D MAAEALR
H, Moo R BRI R 7 Bt nT LUR 7 5
HBASCII R 5 4b, %07 ZERRER A 2R 5O
W 7RI RRALIAR,  E 45 FIE I i R AL
R O R L0 O ey R I L I A, XK
BN T SR T, AN U T L
AT BT

A SCAE L5 SCHR [8~14140 AR AS JE 1 At
b, SRITTUA Sfems R gt O s 1 AR, Sl
P78 RBOERE, G — AN R e v 5 R 4L B )
PR IR e E R AL o IXRE, BECRAE T B4R R B00
BRVIR A (0 22 AP, TR SCAR T it 1) 1 22 4
P HOBR A SO T %, i DO KBRS
(10 A B 2000 3R R 2 7 iy 48 R B6 IR TR0 o AR5 Y
TSR R 2 R R O B 1) SR A 4 1 T R
AN, JsRARLevE R AME T B4 T8
B,

2 HNEHERE

ASCHSE RSN AR 1 P, 2
MR RHRGSIRL, BN, R S R 2 S
X2 AT I AR

I—>
TR | ZHH
3R s
BT ||
B oM o
B FER I AR AR AL

s FIBCE AR 5 IR AIE X 2 AT T . AERE
BB, % A S R s, BERLAE R
mxt BENUEFE P, O FAHBE A, DL ¢ 4EbE
Bl R C. Wikl ERYLEHME, WA
TREA, SRR L, S R AL AR )
T ZAINEIBENLR B C Ah, BT . 4R
Jei s I FH 7 R 2L 17 A5 A 8 AR R 8 (1 T 3 A
WA R MEREAT AR, S N . LR SRR

00161-2



%56 1)

FRZEAF: AR AT U KR R AR M O R <3

BrBL B il I AR HOR A B e, R R
fift e AR I A BEALE, B T IR, [N
B s 5 R AL (Ve ) R B AL T RE2E (R LA 4%
b, BRI IERE .

RS aR i 2 IR A i 0 T2 B AT AR
RIPBRGR RS R WS TSR AR Z 5 AS
AMEESE. 2 i A I IR 55 4% LA Ay 3idt
IrRpsSE, A 2R e ST as R, Bk
PEJT AL 17 B

ARSI e PR RS 32 B2 oK B 2 (R B AT
Ny FBILHGE TBOR 25, B o sk
R AT R o SR R R 45 2 i B 2 1 T
M R BOERSA TR 254848, Hal e R
Bl Fe A BRI =07 . BER R R
S W AN 2 P R R PR BOE S AT R 2D R
5, WARERUEIEAN 28 T A ™ B B ah Eo i
SR R TR HEN . BLSEEAT . T ARIEDY
FM) e, AR P T SR R SR
R, D2t A2 LLR JUAN 5 T

1) IEAfPE: WER 2 M55 4 B 44 b LK AF
OB IERIAT, MIEGR[PIER - 2 IR HL
SE B 75 ) S i

2) Atk BB ASREM A S A K 3R
FEAT Jg R Bt (5 5L, AN BE TS G SR HED H )5
A5 REAR AOA R o

3) Rk AT, B e AR
ANT RSSO AR, R s /N T A SR A i
AT R L) TAR &

4) AR UETE: BENEXT AR 55 A% IR (M 45 2R 1 IE A
PEREATIOAUE . IR 2 BRI ANRE
M BAE (RO R SR DR (R o

3 RENEITERHIL

AR ML TSP BGE L A TSN Ze T R
2 Ax = B SRILAR 7] =

a,x, +a,x, +--+a,x, =b

ay X, +ayX, +---+a, x, =b,

a,x, +a,x, +--+a,x =b,

\
/
H

a, a, a, b,

A=) A s, B|

a, a, - a, b,
HERFERE

3.1 EfmEAERIER
ARG N A BELE e e 50 LS,
BE ML # pR 5 2 TT LA RS PR AT 20RO

F 2 ~-n]
= (1)
b Py Dy
()i an 7 AT 3.
Stepl A= JfE A E H R AL
[1 2 ... nj
I=
1 2 - n
Step2 for(i=mn;i>2;i—-)
RN, 1<k<i-1, ZH LM
I WA
Step3 i HH AR i 5 110 B 46 o 4
n

(1 2 ... j
”:
b Py Py,

o F R BEALE ek B A, S SRR
BB RE S, BT RS R A
EEIC 1. W UUMERYLVE A 0, L,

_ I, j=m,

q“f_{o, jEm
3.2 USRI

KGN TT A KA = A vk 5P LP
ARRUTE .

Stepl AR R B PRI R, 1E£E AR

%ﬁt<%min{m,n} LA mxt (BN

P, M exnNEFEE O M mkElEA, U
St 4\F I Co
Step2 & it s G =PC, C,=AC, ¥y

\JEM?A{A”’X” P} B {B +CI}
= 1 ’ 1 = o
an 4><t (m+1)X(n+1) C2 (m+1)x1

Step3  EA 2 N m+t YERENLE R L 7. 7,
F—ANBENLECE S K, W5 [ 4, | B, ] fidn
NEFAGEINFE AL B, =a,, thag s
By = bmioy kil o

Stepd 2/ B R 2 AMBENLE A EE Q, F

00161-3



<4 W% 5 {5 B AR $3%

0, WM m+t Fin+r, LLRAREBEHL
Ha, /&'\‘:11 =040, Bl Z%QIBII °

StepS Kf A . B RIZFURSE, MRS Ak
IR gt rfedlia 5.

Step6 %) Ik MU A5 ARIR P LR R, T
R =10,R .

Step7 /UK UE . X R, HEAT or B Ab 3L
R,{;} o R ym B, R Ot 4B 1)
o A R=C BN R AR R4, e A
IR, W R AR e I FEAL K i
N, gz, RINEER R,

4 TR

A NERITE. Sebh. B PRI REE
4 ANJ TN b SCHR R T2 MR D5 RE 4L SR AR = 4k
AT LP M7 5 HT
41 IEME

ARPIVGH AL IEFVE R ARFEEIL LP, WL
), R R — TR A x = B, (1.

Bl AR=B, .

&?ﬂsQAQ,BF%QE,ﬁ

QAQJ=%Q&Z

R=(QAQ.)" 0B =0 4" (© Q)8 -
%g%ﬁm§

KA JTRE4L A x = B (Wil x = A4'B,, FiLA

R =0,R= (/1%} (Q,0,)A4'B/ = 4B/

B R A5 FE4L A x = B, Hfi

{E Step3 1, A, Rl B Ut 25 P AR e,
RYETTRRAL R T r 40, TR Ax=B, &Y
A'x=B R, B R WZITFE4 Ax =B, [{fE.

A P
i Step2 "1, Ax=| ™" ™ lx=
p 1 OIXVI A[X/

B+C
|: C 1:|=Bl° ;B;EP, CIZPC’ C2=AC7 Aj"j
2

xR, HARBOHE R A 5 (m+1) ~(m+1)

ITHHRA—ANEEZRRE, bl g5 & C —
e TR A x = B, T R ER, AT I7RE
Hon+re diff =M P AT, Frbl, 7RSS 4%
IEAf AR [FE F 45 RS R, R=C 58T, R
—E RN R Ax = B (AR .

ik, Pl A IR .
42 24

P LP {E i AR 2 v] DL I8 AT 1Y,
PR, AN B FAEE 1 2 4tk R 45 R 1)
AKX 2 AN JTIHRET AT

N A N A 3 B Bl
B P RN B A, R0 B, R A R AR B A

B IHEE. 4 =040, B =%QIBI'§H, B

i W2 S A HE L m o B B AR R Q F
n+t B EHHE Q, LR ARFBIHIEA - th B HH
FEPE B, BT REIIAT B AR

o1, oty — 11

— o Step3 " FIH
(m+)(n+10)q
Jr R AR e, 0 RECEAT T Phke, Mk
C YN VIE G e RE i TN e € TR DY SRS
T, LS BEHLECSE S K (MR, BIFEH m o+ 4t
BENLE 4ok 2, 7, LS m+ ¢ D BEHLEUR
ok, gL L ey
(m+0)!(n+1)q”

e M4 F P R 21 2 v IR B0 8 H B A R R 1)

sey | 1 I _—
W h DT It DT 7 It 5 R R A
AWK, IXAMEE R AT LA .

fhe el et E N 2 ATt
T8, ERIRS B IEFPAT A EAES, N
i o 2 R AHE T R R A RO O IRSS4s
A RUIR PR R ) S A R Bl 2 P s e, 4
PN RRTERE Sl R

ROk, oM B A S A R T R
fRi A . RS2 EILE L R A )72 Ax =B,
(i, Bl

R=A"B,
P | ,
=(0,40,) 1 EQIBI

1 -1 47-1 -1 ’
—;Qz Al (Q] QI)BI

:%@%ﬁ%{ @

00161-4



%56 1)

FRZEAF: AR AT U KR R AR M O R +5-

HaRQ) 41, JTFE4L A x = B, F1 A x = B, [{fi#
R%%Q”,ﬁmwmm%ﬁa%ﬁ%ﬁﬁﬁ

Ax=B 1 A'x=B[FfR, T Ax = B [AfRk
JEITHEH A x = B, il W &I H m AT, FrLL, Bk
G AT TH S 2 A TR Ax = B [,
WAATHER A BENLE v A LURCEHAEFEQ, -

?ﬁﬁﬁ%24%M%ﬁ,%uEﬁ$%%wEE

1
(n+1)!
W B 45 S 1 T MBI Y 7 A2 Ax = B (AR
WAy BT AL T

(n+t)q
K, AL 1T LA 1.

R G AL T O
S % P A PR O . BT
SR AR SRR 2 AT, 576
S R [ 7 LA B PR 5 o O A
DB A I A T 54— B, T T AR I B
Rt s R SRR LA, TIRLL B
ﬁﬂ,%mﬁﬁﬁmwz%mméo%%,gﬁﬁ
S AR B R S TR Ax = B, 1A
R IR IS A2 77 R0 T ¢ /B s T B A
WL AT, FTL, Bratid iR
W, T T IR T L W A

b, MILLP i APk
4.3 FAIIETE

R Step2 7 FEA A]xz{;1 i}xz

T S B , MR 2 » LA

{B+q}=&,EUiQaKL)ﬁTA=&%MU
>
cl
dyosd} €=\ |, LA R 4L A
c

(m+1)~(m+0) NS R B
de =b,,

dy¢c, =b,.,

My A mEmarm, ¢ —x &
Ax =B, R, H—@ Tk m &5l
e 4T G54 4.1 TR IIERPERAE, v LA H
HR 45 8 IERAHAAT, R=C fEKSL, H R —EREw
ATTEA Ax =B .

44 S

P LP HA msktE, LA AR &R 2L BE A
RN FE 2 AT T PG T 4347

ISR R FoRF, Pl LP (W =25
THRSER TP AR R DA R I i B - Step3 % i d i3t
A7 1E SRR T e — AT R B & A% N E HoAth
17, HBEIRE N O(n?), Stepd xR IEAT4T 4
A, R — AT B A AR B LA AT B,
R P B O C R Bl 7o o b o, BN it
(RERE, B R R AR RIS O(n®) o« TEEHR R
UERT By, FLW R AR i AN 45 AR [RIAR A T FE L)
kAN P B AE S FL 0 A, R R AR
O(k) » &5 b, ARV o )is B8 I B2
o(n*) o HARMIMUTEE, & i HEAEAT %
LRPE TR IS S, S A7 S IR vl A2 ) FH
(3, BRI RBOE PR R, SO R 5 A%
O’y s SRJG T FH R EOE R 1R 3 R R e e 2 R
FEREAF BN ZeVE TR B . PrLL, AN
AP bR, ARUMCE A .

AR 2% B R, Bl LP 32 B 2% () I
B RORAT 2 ANBENLE S Q F1Q, , TN E ik
HERAT R YA B A — A EZI0E 1, frbla]
L% 58 R FH — 4 B0 R A7 SL R AT AE F T M A
B, X, HWAEMEREN Om+0), H—"
TE 4 2 DR A2 78 19 5 B0 B BT o5 i) 25 )
Ol(m+t)(n+1)] . WERANIATHIHAML, HEALE
AR HEAT VAT, W) T R AR R B A (Y AR
B, LR 23 184 O(mn) o DR R ¢ A0 5B
B R HRASE m R0 S0, S —ANMRZNII SR, AT LA
A, I AN IR R % N 7 S A i
(WAL, ARG IR B E AR IR K, 258 a
AL RZ I

g b, WM LP W R

5 SRR

AT i 5 A5G SCHR[12~14] 56 LE 2 A
5 BLSL B X BURCR AT VA

00161-5



<6 W% 5 {5 B AR $3%

1 AT S HE R STER A T BE PL AR

SCHR IR N B

SR R

VRS AT €

-G
n!) \q
SCHR[13] [ij [L]

n!) \q
wn B
n!) \ q"

1 1 1
[+ [+ ¢

K

(i) [L”j_ O(nZ) O(n)
n!) \q
(i) (Lﬂj O(nZ) O(n2)
n!) \q
n!) \ q"

L
(n+0'q*

o(n’) O(n)

WL 1 BRI AR, EARLE S R
B FATE T TH, %M FEALAMB T S LP R
b, E BT B OB AR,
JE IR S . BAN, ASCHT R EMY LP
FEARUE A BV S R BE (R Al b, BB mn i)
NBaAAE, RIS BRAG T S0E IR

FERoR, AR 7 LS00 S R —
W HT. AR HIEIL Python ) NUmpy Rl2# 1t
SR PEXT O BOHAT S, AR K L% il =
Ui 3 ] B 54E Windows 7 64 bit X% . 8 GB NAF
2 b, XRE, — 7 THERUE T 5556 5052 X 45 4E
ISR, 53— T e ) b 2 i A A A Hh
TSI ORI SR AR s AV S 3k, T LSBT A
J7 % LP WSRO, 4 m=n,t =% Siibu)

B2 nTLUE R, REAAEFERREI I R,  mimiho
I T BRI G, 1 i (0 T SN R DR R4
BARKIK, SRR 22, BWIA ST fesk
VEJTREALRARSMOTH T 5 LP R AR T
FomTH RIS . Ssh, BAREHMY LP i
W5 07 RE AU AT DTN, R 2 IR 55 4 i

8001

—— 22
—— =i
600 | —a— AH i34

o
j=3
<

./

67 8 9101112 13 14 15
S B T 4
K2 BT sk ek

VI /s

12 3 45

RITH SRR AL EL BT S U ot (0 R R A 22
FAK, BHE MO LP R A 2
ISR IR

I DA EPEREXT LU B0, %R
SSRAR MU SN LP 75 DRI 22 PRI A
[7] I R A8 A0 i RO 2808

6 ZEERiE

AR SO P AL 4 A e A 7 R ) i A5 A ok S
AL M T ASETIZE R AR AR K AT 5T
P P AR T s AN T ST SRR A S
SRA 2 R SR BBt (1 B, U £ M 1A S AR ik
B T AT AR ASCEE RN T
FEAUABARI BT 0T R4, o AT A T B
EARR I R, e TR iR i ReR, [H]
I AR T 7 i (R 22 () SR o % S
L REA, e DR AT S
TiREH R B M R T VLSRR T R A, A2k
YT R AT SRR SR TR S

SR

[1] BEE, sk, KO, 5 DU RS, 2R, 2011,
22(1): 71-83.
FENG D G, ZHANG M, ZHANG Y, et al. Study on cloud compu-
ting security[J]. Journal of Software, 2011, 22 (1):71-83.

[2] SHAMIR A. How to share a secret[J]. Communications of the
ACM, 1979, 22(11):612-613.

[3] WANG C, REN K. Secure and practical outsourcing of linear pro-
gramming in cloud computing[C]//IEEE Infocom. 2011:820-828.

[4] AFHEm, 7RuR, FEN, S BRI TR 2 o 2 B
BTFHTTRD]. WAER, 2015, 36(8): 23-30.
REN Y L, GU D W, CAIJ X, et al. Verifiably private outsourcing

scheme for multivariate polynomial evaluation[J]. Journal on

00161-6



%56 1)

TR

LA A AT R E KIS Ty RE AR A M SRS 5

o7 e

(5]

(6]

(7]

(8]

9]

[10]

(1]

Communications, 2015, 36(8):23-30.

WANG C, REN K, WANG J, et al. Harnessing the cloud for se-
curely solving large-scale systems of linear equations[C]//The 31st
International Conference on Distributed Computing Systems. 2011:
549-558.

FIORE D, GENNARO R. Publicly verifiable delegation of large poly-
nomials and matrix computations, with applications[C]/ACM Confe-
rence on Computer and Communications Security. 2012: 501-512.
BRI, REFE IS ST SR 2 S TSP BT S [D]. 2y
THTRHICR, 2014,

WU G X. On verifiable and secure outsourcing protocols for matrix
operations[D]. Xi'an: Xidian University, 2014.

ATALLAH M, FRIKKEN K. Securely outsourcing linear algebra
computations[C]//ACM Symposium on Information, Computer and
Communications Security. 2010:48-59.

ATALLAH M J, PANTAZOPOULOS K N, RICE J R, et al. Secure
outsourcing of scientific computations[J]. Adv Comput, 2001,54(1):
216-272.

ATALLAH M J, FRIKKEN K. Securely outsourcing linear algebra
computations[C]//The 5th ACM Symposium on Information,
Computer and Communications Security. 2010: 48-59.

PAYMAN M. Efficient and secure delegation of linear algebra[J].
IACR Cryptology Eprint Archive, 2011:1-33.

[12] ¥, 32—, RHEE, 4% WRIE 22 A MR TS RO ERN ).

HPERE: 5 BRRA, 2013, 43(7): 842-852.

HU X, PEI D Y, TANG C M, et al. Verifiable and secure outsourc-
ing of matrix calculation and its application[J]. Scientia Sinca In-
formationis, 2013, 43(7): 842-852.

[13]

[14]

CHEN X, HUANG X, LI J, et al. New algorithms for secure out-
sourcing of large-scale systems of linear equations[J]. IEEE Trans
on Information Forensics and Security, 2015, 10(1): 69-78.

BRAEDG, ATHOET. R L 77 TR AL SR AR 1) AT 50 TE AN SR ).
BN BT 2017(2).

CAIJ X, REN Y L. Verifiable outsourcing algorithm for large-scale
systems of linear equations[J]. Application Research of Computers,
2017(2).

EEEN:

00161-7

L (1970-) , &, IWTEEZRA,
b, Je Tl R&¥#d%, AT
lf1] Sy SR 2 R 22 A i

XI#E (1990-) , B, JEEEN,
B | Ay =2 S A = - K n A [
2 R AN 5



	1-7

