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approach for Android application
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Abstract: A static-analysis-based event input generation approach for Android applications was proposed. Based on
the inter-component call graph and the system dependence graph of single component, the event inputs that securi-
ty-related callbacks depend on were extracted. Furthermore, an event input algorithm was designed to automatically
generate event inputs according to Android application runtime. The experimental results show that the proposed
method can achieve higher coverage of permission methods and basic components, which can cover more securi-
ty-related execution paths and help to collect more security-related runtime behaviors during the process of dynamic
analysis.
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SRS ETE. O Android B%E N 3)
Ao M5 U T el AT SR Android B
BASISATINAT AR 8, = % ne] A i A\
P ik 2 A B AR I RIF T o 388 AR 30
T Monkey"'5% MonkeyRunner 4 /% 5 2550 47 T
i A N F . Monkey A& —N1EL Fuzzing
M CH, gt A Oy BENL AR, W T
Android ¥ H & 773 . MonkeyRunner »& Android
BOTPRAE RN TR, AL T Y
F, SCREEET Python AR AR & 285 il IR 4
H k=% Android W] BAKT) RERZH 1) 704,
JEICRZ Gl s ke 22 A SSPAT AR I 0 i, b
I 2 PO B N S R = AR, HEL
fil A 22 A FH IR R AT o

AT Android &R N H ) RBEAE T8 0]
A& 2 Hiufil A 22 A AH R AT B8 4% . Android MY 1)
R H I R T 2 AR G2 G
A2 F5 L8 2 17 H 88U APT 04T B8 42 E )N
65D, # Android a7 Hr i) H AR S AT HEZ
PAT AR RN AR, S BRI LAY
B i FAE N ORBEVERE TR bR, XA AE LLERIE 22
EAHRAS B 152, BRI AME LUK B 2 () 224
FHRAT Mo SR, BT AR, AnRAR
Feh DA K T AR IR S A A e ful R ARSI A7 AE
B I3 B I8 H A LSS A 2 1 3 . AT AR
SRR AW 2 S 1) T A B b v o
FHRACHS 7 o 2, AT A ) AT BE 22 1) Android
I F RS P38 AT I 22 A AH DGAT Ay i A S R eI
I il o

AR T — P T RS K Android M
MBI MANFA T B, ARt
ATHRA AT, BIE FEA 438 UL FAF ] 7 A
RGHTITTVE: RGP REAC K g 20 A )
FIEL, 0 & AN AL R i R GO R
NN S NSNS o T S N A H Y TSI € T
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WET A WA &), Bt S mASE
LT A N F A IR o AR STV A AL
PE, B XGEH IRR T L G . AN E
e AR FEE R bR . AL EEAH Kot

BRA: 1) $2—MEE T2 T Android B
NS SN R T % 2) T
Android NP 20 A4 [ 3 FH R A Ao 1
A B2 A O R 7 VA SO, st
—F" Android N H FAE P SN

2 AR

Android N &3 TSR3 . A8 H AR
R, PAT AR AT LA SR 45 8 76 & KA T
FEVIREN T 5 N HIRE P 58 A Tl oAS 7] (1) 32 45 D) B o
Android N HIREFFALER 2R NG UL SifRAI
ARG HAF. Android RGUELE UL 4RI 7 VLR
ARG FRIE LM N IR 2 B NG AE. BT
Android B RSB SI, FrA Rets Ui in &G
S IR AR UK RGERLE ) APL, Y5 EAH Y
(AR A BER T FH o X SE AU A SR APT 7
UL FA- R 7 VR R G R 7 vk b g e
ASCRE IS LT T U AR APT B[R 750 R
LM%, Hiish& ST Android &
I FH ) S T Qe fik e S 66,15 BRUBASU PR APT
()22 A AR R BIR T v o XT AR S ASE [ 5 ik A
T PR APL Al AN N, 8
U X SRR AP T a8 1) A 4 14 i f
Ko FMMT BN, WITT AT B AR SR AR
IR A, T il R I HeRUEK AP

gi b, ZhA&MHT Android I (KFEACHT$ 2
iR G ] 2 S B flsh e 2 A AH DR IR 7 V2 T 5 1)
BINGAE, BARTTLLHE N 3 AN AT A
R Qe AR R P 7 FAE LR T i N BT R AT
FHENFAEE, FE SR FERAIX 3 N
T i) 3 Qe i e Bk 3 A i i
2.1 EHER

Android N FHFRF P [R1 I 7 72 06 200 55 A
UL SR G oGk, 1 A28 b s T AN i
KA. AT Android N HFEFE KA
ARORESHL, A IEARGUES N — MR
FEASIRE T, NP ARE Y. UL F4Fe R4
4, Af Android N FH A —AIRES DI 2 55— MK
Ao M, RIS, il —AN Bl
TR NI LA 2 ANgy, oo
(Pre, Con) #*7x. HH, Pre FREIAMAPRE
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%56 1) AR LR OHIY Android BT S FS N AR BT R © 23

P NS, Con R M HIRA T fil A [H] )
JNE SR RS

Pre 5ifili & Android I FH 20 44 m) Sk 1) <A AH
¢, ALl #iE Android N 14 R A 414
RTINS T B S S R R R Wy 5
Android N HEFH T AREARALE, DRRAL
B R R LA SO 44, Horh, 42 4R
M2 A A 7% 2R — AN A A B ORS00 A0
Ao MfisE Con, 0 LU BN EEARLIF )RR
WA S LA E AR R 5 8 S A A U0 bR,
X RGBT V) R, B A H AR (R
D3PI B s ) B T, PRI o A X e ) A
VAN ik H AR [ 7V BT 75 A, dE LA
TN FARRAL H AN B S
DL it R B i SN
2.1.1 kiR AR B

Android W H 5 $5 Activity. ServiceBroadcast
Receiver Fl Content Provider PUKZHAF:, 2144 7] 1
FEHAR T Android N P8 B 44 ) () ke
KFRo MIEZEIFTEE T Android FEAZ 5 W,
(RBkE T35 AT TR] Bk % 1 B Intent 58 i, £F Intent
N EB B H AT N IS AR, H
A kR 1 iR

AR Rt R B,
FIH  apktool fi#HTAE A apk, U5 A 4 # Bk
smali CF, FH4HEHU AndroidManifest.xml 3044
7M1 AndroidManifest.xml SCA4, $FREBUBEASH BTy

B I — 2 N 4L 2] H A rid . it
4b, Android R4t H A Broadeast Re-
ceiver, AT 75 2L/ BT hs i (B9 1 28 747),
FUWTLLAE NS T AEAE B A B FE RS .
XFT AT N B A G AL, AR AL
() P T — 2 I AL 2 sh A B 4R 1
B A 159 1047,

BoE 1 AR AT AR

WX  apk

Wt CCG, Component Call Graph

1) CCG=(V,E)

2) smali_files, AndroidManifest.xml «
parse(apk)

3) components < {analyze AndroidManifest.
xml and extract all components defined in it}

4) for com in components do

5) V «—{add com to V}

6) source code «<—search(smali_files, com)

7) transfer_methods, dyn coms «Analyze
(source_code)

8) for dyn in dyn_coms do

9) V«—{add com to dyn}
10) E<«{add an edge from com to dyn}
11)  done

12)  for meth in transfer methods do
13) target «—{extract the targeted com-

ponent by analyzing the context where meth is

HRAVEM IR EAR LI . R4, A called)
MR smali YA, FIME AW TR 1 14) V «{add target to V}
BRI 7R T BT, WA A TR Bk 15) E « {add an edge from com to tar-
BT B SC, #E H A, R get}
#z1 Android R4 E A HEIBE A E

Jiid

startActivity

JA8—A Activity, FHZ Intent $5 &

startActivityForResult
sendBroadcast
sendOrderBroadcast
sendStickyBroadcast
startService

bindService

JAB—A> Activity, B3 Intent 155 . 7 Activity £, R[]
RIE—AT 4, THEACGE Y Intent P 3R HUIR

AL AP AT 1 AA BRI AL e S R Hf
RIE—ANBAE) B, B AL TIEPOIRES I, [ ReE R 3%
JERE AR, MRS5S Intent $55E

hE AW, RS AGH Intent H7E
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4. 940 15 035 B e Ayt 93 %

16)  done

17) done

18) Output CCG
2.1.2 RPN SR A GARM B

R AR S, e T AR
PO o0 R B, b T A AR R SR
P, T A B AN AT I RGO, A g
1 7€ Pre I Con, MM AE I firh i [ 77 5 ) Fn N
FiFRE . A SCTT VR EARAL I SCHR[8, 917 i) T ik
it BN L AE I RG] . Android MY T REFP
A R G i RO T B SRR
R SIS G B S I SRR R S N &L 13
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H1T Android N HIFE > (UEFIRTE, 7oA iE
AN R GE s & i, o i B =R A
)@, RS AL 48 Android W RS H 2 A
TR R I, 16 Framework 2
e T AFAE R R R AL « Android A&
3 M A AERE U A . — 72 Android N H]
WD IS A1 350 2 A PR (R R v — e b I T i
= A A T

1) [RI{J51%

1E Android N FHH, [R5 v 0 a0
SE AL T BPRAS, MO W] S R
TESPHTIRRS N, 5 ZEME Android SCHFIHTR Ty
PIEMES, W M SR ] AL. Android F
28 UL AR 7 VE RN 2R G0 A (R 7 v 5 LI

FEM T g 2 B,

*x2 Android A EHAAEEM AR
I 7

M

[ 44 P s
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UT S ml i 57k
I SEE
JE T
RYCFAEIRVT 2
RYCPIE Bl
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RGAF T

Android RZeH, iy Ul #i2 View X4
T2 UL SRR 7 3 W i oh S5k oy 2%
(event listener), &M AW 8 2 FhJ7 .
UL A [R5 V2300 5 ph 6T . () A B Wy 2 flk
W, BRI 3 Bos.

AEF MW 252 Android R LA O TE
A PR AL — R R G FAF IR 72, Y
ARG FAT W 28 Hh BT B AT B R T 88 (location
state listener) FIF-HLIRA M WT 25 (phone state
listener) o RALHAF R R M FAERH 7741
F2IT . REFMKAS, Framework KR
G R/, M TR RGE) Android N
B, Framework B4 B R 3T 1%
W 1) onReceive Ji¥%. Android RAHREAE T T
HASWN M EEE (content observer) H T3k &
Gt WAL AEE TP I BRI I SR A . R e

%3 View Xt R X Fr 8B4 MR8 REEIE T %

SRS EMTT BN aprS FppR
OnAttachStateChangeListener setOnAttachStateChangeListener onAttachStateChange KIARAS -
OnClickListener setOnclickListener onClick CERTFE RS
OnCreateContextMenuListener setOnCreateContextMenuListener onCreateContextMenu SRR A
OnDragListner setOnDragListener startDrag HA
OnFocusChangeListener setOnFocusChangeListener onFocusChange &
OnGenericMotionListener setOnGenericMotionListener onGenericMotionEvent EEplikisnik Ty
OnHoverListener setOnHoverListener onHover BlEg
OnKeyListener setOnKeyListener onKey A AT
OnLayoutChangeListener setOnLayoutChangeListener onLayoutChange i Jy el AR
OnLongClickListner setOnLongClickListener onLongClick LISTEZiE
OnTouchListner setOnTouchListener onTouch il A}
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AR TS — 45 38 WK R L . R T AR
AndroidManifest.xml W8 i UL #8448 @ P 7 i3
MR 79k, B UL 1A Activity (1)
onCreate J7 V%A Ay 42 AR AL (1) 9515 Ao

2) WA I

Android FR 48N R SAE FH 5740 g AR
— AN I SO IR UL 2R FEREGE A2 N i
N e, PRUEH P RS . Android R G gm
T EE RO I S L i B AT 451 JE s
7, SEBLX - HU )y A AE 5725 A . Android
R G2 U AT BLy 4k 7K Java (1) 520
W Android REERFAT 1K) 50 I FHIX P 2K . Java
WS E M 20 AWt Thread ZE5CHL (8L
Runnable #% 1), 5 4 U H 47 3 B 4
Thread.start—Thread.run. Android &Gt 15
5 435 Handler F1 AsyncTask iX 2 4~ 1T H2K,
Handler 28 (1) 530 I FHHAT IR A sendMessage—
handleMessage. AysncTask s& Android RFHFH
TG GRS UL REEm THEK, 4
W IT AT WM AE N execute (UL £ F2)
—onPreExecute (Ul Zk#£) —doInBackground (J5
HZFE) —postExecute (Ul ZEFE). TERIIERAK
S B, SR VR RS B AR TR TR
IS AL

3) Az BT

5 X86 “‘F& N HIAF, Android N B FH ™
B IR A B 7k o AR R AR R I,
R A A i Jo 3 J7 3 FH OQ &R, A A R A= i 5 38
D75 AV ST AR IO OC &R o Android N KA

A e . UL S . E304T onResume J5¥2 )5,
Android F2FARA V) #: 3] Active/Running R
. WL, AXJELL onResume J7iEAEN
UL S (0] 3 J7 32 00 R DL A8 2R 4RO 1
K, PpT A UL SRR 73k, 8m— &M
onResume 77 V% $| UL F A4 [0 3 77 2% 16 H 32 .
XT TR G A B 7 v, A LUT R ) 4 3 2
A1 &

O ARG W

YT ERSEM P RS s, DU
— A 71 onReceive 1F 4 &R 40k i K]
AR T BN e ST S M) %
B, W BN 2 MM 2B onReceive
JIE AR RO, oA R AT #

@ RGEFHIWTE

SN T fECE — R, kL
D725 SEBR FH RO VR TR RS I — 245 AR 12

Android NV % Main 5%, HEHFGZA
PP N R o R 38 S 2 A (1) 2R G MO IS I
7 BT N T Ao AN SR FH DR O 7 &1 1)
AN HRAE R B GO BN ) A S . T
FEA A A= i 5 A 7 1 B A A AT I
ASLTTIE LA A 28— A AT 1 A= i [F] 39 07
EAE N . X T Activity, LL onCreate J77%
fE A NI AL XFF Receiver, UL onReceive Ji ik
fE N s 4T Service, # MW HEHM T
onCreate /77%, WL onCreate J7VAEAE N A 5,
T LL onStartCommand 7 VE/E R A H .
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PR A, YR PRESTE f)ix L
TBURAL PR APY BT & [ EAC LA I, 3X 48 APT ¥
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1) UT FHAF[R1 5%

UL SRR T7 EER MR o, 32 24k
IRAE E s AT 4 IR 2 AN D7 THT . A UL
A AR TR AT OC &R, 75258 [ UL F44:
(A3 7 925 B G HR AL ) N TR R e s 15
MARGHAE e U SRR 77 (R ek
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Wil A f ik Bs [RIBE, 5 B MO A
Ml C, MUl A FF25efk Co ik
FAE, o BRI A [ A 7 B ) N AT
W 3K Lty N <A e AT 2 fid e H R Rl 7%
Jr i R A

W ENIE, A5 B Z A5 i,
M BEBE R P A fu ke B I, 7 Z 5 A OCHEAR, T
A CBAE T P NIRRT . AT, TR
AR, A Refil ke A HAHSCI Dh g i B .
X T X PR ZEAM AN B AR I DL, SR i
AR

SIMTAMEAR A A RO, AR
AN A e 0¢ APL I . Wrif
LA APL 5 AMBEHE AN E A HE HOBUR 45
M, U BE AR AT 22 4 AH DG AP R H =&

sem, AT AREATLET N o A N S0 5 e L

TGO A RO,  RIAMEAAE A %
AHOC APL IS4, IR S5 AN Zds e fm A
ISR BTN 3T, M IEAH OGN AN s A A T HIAORS
KER, WM RE W, e sMsmA (B
ROV ARG HITERD il 240 5¢ APL HUE S
Bl AR X — A [ A A N s . 7R
RSB R, SR Z3MSR AN AR

2) RGHAF MR T

WIHTSCITR, KGRI TEN 3 )
PHRBCE . RGEFAHIRUTES . RN AL B
TR 3 2K AT ARG HEFAFRRETE, AT
M e KT 8T AndroidManifest.xml SC
PR O B e A R G F A XT3 M
JTRRCE, FRE T AR OO R, BRI
Intent [F]J&PE, R4 data. action %5 J& PEAf & H Ak
PRGN T RGEFAF MW as, X M
(I RS 1 R N A I W 88 Tk 44, Jeif e
REFAIAY; PR IR B AR 1 e A
%, e BRI RS F: . X T REN B
WS, 2B HO B R Ao 1 1], e 4%
By AR Wy »5 (Bl registerContentObserver /7
), Z0#7 registerContentObserver (IZ%, #iE
AR MW s G R A urd #5348, ik, fil

RGN A FR AL I T 25 i 75 R A N S S 0t iy
SO B IEATIEN . 1B CEH BR R
23 KRN

TEAT 2 fid R =R T B UL AR S
FAING, BTN RS 2 B
BINFAT o FEAT A1) 8 F BIRNRE A A 5
ARANH R FMA LSRR EERAN, BN
ZH A D) FH B AN 1 R Bl LIS B — N 19
FEAeIE o b T 2 i ) 5 A2 A Sk A A T
FIBEINFT S (il MainActivity SURZE I
&), Pre Gl M) A A A (BE 2 58
22, 23 A7), AT EAMBFEA M R ARG
W S A5 B SR AR A AR ] (B 2 28
3347), HHRBUCHAT AL S 1 UL S []
Tk RGEAEWI T RS AT P S Al
JTERIRER I T (55 2 55 34 47) DA EE
e fi A A1 ¥ 1) B4 7732 (Transitive_Call,
L2 553541, R HFRRIA G,
NN T SEER AT A S il 2 A
DI ) [R1 7 v P e A, 5 i i AT 8 2 f
RO R kB k. Bk 2 R
(R 24 UL AR 3 J732 RGeS A [ml iR 7 kA
A WITE (2 55 364 39, 4247). HaA
HAFERAE InputEvent IS FE5E AL, AR P R M
PP K B R [P 5 925 B 75 TR LA P AR i
A 1A AT A A1 21 B % 7 2 ) A
BEo UPTH BARENE A b e R S, il Bk
TV, BRI BN — AN EAL A (5% 2 5 50~53
A7), B35 2 AT U AR 2505 2 5 1147

WIHTSCHTIR,  BEAN R 77 V2O =1 4
FEAMECHE Pre FIALAE A HCHSE Con IX 2 573 41 i
Hrh, Pre 54U A ATIR (RO D
B AE A C, Con 5 MATALFI DR 4
FH5G . 7E InputEvent i FEH, L4l fF &
GBI FEE Con, ¥ Pre 55 Con BA R A i
INFAT . Pre 5 MATALAEAE TR I AR L
5 (ONE P58 0, Ja8ay sk g —idi)
G, TR e Py, witk T Pre ik
PreStack, % [F7— AN FEAZH 1 )5 4 H T S 4R
PR 2R AN TR A P 7 1 N SRS 0 2
PreStack " (835 2 3 51, 52 47), MimscdiiE
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AR LR OHIY Android BT S FS N AR BT R $ 27

1d Pref[level | PR A7 24 i ZHAFBEL 2~ — AL AF BT s (4
BN AN SRR S 0, BEE
ASETRISEARALAEI, ESEI T R A N
Moo Ak, W Pre 7S AL, WSGIRECH T
BEARAAFI TS, AR5 M PreStack HSREUBkHE 3]
AL Pl MO (5% 2 56 25, 26
170 A5 AL i Py s A B e —
AT AL, MIFEBR PreStack T HT RIS A S 4F

B2 FHmASIE

MIN CCG, ZLFmEH K

CSDG_Set, SEARL A RGMA K LA

s T RS S AN S

1) Procedure InputEvent(sdg, callback, pre):

2) con <« ExtractCon(sdg, callback)

3) events < {append pre and con}

4) { ) BEAUh S NS, R P e
B AR

5) Output events, component

6) Entry nodes < {CCG T A\ fi}

7) Vertices < {CCG HFTH 11 1}

8) While Vertices is not null:

9) component < RandomSelect (Entry
nodes)

10)  Entry nodes < {M\ Entry nodes "l
F% component}

1) if component is not in Vertices:

12) Next component <« SearchU-
nexlporedLeafNode(component)

13) if next_component is null:

14) if
try _nodes(component):

15) go to line 8 /LEFEH
N EPE

16) else

17) {In1R B — AN AL
fE, BB T EA L)

18) {go to line 11}

19) end if

20) end if

21) end if

22) if isEntry nodes (component):

isEn-

23) pre <« null

24) else:

25) level «— {ZHHTEEAA M2
i A B}

26) pre «—PreStack[level]

27) if isBottomLevelComponent
(component):

28) PreStack « {#5%% PreStack
th OB I BN AT}

29) Flag < True

30) end if

31) Flag < False

32) end if

33) sdg «— CSDG_Set(component)

34) UI, Sys, Combined « Traverse(sdg)

35) Transitive call
«—ContainTransferMethod(sdg)

36) for item in UI — Transitive Call do

37) InputEvent(sdg, item, pre)

38) done

39) for item in Sys — Transitive Call do

40) InputEvent(sdg, item, pre)

41) done

42) for item in Combined — Transi-
tive_Call do

43) InputEvent(sdg, item, pre)

44) done

45) Vertices « { )\ Vertices 1 M &
component}

46) if Flag:

47) (IR BN HEALLE, SR
A FTEEA AL}

48) {go to line 11}

49) end if

50) for item in Transitive Call do

51) new_events, new_component«—

InputEvent(sdg, item, pre)

52) PreStack «—{append new_events
to PreStack}

53) {go to line 11}

54) done
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55) done

Y [ BT R AR e — AN AR UL
WA “IHBR” R A PR (K
2 55 27, 29, 46, 47, 48 17D, IXFMEE T H
PR A Activity INFA R, 4 HARZLAE R Service
oY, Broad Receiver I, Joykimit “[AE” gk [A]
B ETAAE. EAR AT LU T N el A N
TR [ B AT, RPN )1 e s
Mo KK . 8343 #7 K Android N FESF &I,
2437 Service Al BroadCast Receiver H AL 75—
A Transitive Call, PRI _Fd v %) $50925 5K e )3
SEMA K o

3 SKBRERDR

J5i R 45 Python SEBR, #ERK T apktool'
Androguard PRI R Al &% 723 193853 Sfg, AR
apktool i AT #E A, ZRHL smali Y515 ; F|H
Androguard (1) apk FER5E A FEA [ HE A 547
SREUFEAR R IEASS B . X Androguard [1] analysis
BOREATY . BIAHGARRY S, 588 smali Y3
fh 3 A, e 3 2L A2 T 3 HH PR B A BEAC 2R A1) 2R
GO IR Z3 SRR AR R TV ) A
HHARHM . B HTIN, Wit Android B
1217 Android ££ 4%, it Python JEIA I H adb iy
L SERFEA ) 2238 . EI, B A B kI
MIEC s A5 INAE. Android Bifl4s AP A
23, RGMAN 6.0, 54 Nexus S, T AL
4 1024 M A7 64 M VM Heap. 200 M [{] SD .

M EAEHEE P BEYLIEE 1 000 />3 2 H
AT 000 NN AR R SEge Sl 4 . 3k H
INEE R AR TTVEE 5 R LA A 78 15 %
X3 ANERRAS A SO Bk . Tk E R
FR I B TP AR PAT T AN B S AT
EDEUR AR, AR J7 924 56 248 S50 1 R Hh i
AT IR R I VEBC S REARR 7 ik B b, ik
ALH A G AR S0 I R kA I LA RS R A
AT AR
3.1 KEIiE

AR 5 SCHER[ 1414 [ (1) 77 VE SRR Az
AT PATERE, R “adb shell am start” )i 3))
N H, FJH “adb shell ps | grep” SRS H X N R

PID, ARG PID sk HIZATH trace. iXFif
JNETRESE A s NV AL PID 5, A RRIBERN
M IE AT I 1 trace o 76 N A 20 i 72
MainActivity [1J onCreate. onStart Il onResume /5
R PIAT, X AT PUEAS 2 DR A7 AL B 21K
trace SCAFHY, IXFESS BRI B 45 SR IO HE I . A
I, XS SCHR[14] R 7 v an s ks A dea
TSGR, K Bk 3 ANTVEH N e S
FINEPATHI T E S

RS R, Wl T 3 dlEE, SRR
SNTIE, TR JE B 3 AN ARIRE— BB,
BEREA IS ) 228 3 3 ANEAUAS T, IF AN 24730
B0Hr. AES O TAERAT XL, K2
M TR E R 180 so UG [AINF, 43 I 1A) 7 5
] _E 23 5B 0 60 s A1 120 s, LA B 2947 i) Ta) 434
Tt S H6VE e 5 .

1) 411

41 1 MM Android B J7 #-AEH H I T A
Monkey FEHLAZ BT S, BEREAL 1000 44
BENLFAE, JRUsinak 4 Prdl 24, SEED {HEUH
500, throttle 24 10 ms.

* 4 Monkey 4
S 1t ]
--ignore-security-exceptions RN 24
-s SEED BEHLRN T, 5P IR AH R
—throttle A ) B I 1)
2) 42

21 2 FJH MonkeyRunner “E %% N A4,
MonkeyRunner $it 7~ API $%11, SZFFH /%S Python
JIATe S BaE K. 78T AndroidManifest.xml
A, AFBIFEARSE A RS, FRRG
KRG AT B .

3) 413

M 3 AT o A A i
AR, R IFIEAL wrapEasyMonkey 45 JHIAS
PR N, AR B 2 AL s N
1.

3.2 RN

3 N FH A RN R85 07 PRI

PROTEECE 1 Fros e 38 N F AL 5 N H P35

00169-8



%56 1)

AR LR OHIY Android BT S FS N AR BT R ©29 .

BRI AEABOE AT, H 18 Y FH P38 77240
W2 BN, merran, SR PR
D3R BCN T T7 A e A B S v I N .
WA N 5 % N & SR A I Hcn 1 2
N, RN H TG UL AN EoH 260, 4l
fREBARZE I 2, o, WENHIE UL Sti4l
PELE T A A I E G R 20.14%, 1 538 1Y H
HA 13.43%. HEMNHE Ul AR 8 e T
MmN, XSRS G ROR E
BRI L — 2.

172842
RN
W EERH
7879.5
l 7786 9032
I
BRELRCS ¢ TR ITILB

BT N N T VR HnT B

3 ZH S P S RS R A A VA
e BB T VR o5 BN s R Wk 5 Nk
6 It/ o 3 T i R A v 7 2 R A%, de i A
H 34.29% 01X 4 T FEAR P AAAEA W IE A Java
i S AR LR — 6 T BURE IR B A Rl 1T 1
ARAS o 3 it G b B N I, SERPERe AL,
JC A BUBR 7 VA7 o R 20 A 78 o R AL A4 W]
X TR 2 0% RN S A B G UL S
)5 6 45 B JE O 6 i Eog i, i HiX
KRG AT NI H L A JE B SR U R 28 F 1
Bk o 1EE T TIX R B AT ARSI S
FEAE, $em TR N P A S50 o A% AR 7 75
o BUBR 5157 5 R AL A7 5 %

FIFH Monkey A= NI, oA AL

ITHAT AT, SRZ R TREARDIRRE MR, &
F 4 A TG Oy BEA LA, Toikis P 8 oy 414
DAL T e e A 75 A BR 7 5 1 B A 2 AR W A R .
MonkeyRunner 25V BEL T Monkey, X2 H T
MonkeyRunner $#¢ft 7 API #:1, SCHEH PR PE
A Activity [ F RS0, IASFA Activity 1)
REZ S N FAF, 1 MonkeyRunner 2E il A4
Hi BN I Lt Monkey AE il - N\ 7 5 5E
ZHPATEAE. TEFRHIE, MonkeyRunner H
SR Activity 1) View JZZOCHR AR UL FF, Gt
ZONE N FH PN S 24 T) 3 FH 5% 28 R0 52 2% (B3 73 B
i UL HM . REFHAMAMAN KT 08,
MonkeyRunner 3t LA itk S L6461 2 A P g N =
PR DIREIZ AR, DL Dok Py 26y 414
AIOTTIESER e A, 4B M IN A A
F 300 s I, PSSR FH BIACBR 7278 75 Z A A A
78 15 R AEE A B 70%A1 65%LL 1o HARATL
JIE AR T R 15 A0 3 I ik, (HAR
PR 5 7 o AR RN AL 7 75 2R 30 T 25T Monkey
&) #. MonkeyRunner, i B A8 3C 7 V2 Be 08 AR UMK
NSRRI, filk S 22 AL R D v ANk
IS Z N Ao 3Kt T AR R 224
FHOR B T VR SR L AR, S Bl A (1) R
PATEAT A B, $ATIOTEA B> H
B 735 5 B AT 7R B iR 5 Bt Rl
AT 20 A 1) 8 FH P R RS A P S ) R
GRS, IRECAL P )k 1 AR A, DRI g
fig LE A 2 Mo ki B8 2 AL ) T AR
FEHRR, HTAONEROH AR bR T8
i A OCI lR Tk, Sesead R R 5 (R
J7iE R e 5 AR R AL R 4 BT B/ AT B
J7i, MHARATER — AT B AT BT EHA
S, BUTREAATT VA I 55 FEAH LI A P 4 S

1 B 521
451 BRI
26.8
214
l 32 2.6 3.8 2.8
| |
Activity Receiver Service SEIE S

2 ] N AL B

00169-9



<30 W 4 5435 L 20 A4 %3%
e L@ RIS AR AT Lt
AR IR LR 07 % AL s
SER IR T L
180's 240's 300s 180's 240's 300s 180's 240's 300s
Monkey 19.54% 27.12% 32.30% 10.09% 15.67% 19.37% 29.91% 35.63% 40.33%
MonkeyRunner 22.76% 29.58% 34.29% 16.72% 23.61% 28.92% 31.62% 42.56% 48.15%
VNS IRV 17.23% 24.75% 30.66% 50.13% 61.56% 71.22% 49.24% 60.87% 67.36%
*6 EE N SIS RERT b
B R R WUy T AR
SRR T H
180 s 240's 300s 180 s 240's 300s 180 s 240's 300 s
Monkey 20.68% 29.35% 33.12% 12.61% 17.53% 20.95% 31.27% 37.83% 42.19%
MonkeyRunner 24.56% 30.96% 36.18% 19.24% 26.37% 30.41% 34.29% 45.22% 50.71%
ATV 18.97% 26.41% 32.52% 52.13% 63.56% 75.16% 53.24% 63.09% 70.67%

WAk, TEIRHIE, ERHAE 2 WA Ul $H
PERIRGE AT, RS RLE Z A “ R
BESIILM . M HAR4LE N Service B Broadcast
Receiver I, JCyEMEREYHTAAE. X )= PRAE
SELCTEAR ARG 5, s T AR T8
i R REAR T VAT T %
3.3 Ef[E)1%RE

I [A) P BE S5 A BT A BRI E . FEASHER S 74T
A A N RN S s N AT G o A A N
[ERRIB B2, HARFAE 2 [ AA AL G2 I B B
EUGE IS 18] P2 BE SR W AN S/ o i T as AT AR T
Qemu Y EFIIAIZ T, Android W S 3 3 & L
BHLENR V2, Rei] i B0, IR I A) A
ISBNFP L 3 AT A BE I B R AR 25 20 Hr I [ )
INf TR PR RE SR K o 20 A PR I 3 S S A
PIER S IR (NS FEAR RN IEATG) X
2 AN BRI B B R EE I T I A2 R
30~40's, PRIGEJFRBUESRI 223 N — A, Jr
T T R A /N 5, ~PITR2E 35 s ity #F
AT FFE AT 5, ~FIYTEEE 180 s /o
Hio HUG, HEASFAR AT HE S T AEPT# I [A]
1E 215 s Zidy, N Egha&srt g vt ial, sar—
ANFEAS It (IR TR) 2 360~500 s

4 HEXIE

F=F Android M GUI MR, F#ARFIR 4
LW )7, Yang USHR L —FOK £ GUI

FEIEAY, 155 F H] WALA % Android S H]
BT 08T, SRV A& 1) GUL H4F,
FEF ] Robotium!" VA s - iy NIk 26, A ]
FIASMC k&GN GUL B4 . Choi
EROVR F ML 2 3 7 i3 Android NI GUI
A, JETN GUI BV PN,
Android N FHIR A4 o ARl B IR A, JF 3R
Swift-Hand 5%, BEMEARE B AT L 5 & 15
IE GUI #i#l, Azim 2% Android 7455
WATHRAST AT, MIERS Activity [RIBkH ¢
R, MBS I 42 Targeted
Exploration F1 Depth-first Exploration iX 2 Ff
Android N H] U 41 H 2h A2 g o

Android N GUI M H brfe T-560F 2. H
AR DI REMIERAYE . AW AL BB, 225K
JRIA] ReHb 7 A AT e AT I B4R, GUT AR
BT UL 4, 8=z % RRGHFM . GUI
AR 7 S AR T IS A4 3 GUIT BAY, g Adz il
Android RN I, 85 IEVER R o

Appsplayground[zz]%ﬁe AT R U B
) GUI 3 JJj /5%, L Activity 1548 ¥ GUI IR
A, R4 Activity [RJAHARLE T G H 523k i AH 7] 1)
Activity, FETHMRBRISCA, B, 2R
SERFEVUNASFFRAE, IR e A
B NSRS AR AR Activity IR N GUI i,
1T~ Appsplayground 2% Activity 3 [ 24T 5T,
SIFTHPRSH W, JoiEm T REFAAH AT

00169-10



%56 1) AR LR OHIY Android BT S FS N AR BT R + 31

4% TraceDroid ™l it &% Dalvik HEAUHL,
IAEPEAL LR, BEA% I3 Android N HHIEATH =4
M ARATHEE . TraceDroid 5 i B 1 i N A
%7, 43 AILL Monkey A1 MonkeyRunner {4
WINERNTTE, KIENSBETTRERSE, =
L] fish R 22 4 AH O R AT I T

AT 15 % 5 A C TARR ek 7

JJi7~, Appsplayground. TraceDroid. Andrubis®*l.

ARILTTIHEIX 4 P ARS 75 R KT 40%,
XUHLER T2« AN BRI R &
AR B B R R . AHLLZ T, Ak
(1000 B N AR 5 2 v T30 Ath 3 Fpo ik, il
NP A 2 %R, TR BRI,
AAH I AR DAREARARAD 7 55 2 4 0 2L M Redi
B, A ST VE AR T de % . FEARA-E
AN E R REFR AR, DRI A ST VA RE TG
B S HAA S AT . AL A T
M, AR SOV Al her B b o B T A 7 5 e R
M BR 7510 78 6 R RS AR 2 17 5 30X 2 M %
MR 22 ARG AR 7 55 2%, 1 HL S ie 45 R 0,
KRS IEAE AR 51578 75 300 2 HE A
PEB 6 RARBEIAH] 60% LA L, BRAE T AT
HRES

*x7 HEETIEMEREXT b
N LA SR AV - Y IvA: L AV - 2L VAW 2]

HIRLAE MEEE O BERE EEE
Andrubis 27.74% 27.80% —

AppsplayGround — — 33%
Tracedroid 38.49% 27.61% —
AT 30.66% 32.52% —

5 HRiIE

FEXTOLA Android 8RN 812 73 M U7 ik
o e A AT R N A 2 A R AT S
IAFAE R ) L, ASSCHR T — Rk H s o34 10
Android NI MmN ATk, BIAER T
P A E N H AR, R A () PSRN H 17
APFIRIBRALOCR, Hid AN AAE I R GO
FRMRERFOI R T3k, SRBU A AL PRIl iy
PRSIV AR AR IS OPI R 2 7 HER TN

Brik. SERERRN], ASCOTEREN AT R
BROPERE R NP TR fRukinlif s
V238 g 3 IR AR T 3R I 23 AL A TG 3 e )
A B DA NS, S BT 2
i A TR

SR

[11 XIAM, GONG L, LYU Y, et al. Effective real-time android appli-
cation auditing[C]/IEEE Symposium on Security and Privacy.
2015:899-914.

[2] BIANCHI A, FRATANTONIO Y, KRUEGEL C, et al. NJAS:
sandboxing unmodified applications in non-rooted devices running
stock Android[C]//ACM CCS Workshop on Security and Privacy in
Smartphones and Mobile Devices. 2015:27-38.

[3] BACKES M, BUGIEL S, HAMMER C, et al. Boxify: full-fledged
app sandboxing for stock android[C]//Usenix Conference on Secu-
rity Symposium. 2015:691-706.

[4] AFONSO VM, AMORIM M F D, GREGIO AR A, et al. Identifying
Android malware using dynamically obtained features[J]. Journal of
Computer Virology and Hacking Techniques, 2015, 11(1): 9-17.

[5] QIU L, ZHANG Z, SHEN Z, et al. AppTrace: dynamic trace on
Android devices[C]//IEEE International Conference on Communi-
cations. 2015:7145-7150.

[6] Monkey[EB/OL].https://developer.android.com/studio/test/monkey.
html.

[7] MonkeyRunner[EB/OL].https://developer.android.com/studio/test/
monkeyrunner/ index.html.

[8] Z=fa, AE AR, FBEZE. — Pl &R S8 W T ) 5 7
T[], AEAR, 2001, 12(2): 241-248.

LI B X, LI X D, ZHENG G L. An object-oriented extension ap-
proach for system dependent graph[J]. Journal of Software, 2001,
12(2): 241-248.

[9] ARAK, VIR, TSI R X BRI O BORBE ] AR R
(TR, 2008, 38(6):41-47.

DU L, JIANG H Y. Research on slicing technology of object
oriented program[J]. Journal of Shandong University(Engineering
Science), 2008, 38(6):41-47.

[10] AU K WY, ZHOU Y F, HUANG Z, et al. PScout: analyzing the
Android permission specification[C]//The ACM Conference on
Computer and Communications Security. 2012: 217-228.

[11] MOURA L D, BJORNER N. Z3: an efficient SMT solver[J]. Lec-
ture Notes in Computer Science, 2008, 4963:337-340.

[12] Apktool[EB/OL]. http://www.softpedia.com/get/Programming/
Debuggers-Decompilers-Dissasemblers/ ApkTool.shtml.

[13] Androguard[EB/OL].https://github.com/androguard/androguard.

[14] CHOI S, BIJOU M, SUN K, et al. API tracing tool for Andro-
id-based mobile devices[J]. International Journal of Information
and Education Technology, 2015, 5(6):460-465.

[15] MACHIRY A, TAHILIANI R, NAIK M. Dynodroid: an input
generation system for Android apps[C]//Joint Meeting on Founda-
tions of Software Engineering. 2013:422-434.

[16] HU C, NEAMTIU I. Automating GUI testing for Android applica-

tions[C]//The International Workshop on Automation of Software

00169-11



3 24 555 B A

034

Test. 2011:77-83.

[17] AMALFITANO D, FASOLINO A R, TRAMONTANA P, et al. Using
GUI ripping for automated testing of Android applications[C]//The
27th IEEE/ACM International Conference on Automated Software
Engineering, IEEE Computer Society. 2012: 258-261.

[18] YANG W, PRASAD M R, XIE T. A grey-box approach for auto-
mated GUI-model generation of mobile applications[C]//The Inter-
national Conference on Fundamental Approaches To Software En-
gineering. 2013:250-265.

[19] Robotium[EB/OL].tps://github.com/RobotiumTech/robotium.

[20] CHOI W, NECULA G, SEN K. Guided GUI testing of Android
Apps with minimal restart and approximate learning[J]. ACM Sig-
plan Notices, 2013, 48(10):623-640.

[21] AZIM T, NEAMTIU 1. Targeted and depth-first exploration for
systematic testing of Android Apps[J]. ACM Sigplan Notices, 2013,
48(10):641-660.

[22] RASTOGI V, CHEN Y, ENCK W. Appsplayground: automatic
security analysis of smartphone applications[C]//ACM Conference

on Data and Application Security and Privacy. 2013:209-220.

[23] VEEN V V D. Dynamic analysis of Android malware[J]. Internet &
Web Technology Master thesis, VU University Amsterdam, 2013.

[24] LINDORFER M, NEUGSCHWANDTNER M, WEICHSELBAUM
L, et al. ANDRUBIS--1,000,000 apps later: a view on current An-
droid malware behaviors[C]//The 3rd International Workshop on
Building Analysis Datasets and Gathering Experience Returns for
Security, [IEEE Computer Society. 2014:3-17.

(EEME

Mk (1987-) , 5, LA,
R P T RS A, 5T 1A
J R B 4

00169-12

BiRE (1984-) , 5, LHERM
N, i, ARRCERE TR YW, £
T T7 AL S 0SB BN H 22 4.

HE (1978-) , B, LG ERA,
ft, MRCER LRI 2%, L
FUIT IR AP T . 24,

BRES (1993-) , %, ILIHZA,
MR T T4, BRI T 0
HEE BN 4

RiL& (1968-) , 5, WidbABEA,
MR ER TR E% . W LATIE, &
TR A SN A s
. P%% 24,



	21-32

