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Abstract: In order to discover the attack pattern from the distributed alert data and construct the attack scene, a
method of finding the attack scene from the alert data generated by intrusion detection system was studied. Current
research suffer from the problem that causal knowledge is complex and difficult to understand and it is difficult to
automatically acquire the problem. An attack scenario reconstruction method based on causal knowledge discovery
was proposed. According to the process of KDD, the sequence set of attack scenes was constructed by the correla-
tion degree of IP attributes among alert data. Time series modeling was adopted to eliminate the false positives to
reduce the attack scene sequence. Finally, causal relationship between the alert data was found by using probability
statistics. Experiments on the DARPA2000 intrusion scenario specific data sets show that the method can effectively
identify the multi-step attack mode.

Key words: intrusion detection, alert correlation, time series modeling, attack scenario reconstruction

L 3= Fry (CNCERT/CC) J3 B b B[] 9 25 2 4= gt 3
= 125 815 &2, JLrr, Wi E & 59.7%, Wil &
2015 4, [ THSEHLM L5 MY S AR AL FE i 20.2%, MTIEM A 9.8%, MuLETTH 3.2%, %

Wis HER: 2016-12-09; 1&EIHER: 2017-03-06. @E{E{EH: Htill, 1428590394@qq.com
BEEWH: Jentl ARSI H  (No.4162006)
Foundation Item: Beijing Municipal Natural Science Foundation (No.4162006)

00148-1



o541

BEah . LT BEERARRBLI BT SRR ©59-

BREF Y 2.9%, BRI 2.6%, MTTED Y
0.8%, Aty 0.8%. Y34b, LM R K K
BUREI T A BRGNS M5 JE .
WU B AR AR 4 B SRR R 2015 4
CNCERT/CC b3 TAR R M. ik g 22
AR WA R B — 5T LSS
M 75 2 . Gkl BB S5,
WHE LIRSS Biti o RIS # St 22 45 Boads fr A
X, HHATHGEE SR, AT AT H e A
PR 5 3R Boi e, AT b e A7 2R A
AR REEAARH, BT ARALE 9 2% 23
I 24

Wit fivh, Mook & O AR B ) E 1,
KA IR 75 28, B8 52 A CRIYGE Hbx.
Wi R R RE IR Bk s (e T2
BEATHGE, Bl CED TG AT e E R
JE L HAMNE, RIEARYGT B W A7fE—
E IR . N2 R R S8 (IDS, intrusion detection
system) FELEMT H BT BT K BEHh 78, S a4
HNRG N LS, RN 24 i
fith 2 5 e B R IR N (A T 30 Bl R R 2% e 4 o
Yol AT, 44 IDS 252§ N R,
XK, Bl B AR BT A A ALl mT LA
WL IDS FRA S Bon k. I, FRERE A
A RORIG R, WH R %1 2 5 Betifgist,
M B B e R N300 H W, it
Ay SEZIRFARGHIN 99148 P TE 5% A2 110 2 25 e A

SR, IDS PRI oA A B L AT SRR,
X8 H L AR SRR P A R 2 2R T 301 . 1DS
FEAR IR Ry A A B AR IR X B
AT, R AR B B A2 S
P HRRAE LR R . IRAT (35 o b v, AR
BN 2 S A R E A U S s E N A
REFE R 56 AR, SRF R RS
KU, A5 A )Y, SCRR[S R
2 5 B B U I A% B8 IDS 77 A 4 A7
AR R B S R AR S
I 1 BRI IS L, AR SCHE PR S 4
PRI B g s BTV, ST EA TR R
2es a0, XELURE S, BAERRE
) 50 5 Ak 8 3 R v ) B T 370 S A 2 ok

WIvE R, e T IREIRRERTE, 2H T
BT AR 75 REAT RIR AT ety ok A DR AR iR
AR DL SKERSTURERY], %7k REAE IDS
HE AR 22 b B AR AU AT U], R
BONHERA BT i 5

2 MXIE

2.1 REBHXEKSWHE

Buiki gy sc RS BT X 1IDS 522 A 7
AR B 0 2 A A AT OG0 AT, 38 i R
XA W28 23 (R [ s BB AR, SRR
BRI B B e O il e,
Wi 3y s TG vp B B U A 5 A R G IER)
KI5 8.

2000 4F, Templeton %5714t it R 5]
TR EANBGE AR, R REAGE S
S AT MG R S R RS 20 k. 2 )5,
Ning 2B 2002 fE7E TIAA 3 H v,
Templeton 2R S OC R 1 BAR, HE— B HATIRZ
IS, St e G A BR 2 1) 1) 56 Y
AIRE AR e SRR IR E My Wi 5 . 2002
4, Cuppens” 45 3 ¥) MIRADOR i H , 7837
RS A FIH] Lambda i 5 iR BdifG, BHUAH
KRS o X et i W], BLE B4l
RKFNN; ARG, AEEAH I R 3K LG AH IR ) 3
T H1 IDS AR AR, DL BE 2 1) 42 JR ok
TG SCERO12DK IR e AR H T 2 22 Bk R,
HAZ T 12 AR 5 BEAR AL 28 HR 1A TP 1 DL S
Mo TR A o e LG I OGN, i
ORI e SCN T A g 2%, i HORREAb 3
RAnBti o

Qin 2R R SR 4% (1) 22 AR 2 I
[ BRI GE T AT 572X 2 AN HAMILHIR A2 3
s B, IR RO SR I Bt g 5
Morin 2 MHh 78] FE B A 2 U530 10 9 R TR 31 24
il e . AR BOPE R N e Sk i 4 A T A
PR VEFRERERTHE, HFEERE NS
R ED

Zhang 2 VLR SR P IR 1) 7 10156 42 7 20 3k
174y BE, (ERFNIR A P~ R % D Wl
B, HIX R T7 VAN 8] B MR E o IX R T

00148-2



60 I 26 1545 B 2 A AR

034

I 1) i 111D X Te it e ki3 i B AT R B
FREEIIS ). Al VAR RS ) 1 LA
() H At A BT 35 R Ay = AL e, G TP Mk
S, XSEMIZIE T, WA, SCER(17]4R
AEAENT B I 1) 7 A o R ) 1) . 2014 4F, 75
2 A AR OV o T 1) B 5 2 0 1) DR SR 20 4
TR T8, 1% TTE5 RN T TP Mk R A OGP
S EHATRI S, R IR AT A S 4 o 4 )
PIRER G R . BAR T IEATEZE RS A,
W I TR E R AN S 5% 07700 ) G5 7
X RE S S EGE 2 R R AL T % e, Hix
JiE ARG IDS 7= A 35 ] (1) AR s R L
XA 25 DR R R IR A
22 REBHRMSURMLIESZ
SCHR[18,1910F5% T IDS 7= A8 15 24 ) ()54 Bl
I Pietraszek 2GR HY L L8827 5] (1 7772
ALAC, ERMNSBGEEACH) IDS 4. ALAC
LI TES R T BB, HAER AR )t
AT NZRIN TN BT AN X 43, B bR B
WL AR B, RS EE, RUNTRIE
DS ESEBRIAEE Az (1) 1552 W Aff b ) DAy B 5K 7522
WS, B LR ARG 04T DARPA
SRR [FIRE, 2009 4, HI&2 g toxt
WREAEAT B B0 ) 5 I ABA A [RTRE R 1)
M Bmran, RS RO T R, 2
EITErat R WA ox I NN L R NP S SRPASHI B S
WBCHIRE S, AR 5 MARATAE LT )

D) 2R oy S 354 A S S R HE s 2) R FS 4L
% )RR ENNE SR . EEXT DL B R, AL
P — P R DR SR R B ) B 3 S T A
io AT VR T AR DL AT ZER
HACI A, HMEDUC B AR A S EE D, I EAY
5 F U O R ey SEARPOY, R I )
F AR 2 i R A R e, ORAE T DR SR ) I
BRI R s . 1 L, R LR R, A
LA )R TS B R e TR
g, O TSR M 48 R

3 WEHRIRMNGTE

3.1 ARXFAEER

AT AR I RE s AERL e &%
BBt w oot BRI S i &,
ARG, R IDS 5 H &R
(1) 1P JE& PR ARG, M BEE S SA
SR JE R B 1 55 e A v ) 4 A AT TOAL 3
SR I [R] P A 7 2, HA o e ()i ot
R LR, BRI RIS S AI E . AR
iz e B, i v SR B ST A I
R A R SR, A RIS S H &
[ ARG AT REE, 2B Bt i b i i dg e
TESE MR B, X248 2 10 R AR A b AT 45 1
RIS . Tk B R R i 1 R
32 MBWHZEFRINES

H B B MR T 4, 2 M 24

VY 8 buy

10 s KR

—ACECHRHARIE ER
i I 1 T
=L ~— WIS ELE 2) FE e A

| AU | g v e P RURERE, 1 S

B

B BRI L ey cd
| Rk
AR,
e /7 _w F&[E%ﬁmﬁ
e U
Bk
2) JEHE

VAR R A A
B, 2L LU

K1 Ik ol i

00148-3



o541

BEah . LT BEERARRBLI BT SRR - 6l-

AR, AP A, )
ZH WG4 ELIAT RSP, XA R St b
BarLlgsd IDS 5% HEAILH k. T IDS
T HETRIZ DI IR, ARSCE S0 I
LRI IDS AEGATANE, e HAEMR A, IRE
TERIE TR, Oy R E BEh g S )
HEES.

h T S A A A W OB R .

EX 1 HEGE, HEEE A n ocd(a,
ar-,ay), HH, aI<k<n)FoREHLENE kA
JaEME Cattribute), WCEEFY e=(ar,a0, -+ ,a,)o

EX 2 YY) (AS, alarm sequence). —Z
TR TR ) AR A P41, 18
AS, AS=<ei,es, -+ > /L e, timestamp<e;.timestamp
(A<i<j<m).

EX 3 Butidgstrs (ASS, attack scene se-
quence). Bti#5ER - IRZ P UGS ik 1IDS
P E P IR B TS, wdh ASS, ASS=
<ep ey, o> HH, (I<iSI<HFERE i NMEE,
HIHL e;. timestamp<e;. timestamp(] <i<j<<k).

AW EEHM RIS 7 o, e
(timestamp, attType, srclP, srcPort, dstIP, dstPort,
priority), ., timestamp 7R 1DS 154 I [A]
#, antType WKLY, srelP R srcPort 3
7~ IDS 55 1P Mok R 1, dstIP R dstPort
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oy i 37 55 P A R — S T gl 2 i e 5
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1) Create CASS=null;/*CASS M T 17 i

ASS|,ASS,, -, ASS, */

2) While(4S isnotd)

3)  temp=AS.firstand delete AS.first

4)  If(CASS is null) Then

5) Create ASSy;

6) add temp to ASS, and add temp.IP to

ASSo.IPSet ;

7) CASS =CASS U ASSy;

8) Else

9) For 4SS, in CASS

10) If (temp 1P is in ASS;.IPSef) Then
11) index=f{temp IP,ASS;);/* % &8 3T

T3k ASS; o 1P 25T temp IP [R5 i — AN 15 5
IR */

12) IF(index==ASS;.size—1)

13) add temp to ASS; ;

14) IF(temp.IP has a new [P ad-
dress which not in ASS;./PSet)

15) add temp.IPnew to ASS;.IPSet,

16) GoTo 2);

17) Else

18) Create ASSinew ;

19) Create ASSjew.IPSet;/*H{ ASS;

th O—index T, Wt 4SS fi14 Mk Bty 5t
}_‘?ﬁu ASSinew*/

20) add femp to ASSinew;
21) CASS =CASSU ASSinew ;
22) GoTo 2);

23) Create ASS,cw;

24) add femp to ASSyew and create ASSyew-
1IPSet;

25) CASS =CASS U ASSpew;

26) Return CASS
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Flag), Hh, atType FamBEhMRA, IP F£oR
T2 LB IDS 5 HAFW 1P Mk, IPFlag %R
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BT ERE R AR R, R FE CASS
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T anType KRB (5 8 ik 5 SO B HUW ELE, 4y
I attType threshold, P45 %ISR 1) 5 e FiA:
HHERLE TP BT o (W L ip_threshold, Jf i
AN RD dubious, FARFE WL 2.

BE2 AR 2 R AR A

WIN: ASS=<ei.ey**,e>attType  threshold,
ip_threshold

Hiti: RD dubious %4, WK RD_dubious_Set
= { RD_dubious,, RD_dubious, ,**, RD_dubious,}

1) Create N=ASS.size and RD_dubious Set=
null;/*N is the Number of elements in ASS*/

2) Foreach e.attTypein ASS

3) Create attDypeSet=fattType (e.attType);
*AREL ASS HRIZ B R R A K T A

4) n=attTypeSet size,

5y If (% SattType  threshold) ~ Then /*

attTypeSet 11 T AT & X N (1) sre IP F dst IP R B

K] 1P £ 5730 5lid S Al D*/

6) Foreach srcIP in S

7 If(The proportion of srcI/P in S>
ip_threshold) Then

8) add (attDype, srclP, srcIPFlag)
to RD_dubious_Set

9) Foreach dstIP in D

10) If (The proportion of dstIP in D>
ip_ threshold) Then

11) add (attType,dstIP, dstIPFlag) to

RD _dubious Set

12) Return RD_dubious _Set

EX S5 HERH]F] (TS, time series)o Xf—
MY sT Y] ASS=<er,er, s e>Kt, WIHRFEE
Yok aIA T, Rl T=ey-timestamp—e;-timestamp,
RGN TR) S5 70 N AN TR, BRI ] TR] B Ad A AT
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P AS L H% 1 Ak C4sSS.

IR 2 A ASS FRFSESR N T,
BEE I ARG AT, B34 CASS 1) ASS RIS
2 koA, 774 RD_dubious

$1B3 A4 RD_dubious FN), it
% ASS FFAEREAS AT Hi AU (1 7 AL
"2k TS

AR A R T 75 10 53 B A 48t pn o
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SRAR B MORSCR MRS 775 R I
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EN- $ 3301 SAIN AN & -SSR S0
P(nTYT)RZRAER A fT R E R AT NS
RAE nT KAV E A

EX 6 DERANH, B ASS HHAn] REka &
— N Z PRI, fd ASS RS & St
R [H) YA DAL DG 2R 1A ] IR R DR
RV I BT R xRy G=<V ,E, P>, H
o, V={e.attTypele; € ASS} , E={<e.attType |,
er.attType>| e;EASS H. e;EASS }, P={#E LN
AR P(h T DS

SRS R v ) AR R PR s DR SN,
FOR R R W 2 fios

e [y 22 B AR S S 4SS TP REAS S
BedifE, BV M, Mg, T 400
Beihi B fT Jo 1 B ER T BN, s b B
B A, WIS I — AT — 21 1) 55 A4 1k 2 o
e, H B ) 581X ASS TP A A A itk
Ny R B o A S B s g E 1 2 i AT P AR Bt
HKMF — P IR K A% BT AR R I B 28 7Y
RIUH, WG i R N B R4,

— BB R G| P NBGER T K R Py

My riny, HR, M) FET R MR

columnNum

PATH n B0 E . DR AN RR I R 1 HLAR Bk
WL 3 .

# | ATT_TYPE | ATTI | ATT2 | ATT3 | ATT4
g ATTI 0333 | 0333 | 0333 0
% ATT2 0 0 0 1.0
ﬁ ATT3 0 0 0 1.0
i3 ATT4 0 0 0 1.0
53]
2
A
iR
bi2
X
1t
#
ik

B2 S MR R AR A R R

Bix3 PRI

BN LIRS B TP HIhEAR P 2
i R ERMFIVES ASS=<ei,es, &>

Wit SRR YRR

1) Create V;

2) Foreach e;: ASS

3) If(Visempty) Then

4) fT=ey.type and nT=e,.type;

5) Add fTand nT'to V;

6) Create a matrix M according to the V;

7 The V.attType map to M.index;

8) Mygurt+i/* My 1T S00F B 2R
ST J5 I EELER nT 1450+

9) Else

10) fT =a;.type and nT =a;1.type;

11) If (1V.contains(nT)) Then

12) add nT to V' and add new row

and column to M,
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13) The nT map to M.index;
4 KIS
14) Myt
15) Else 4.1 SKIGIRAR
16) Mg+ AR DARPA 2000 $4f 4 P2k i iF 7 12

17) For(int i=0;i<M.rowNum;i++)/* vt H 5
e/

(] FiE . DARPA 2000 k5 2% 96 B pR 44 P T
2B S S S A R AR M AR I 5K

18)  For(int j=0;j<M.columnNum:j++) I H 5 2 o s SEAALL IV W 2 AT A0 4 3 AN 5
i Inside. Outside LA A DMZ, b M W BCHEANAE B
Wk 1w, Wb 3 .
"= DARPA 2000 10,75 2 MU ¥ Bt 17 5t DARPA
20) Return P 2000 LLDOS1.0 1 DARPA 2000 LLDOS2.0.2., A
#1 DARPA 2000 M 4ZIMEIEMAE 2
EAS A& BIERS
Outside 14 CEHG 1 Gt 1 GIMBMIE, 1 H4ME Web k%45 Solaris. Linux Redhat. SunOS. MacOS
DMZ 6 (LG 1 B, 1 5P kD Solaris. Linux Redhat
Inside 40 CALFE 3 & 15 k8 Solaris. Linux Redhat . Windows. SunOS

&

\
Windovlvs NT Virtual Outside Hosts
N @ Outside Hosts
s @ '
Calvin aesop Monitor
Outside gateway Outside Web Server AF SNMP monitor|
(192.168.1.10) @}
|

(192.1 6|8.1 20)

(192.1?8. 1.30)

DMZ Hosts

plato
192168 11 Simulation Coordinator
(172.]6[114.10)
172.16.114.1 |
Eyrie
Sidewinder Firewall &
Smith Solomon Marx
Inside Hosts (172.16.11420)  (172.16.114.30)  (172.16.114.40)
«gi qgi qgi éé} 4$i 4§‘
Locke Hobbes i
Pascal Robin Zeno PcO
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(172.16,112.20)
Linux Windows NT  Virtual inside
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DARPA 2000 LLDOS1.0 f& 41 N 5¢ .

1) M ek s5 R H 1PSweep J5 30T TP $1
o

2) XS 1P BEATERN LA IS 4T /5 Solaris
FHL_ LAY EERE sadmind.

3) 22k sadmind G X3 B, IR H 22K
telnet £ FHL, FKEX root AL .

4) Bk 5w RS RN, %% mstream 5F
P REF, 4 DDoS Ui .

5) i DDoS.

AT B TN S Snort FLE, T I
JUSUE . B, T EARENIBR S, 4 Snort
(%) Mo 47 ) B Bk B A v TP bk Mk B, B
#4 Snort Bt & L snort.conf #[) HOME _NET J&

e H I IR A 75 R AR B RN s %
Jas R EAE T, L DARPA 1999 $2 L)l

SRt A AN G W A T SRR

42 FHHFR

24T ARMAYE RN, HiEg s
Brkil B i o 2 AR A R

T DARPA 1999 H ) IE 5 A TS St &
Jo . FEUAE snort 154 17 966 4. KRGS Ak
Kgi—Jm, FHSE 1 WGP IIES
CASS, "R ASS 3L 14 B (4SSy~ASS13). XIfF
AN ASS PR R K TP SR VEAT 0T, RELAT
BTN (LLASS) Jgfp], ot
O 4 Frs). Brbl, FIREE 2 gt
ASS TP EEB ORI S AR R TP AR
Ky 50N RD  dubious , 3R J5 A2 K000 ) 4
A ST A N R AT R R LA E
B ZE R ELSRE ZBR N RD_ real, IXFEI)TT
2 BR Bk 5 90 T IR s R LU A T

PERLE N 172.16.0.0/165 HLIK, Wi Snort Epk® & & XA AV, Hrb, alarms
E-) Snort R BEKFER (EEEREBAT)
DMZ Inside
dump LA
R o3 2 A B oy A A
phase-1-dump 785 767 40 20
phase-2-dump 148 134 158 79
phase-3-dump 530 138 226 57
phase-4-dump 526 3 521 3
phase-5-dump 34214 0 73 925 263
8 000
7 _2107_ 210
7 000
6 000
%
QSOOO
4000
&
43 000
2000 1500
1000 H 262 106 68 5 3
90 6 6 6
0 = 51 31 30 14 14 7 11 1
SO P R g I R S R
ST S ST E T TS FT LTS F S
,.ooc’@ gco? é\’% “O‘Z’a&C?\Q gb&oeé @& Q)c\f'\o Q_’Q& Qd . & \506 fé&?\ Q)‘z"6 Q& -\c\a&'o OQQ @Q é’\“b %0%
F& O F TP P T TS TS
P GF & TR F R FFFE LTS 0TS
& S & S f e T @S\&O PSS & %@A\
S O F VL T LSS
s &&F & $ S TS
QO Y’I < é @({8{
N ® .
R

B4 EEIOUTE R
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