ERECT R
2017 F 4 J

W 4% 545 B 22 A AR Vol.3 No.4
Chinese Journal of Network and Information Security April 2017

ST WebShell RIS F I &L

M, B3, FHFAA, K
CIEZ B A8 e ) A W] REERT T RE, # B/ 310000)

%  E: WebShell Je M NZHIHH TH, BEABEMER. RS R m. BHarpil 7B m e, 55
Wegeit, MUK A2 RIE Y WebShello £FXFIXLEm) 8, 32— GEALIN WebShell MHLES S Hk, M
I CHIHFETE WebShell FIRNAEE WebShell FTUMBEATRAE: >, SERC AR AU TN, RyEdE. &Rk
P SCIRAER, AHLLAREEY WebShell A0 510, ESVEMAIIRLE . IEMRE S, [FR AL — e A
W H B 1K) WebShell.

KHEiRl: WebShell Kuill; FiFE i RFEVIZR

RENES: TP309

XHEkARINAD: A

doi: 10.11959/j.issn.2096-109x.2017.00126

Machine learning algorithm for intelligent detection of WebShell

DAI Hua, LI Jing, LU Xin-dai, SUN Xin

( Electric Power Research Institute of Zhejiang Electric Power Corporation, Hangzhou 310000, China)

Abstract: WebShell is a common tool for network intrusions, which has the characteristics of great harm and good
concealment. The current detection method is relatively simple, and easy to be bypassed, so it is difficult to deal with
complex and flexible WebShell. To solve these problems, a supervised machine learning algorithm was put forward
to detect WebShell intelligently. By learning the features of existing WebShell and non-existing WebShell pages, the
algorithm can make prediction of the unknown pages, and the flexibility and adaptability were both very good. Com-
pared with the traditional WebShell detection methods, the experiment proves that the algorithm has higher detection
efficiency and accuracy, and at the same time there is a certain probability to detect new types of WebShell.
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