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Ontology model based on security parameters
capturing process for network systems
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Abstract: A general security data capturing process for network system was proposed, which combined hierarchical
capturing framework and ontology model to whole network architecture. Attributes of security parameter were di-
vided and relationships of parameter were descripted. Security parameters were extended to multiple dimensions.
Multiple attributes such as information source and hierarchy were abstracted, which were benefit for analysis of se-
curity parameters. Based on the proposed framework, the process of application in real systems were described. The
whole processes and framework efficiently provided guidance for network security evaluation and supporting of ba-
sic parameters.
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