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Abstract: In wireless sensor network (WSN), the user authentication technology is an effective approach, which can
guarantee the user’s validity, avoid WSN’s information disclosure. Meanwhile, the users also need to verify the
WSN’s validity, avoid obtaining incorrect or false information. However, since the sensor nodes have limited energy,
communications and computing capacity, and they are usually deployed in hostile or unattended environment, the
traditional user authentication protocol (UAP) is not entirely suitable for WSN. The security attacks were introduced
for the UAP in WSN, its secure requirements and the theoretical foundation were given, and then the UAP’s design
processes were summarized. For the analysis of its security, the attack model was described, and the automated vali-
dation of internet Security protocols and applications (AVISPA) and the high level protocols specification language
(HLPSL) were overviewed in detail. Then, the current UAPs were reviewed in WSN, the future research directions
were proposed. These researches will contribute to the design, analysis and optimization for the UAP in WSN.
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1) OFMC (on-the-fly-model-checker) ik
RS B PLR R IR T R ZARE 2], 5L
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HHM i 2R
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init State = 0
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At trival )RS & State F1 Na, State
HIEHH 0.

2) JREAREA A AR A, W

Role A(ld: nat, X: text) played by Id def=---
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owns X

composition

AL, X)) A A2, X)
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TR A WTUUSH X, EAE X, H
NEREG TP TR IER
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RO BRI R

4) WRE&HME,
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2) DETAILS: it B P BG4 A0 15 22 4
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