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Abstract: A "big clouds audited by a small cloud" scheme was proposed, by introducing an independent trusted third
party (TTP) dealing with run-time data collection, verification, audit and evaluation remotely, in a continuous and
data-driven model, compared with traditionally certification based audit. The TTP mainly adopts data flow visualization,
data monitoring and encryption to protect the rights of users. It provides the basis for users to choose a trusted cloud
platform and for cloud platform to prove own trusted credentials. In-depth study, the following key technologies were
broken through: 1) the introduction of an independent trusted third party as an intermediate layer between cloud plat-
form and users as well as administrators; 2) continuous, real-time remote data collection and data analysis; 3) strong
non-intrusive evidence gathering.
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