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Abstract: VANET has an attractive prospect, it faces serious security issues but at the same time. Access authentica-
tion and privacy protection will play important roles to address the issues. A detailed survey on the literature
anonymous authentication mechanisms of VANET in terms of their implementation approaches were presented such

as anonymous credential and digital signature. The advantages and disadvantages of each mechanism were elabo-

rated and the novel research directions were also given with the help of analysis.

Key words: VANET, access authentication, privacy protection, anonymous credential, digital signature

1 318

R HAZ ML (VANET, vehicular ad hoc
network) J& BRI FHJCZ SRl b HE AR, LLZE 5
M DB IR T /L, AT ZE (V2V),
SN ITT (V2R) 2 [AIF A8 15 e 25 1 A1) g
RSN 4. VANET 52 Jo4k Mesh [ 45 (1) —Fif
NWH, Jo4k Mesh W48 fie T G2k 548 9 AT H 41
225 (ad hoo) MIPLHY, =& FRAE. mHl

e, RIS . [RIN JEZE Mesh 945 (1)
oy RN AR e S Ok ) S At R T Rk
Uf  RSBCRHARSER IR, A2 Jo 2k e A N I BLAR
iR TT 5

TEAR AL R IR JE 1IN AR, VANET b S
Yl A AT R GUER O T HOR SRR . AERRIN
T, AT T DL A 42 7 i e
I B G A B TE B AT T A DL, DAL SR
DN W 1 AT A, 3R] A i) ) R A A e A

ks EE: 2016-05-13; 1EEIBHI: 2016-06-25. BIE/EE: FAKE, gaoth@mail.neu.edu.cn
HEEeWH: Hx ARFERLERDIHA (No.61300196, No.61402095); Hh sk i Kz 5 AR Mk 45 3% % 30 5 4> ¥ Bh 3 H

(No.N120404010, No.N130817002)

Foundation Items: The National Natural Science Foundation of China (N0.61300196, No.61402095), China Fundamental
Research Funds for the Central Universities (No. N120404010, No. N130817002)

00089-1



B8 FRIESE TR A A SN B A B N UENL BRI SRk s 11

BTG R AT RSB ST R, DA A 2R e
MUl R XTHE Tl . RE BRI 24 Cln SO 4D ]
LA ) J&) R 22 1 o e 1 B R AT R, B
30 I 4R B R AT R U AL SR AT (RS DA
HUTE £ ({5 1] . VANET 1E Bk DAl AR 2 R 3
KVE M £ A

VANET {E0 N T 455 LB s 2 A
SR 3

1) ZE49 1) R 382 ) mT DU £ 0 2l A %
I RAFERE, RS EA ST RE ) FIAT
fitifie

2) VANET [ iz s HAh 2 sh 5 A28
W2 A R . R AT BT, X 4 AR
PeicAe e s MR ATREN, P 4n 4R,
BEERAF TR . S5 AT BT ) ORI
5 S AT CATROI B B otR S

HJZ VANET [Hillfi LA T 2242 1) U Hk % .

1) B AE: 240 s A0 E N B S el
Y0 R B LA Y i A VS R S, R R
BTG R A ) BT AR EAE, LA R
WAE A HEE

2) BRARLERA s AT s S B R T4
KUl AE B, R ESL S IR, HES
T AT DARR A Y s B Oy AT IR R Buky, HARfE
BRI EM A

3) nlBEETE: — HIEEENY SO AR DT Sy
BCEOB R RIE RS, RGNV ARSI
S ECSE Gy, 17 107 R FH B 44 B 03 6 i BT AT

4) JoORIeE s AR s VAR S B AR
SR T H AT SATER

5) R AU AR R I R %
BT RS VANET H 1) QB ) i, 24— 2695 fik
AR AR RS RO . RO T
R, DA HAb S EAT MR, REE
REAS VU T U X B R i, BRI AR 1 %
A -

[FJ i, VANET AR 115 15 Wi s, oy Bk,
= I Rl P8 e 2 ol L P G PV B v e
BRIk A VANET [P 4 e fis A 13
BEEHS o

FE BB S PBBCRIFAF IR DL R, A

AR VANET LA, [, FHP
FEN VANET (#9915 Al o A0 & K usE 5
R B B R 26 B AL I ORR,  HLAH
RAT TR ARV OGNS Sk FH P A >k B 4 7™ o (1 43
Ko BEAIRY T ZH A IRIE VANET N %24 (1)
TEILATT, X VANET B4 N R AR 175Kk
mRIaY).

A VANET [ 4 8 NGAE 7 &3k
I REEIR, WA &7 E IR 2. e,
Fig HEAZ AT A R I 7 B 55URN 5 1)

2 HXHEIR

2.1 MLRIEER

Wi 1 fiR, VANET —fii 3 #5020 5
=7 EENIR (TA, trust authority ) 3215156 (RSU,
road side unit). 4-3#.7C (OBU, on board unit).

&1 VANET {25414

1) TA s AN =TT B AN, T 2400
PEINFER O Y, PR AR AR, R
o KT TA Retg i 15 i L 50

2) RSU s A AE B i S Ah e, FH 04
LRI A C XS YN &

3) OBU &g 7o 4240 I A5 5o, i 4k
IR R G PR 2, kU AL
RGBS

V2V Fl V2R 2 [a)38 A5 4 FH 0 R 2 JE i 15
(SDRO)WY, RSU 1 OBU FIEA5 7 Fl 4 300 m.
TA F1 RSU Z A0 A7 4 2, TH HAR

00089-2



Cl2- I 1515 B 2 AR

0524

e 1) 22 A A 8 TR 7Y 5
22 FEHEHMIR

1) AELMEXS

AR & A RENEWI : e: GixGo—Gry
H, Giv Gy 2 2 ADFEW g IR, Gr
s MNRIEAEIAHE, GRS HA T P

© Wktk: XMEEM PEG, QEG, M a,
bEZ, fe (aP,bQ) =e(P, Q).

@ AEBYE: — AR PEGL, QEG),
Wit e (P,0) €Gro

@ WM fEE A B O G X
(RI1H -

2) FET B A AL

BT S maEpLE OBE) 4 ANHEEA
W ZEUER (Setup) HEAFEEL (Extract) Il
% (Encrypt). fi#% (Decrypt).

@© Setup: FIAN—NLESH k HIRFIRSE
24 params Fl F %5 X RASHBIE—NE R
SO (0] MO — AN PR Z SO ) Co RASE
BEANTE, A B AN (PKG) -

@ Extract: DIEHH]. (T8 IDE (0,1} 1N
W, JFREIASH P ID s N AV do

® Encrypt: LA params. ID. me€ M 1F Kk
N, R cEC,

@ Decrypt: L% c€C. FAEH d ) params
EAHN, RIS mE M.

3) ZT SR AL

FEF B AL IBS) i 4 ANEVEA
ZHVER AR B4 BE.

@© Setup: FIA kbit % 2SH, il E 0/
RS Cmpk, msk) o

@ Extract: i\ msk M54y IDE {0,1}", 7k
BG4y K ID W 7 RN usk, FFK usk ‘224K
EgEH .

® Sign: A usk FIHE m, RIFXEE m
254 oo

@ Verify: #iXN mpk. ID. m Fl o, WE o
Xt ID A m AR, RT3k [E] 0.

3 ARARLZR

4G, VANET $2 AAE 7 AN R AHAGE

MZhae, i KAz A AUE. 55
WL BRRARYT JBEEPE A TE I R R A
RS . 48R, A VANET (K38 N IAIE T ik
JET H BRI 7 AR AR ], AR 7 &) T
VERRW ST ES . Fln, A7 EEd Tk
E ) N g TG OGHRE . 2, VANET $#:A00
UEJ7 ZE R 0y H b AT IR B 22 4 R RGRA 1R HIT 42
T, REREAERCER . AR T ZWEEE
FARRSRE, X VANET [& 44 AT 2024
gk
30 ETERZEBRNERE

SCER1] 4 — P 2N TE PR, FHEE 44 0F
PR S By, B35 RUR A UE 75 ZEA 50
B R . 7 P R AR AN UERY B At H
ARV 23 FL B AT BT 1 OGB4 1y o 5 22
e N B LR, KT AEETFE . 54t
AN B 4 B B it R A G A R R
BT 55 7 TR (P AR T4 o

SC R [2] F H — B kI R RA £R B B Y
(ECPP), fif# ¥k T 240715 il 7 SR 3R e 4401
Hif ). OBU [ RSU i3k K AT — NI B 44
WS, IR AT BRI A UE TS, AR &
2 Pime WNSZERT R BAR O R R,
AR e E A UET,  TTE % OBU 5 RSU 4T
A H, HWRRHHE. WA, AITEIFA
PEAETC I R P R

OBU RSU
RIBWE AR

X

:—.
b | AERSU, #ilid,
P i

B 4 51

FE 2 ECPP [E4iE 154 i 72

SCHR[31EE AT SCHR[2177 ZE Ik fa 2 th— ek
FH I I B 2 E I BE A GIEPML . RSU 45 OBU

00089-3



55 8 3] FRIESE TR A A SN B A B N UENL BRI SRk < 13-

KA 2 wEEZUET, /> OBU 5 RSU 28 SGAE
T Jiah, RAZET S0 I3 B AE LI B
T RSU X} OBU 7EIAIE £ [ 44 Uk 15 i (A Rk
K5, A& OBU W BAE 5 RSU &2 H., HAAIE
ik TR, W
3.2 ETEARMIMNEARER

THI ) B2 44 07 2 KB 2 Bl BEZS A4 FIEE
B, BB, BERET E BAA R R,
AL 5 H B A AT IR s NS A AR H R
PEE A PE R ShBE . TERS A2 5 S48 SCHR (4] 4
U, — AR AT NPT DA DA
A7 AR IEA TR BT 44 o STIRR(S, 6]
WA 25 44 07 T AR Ib s 4 1, 44 FE i B
SRS A TR R RS, T BLA AN
B2 MRS BN . T
BWE RS 0E S, Bk, ol DU IEA ]
HRAE, B2 this, HAHEW.

& VANET iE 7 &, Al TR 44 1)
T3 S AT DU S B0 AU A e AT HERE
PEFIRTIE WM, Bk B BRI EE AT LLIE
VANET 4255755 55010 v 8% 2 1k A0 9 A i
R R

FEEPEE (GM, group manager) & NHTH
Sk, BHWESH AREEAY. BWTT Tt
TSR 2 IMERBE, AT TA, GM Ref% i 225010
MAEY, AR AR ENE . X
R 7115 FH ZE 50 4 R ek e H AR ZE A R B R

FESCHRLS, 911, HEF R BEH B A~ AFA
G R, JFMBEAAG R, B4 LIy
ANHKGUE,  DEGE 35 AT DASR AR I (1) 1 £
By, ATGIEFE BRI S5 B, B PR 1k
R EA M4 BT RIS — Mo
AT BB AR RN AR R 4, R GM ]
UG A AN V2 4 1 P 4 Tk A T B iy
DUSEILEN A B HE . 1 R B AN 22405 50010
TR, GM fElE AR — B I BEA IR
FEABEI RO AL . 2 OBU &R — /M
PIRETI, GM & etk R S 4
R, X THHRAR OBU S iHERERSN, A
23 9 A3 C B A FARH o T AN A e 22
2 3 U Sl 44 1 I R B, RS OK R

G, SRR,

TESCERI101 7 &, 7R3 Sl — A
KM IMANFELL, & B A — AR LT
(i) [B) B e A8 1 L 4G, X m DUEHT TH AR 44
[ SN AT eI . GM AT DU R 25 44 36 3 2144
B, REATTHRBIE . — PR IR IEIE SR )
A 2 (A3 A5 DUE B 28 44 7 A8 SCHR 5]
e, RPN TERAMAEA, w R R R
UEFE A4V, [ A CRIEAE A T HOB I . A&
HvE WIEWINE. 7 A A S TR R )
Y15y, # TA. STA. RTA 5 & FE P mEE
(=8

Lin 7ESCHR[ 111 F$2H GSIS 7%, fliH—A
BAMPHET B 2T %, M HEA RS
KO SR (i RSUD , PLMSRARIERT . T
SESIL T Y A R E A MR ARAIE 1T BN A
CA N N 7S A Y S RSN S C S
By, HZ8 0 W 247 B ] N HLE AR I I AR .
AR H SRR SO0, i AL fid
FEF 1 E R,
33 ETSMMIANERR

FoT B I B 2 AN 2 () — Fh o
T IBC B KIUAAE T4 1AL Gk Tk
(K3 B A 2 o s i e AR, K2 %k IBC
J7 RHT AR LI, Zhao FEAECHR[13]H
PEMZ T AXZ T IBC J5 R IMIHE 45 3

AT IBC 1) VANET AIE £ 5 R T A%
157 E E AR E T S LA SIS E R 2
B, HVGESFE PN TE BRI E A SR,
TEVE R 8l Eb AT o, RHEET S0 1
LI AE T 5o SCHR[14,15188 T — M5+
SO0 110 G N B FACRAF A UFAE S, 2505705 pii (1) B
SO T R TA FIASINE =, R
Fl—A> RSU #B 0] LA s 44 4y, RUE TG
KIPetE. OBU 5 RSU Z WA UEf A 1BS %44
75 %, OBU Z [AITAUFAS I 5E T~ 5473 1R 7 2 P g 45
AN, e TN AR BRI R .
EE 7 S (SR R A TA B EEAHS
o AR K I PETTA .

SCHR[16,1 7188 H — PP T 5 43 AR 7 56
A DA R GEN R, R EVIEREE . RSU W LA

00089-4



e I 155 22 A2 4R

0524

2N RUREI B A R ME BB, AR5 R
FARZE XS — I I B . T RAFLE I
s, WA IHE DA E A — 450 uE A i (17
S AT AW AT S, 1 RSU AL
Pl P PRI DA TIE S

T B0 IAUETT Z PP H PKG ™, —
SRR

1) PETEEHMATFRESE, HATFRS:
ZH.

2) TR, 1) PKG #2455 &g 43 ID.

3) PKG W5 s &4 ID tHE A, JF
RILEETT R

— H PKG 18 2| Bk g & A A B 4 A 224,
Tk 5 BT A 1 )

SCHRT 1814 H — i fd e BT Wl R T €
i 3 fow, LG H—A PKG AR, o
J AL —40 PKG (DPKG) SRIL[R A lfae .

1) #EErH B

O AHEWERRES L

@ DPKG =4 —AE R msko

@ AT A T,

2) BRI B

@© 750 DPKG KIEZEHE K.

@ DPKG Ki% N-msk 25715 55

@ AR N-msk Fl RSB HUE A

{HRIXF T ZMAA R AL, PRI
B, T R I AR R A 0 2T R B BRI B BT
I msk, W BEAFAE R 2T IO o

DL EJE T8 03 BTN UE T 8 KRR 5 T 4k ik
XS, VXIS HIFAEOR . SCHR[19]48
HH Tl T B 7 1 2K O B B A LR A IE T
%, BRI ZETBET R FH R P WS () B 3, g
JE LI 2k L) DL (discrete logarithm) fi: i
F1 CDH (computational diffie hellman) ik F
RERIEAUE L RE, ARt m TSR, RAE
TIBHITHY
34 HMINEAR

BT UL EJLRINE T E, e
(FIAE 7 2 SCHRR[201R H 2 ik 10 7 A7 il TA
RATAEH LS UE S, B4~ OBU #547 REME—1f
NG OBU ID JZiiF 5. RSU H #2156 1F OBU
[1E45 A& OBU 1D, R ) B 5k () OBU #EAT
BRI, 7 2 REA RUORIE A AR B RAFI A UIE L
R, (HEEYUE (S 75 5 = RS A0, — H RSU 18
BN Iitr, AT e b A WY 4% (1) 2 4

SCHR[21105 %A BF-IBE HLAIEEIT (5 o
IFFH BLS MU T2 4% o 2R f N
TA %4 OBU K A7 Z24F, OBU $E L 223F 5 RSU S8 i
BENNIE, WREEA AR, 7 S8t m TIAMERL
K, fi#k T OBU 5 RSU SIS H.I 05, 4
ST A H O, BEICTA R RSU T80T
B o HEE A AR RSU 258070 ik, n
HZA RSU 38 21 Srhi W 75 by 2 6 2240009 s A7
AR, AREORIFL . Joh, o7 ZIRME
ST SRR -

SCHR[22] 7 R AR ORI R B, A —

AHIER

i

M

/
fwfmwg\

B3 s BT R T %

00089-5



55 8 3] FRIESE TR A A SN B A B N UENL BRI SRk <15
1 UNIVAE S0k ipo
LT % IE S0y Bl (&S B e o R R R
BRSO AMEAES FIHEZEBRY b TA 80 RSU W TA WIRET RE —RARECEE TA & BRI SIR,
UETS HATABIERS SR TR ZUEFS, BRI fREE, (HSEI7EA] TA T RSU {1k
RIS S AIRSU 5 TA &F SRR mAUAIES
B A4 UE T R G
WTaa MFIRES XA FA S ERE FIHTA B TA AR S E RS S0l TA AT, AT
LA BT A B0 AR S 0K R TA IO A5EIE, BIW 133 ARETSE afk
AR FH PP A AL S RIS B
BETREA MR AP A FIHHEIOREER] A VIR GMECH TARZRY T REAMEL . GM YoE BEA MRS
W22 AT A SHERGETEHR th GM 7R, GM RHIESE Sy WA TR, B AERES, AT
K LU 4. RSU BETCVEMAE T Rk % BESfE
NN BRI L SRIRREAN T 2R
Fofls WAUFBAIME. Mt TA WEMES h TA MR LA TA RIRGIEE SFHRme HARTT R T A
AR A5 SeEEA N B R AR S [l BT, Qscik
(EaE=8755 B, SFEI AU A TA R (1918 B2 41675 A dil
kAL A8 ME— 4% FHRIIRE

ANIE—FR TR B 1R A €0 S O, 1 s S ]
IS H, AT S IE X S SRR RN E)
DA e M7 R AR, BN A
AL AR 2R EEHGIMEU R ME A, RAR
UF P e, (FSR T A ARSI B AR L R A
3.5 SRttt
F1MNE. B0Bafa. B4, Bt
TEORERME . SRR R RS T T, ARSI K
) VANET [ 4 82 N IAUE T R T Le o, A
e 0 B SN [ 220 S I 22 5

4 HERIE

7E VANET 2 AN IAUFSI Py, e PR
e 2 ANEZEHbR, HA BRRACRY [ (L4
B FENNUE LT3R, I 46 5 G B AL AN
PLEFEFA . ASORYET R VANET BE4 A
IUETT RHEAT T 455 ARt R M, ANFIZRAL I O
FAHARBAE 5.

FEASKE X VANET B 44 $ NAUEIIWF I
e A TR Y SRR 7 R BT W b
LART A LR AIE B ORA R 22 A P 1R it b 4% DA IR L
., AR R A>T sSSP R M S
BN NI 2 Y APNEES S ar i = G INTIIR
A8 4 B A 5 T A

B K-

[1] RAYA M, HUBAUX J P. Securing vehicular ad hoc networks[J].
Journal of Computer Security, 2007, 15(1): 39-68.

[2] LU R, LIN X, ZHU H, et al. Ecpp: efficient conditional privacy
preservation protocol for secure vehicular communications[C]//The
27th IEEE Conference on Computer Communications. c2007.

[3] JUNG C D, SUR C, PARK Y, et al. A robust and efficient anony-
mous authentication protocol in VANET([J]. Journal of Communi-
cations & Networks, 2009, 11(6): 607-614.

[4] CHAUM D, VAN HEIST E. Group signatures[C]//Advances in
Cryptology-Eurocrypt'91. ¢1991: 257-265.

[5] CHAURASIA B K, VERMA S, BHASKER S M. Message broad-
cast in VANET using group signature[C]//The 4th Wireless Com-
munication and Sensor Networks. ¢2008: 131-136.

[6] CAMENISCH J, STADLER M. Efficient group signature schemes
for large groups[C]//Advances in Cryptology-CRYPTO0'97.c1997:
410-424.

[7] CHEN X, ZHANG F, KONIDALA D M, et al. A new ID-based
group signature scheme from bilinear pairings[C]/The Interna-
tional Workshop on Information Security Applications. ¢2003:
585-592.

[8] BRESSON E, STERN J, SZYDLO M. Threshold ring signatures
and applications to ad hoc groups[C]//Advances in Cryptology.
€2002: 465-480.

[9] CHOW S SM, HUIL CK, YIU S M. Identity based threshold ring

signature[C]//ICISC. c2004: 1-15.

SAMPIGETHAYA K, LI M, HUANG L, et al. AMOEBA: robust

location privacy scheme for VANET(J]. IEEE Journal on Selected

Areas in Communications, 2007, 25(8): 1569-1589.

[11] LIN X, SUN X, HO P H, et al. GSIS: a secure and pri-

vacy-preserving protocol for vehicular communications[J]. IEEE

Transactions on Vehicular Technology, 2007, 56(6): 3442-3456.

Y, JKEZE, 200, AR 2R T 5 0 3 2 e sk

[0]. MRS K, 2006, 43(10): 1810-1819.

TIAN'Y, ZHANG Y J, LI Z C. Using the technology of identity

based on cryptography research review[J]. Journal of Computer

Research and Development, 2006 , 43(10): 1810-1819 .

[13] ZHAO S, AGGARWAL A, FROST R, et al. A survey of applica-
tions of identity-based cryptography in mobile ad hoc networks[J].
IEEE Communications. Surveys Tuterials, 2011, 14(2): 380-400.

[14] LU H, LI J, GUIZANI M. A novel ID-based authentication frame-

[10]

[12]

00089-6



«16 -

W% 5 {5 B AR

0524

[15]

[16]

[17]

(18]

[19]

[20]

[21]

work with adaptive privacy preservation for VANETs[C]// Com-
puting, Communications and Applications Conference (ComComAp),
2012. IEEE, ¢2012: 345-350.

LI J, LU H, GUIZANI M. ACPN: A novel authentication frame-
work with conditional privacy-preservation and non-repudiation for
VANET](J]. Parallel & Distributed Systems IEEE Transactions on,
2015, 26(4): 938-948.

SUN J, ZHANG C, ZHANG Y, et al. An identity-based security
system for user privacy in vehicular ad hoc networks[J]. IEEE
Transactions on Parallel & Distributed Systems, 2010, 21(9): 1227-
1239.

BAYAT M, BARMSHOORY M. A secure authentication scheme
for VANETs with batch verification [J]. Wireless Netw, 2015, 21:
1733-1743.

BALDINI G, MAHIEU V, FOVINO I N, et al. Identity-based secu-
rity systems for vehicular ad hoc networks[C]//International Con-
ference on Connected Vehicles and Expo. ¢2013: 672-678.

HE D, ZEADALLY S, XU B, et al. An efficient identity-based
conditional privacy-preserving authentication scheme for vehicular
ad hoc networks[J]. IEEE Transactions on Information Forensics &
Security, 2015, 10(12): 1.

PARUCHURI V, DURRESI A. PAAVE: protocol for anonymous
authentication in vehicular networks using smart cards[C]//IEEE
Global Telecommunications Conference. IEEE, ¢2010: 1-5.
HUANG D, MISRA S, VERMA M, et al. PACP: an efficient

00089-7

pseudonymous authentication-based conditional privacy protocol
for VANET[J]. IEEE Transactions on Intelligent Transportation
Systems, 2011, 12(3): 736 -746.

[22] CHEN C Y, HSU T C, WU T, et al. Anonymous authentication and

key-agreement schemes in vehicular ad hoc networks[J]. Journal of
Internet Technology, 2014, 15(6): 893-902.

EEEN:

BXE (1978-) , W, LA,
HRACK ¥R . LA, FEF
R A W24,

IR (1992-) , 5, WAUME A,
ARACR 2 A, 5T 1) A R 4%
7S



	02

