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Abstract: In order to achieve the efficient and flexible access control for the encrypted data stored in the cloud, an
outsourced attribute-based encryption scheme with policy update was proposed. Based on the standard attrib-
ute-based encryption scheme, the functionality of policy update from delegation for a ciphertext without revealing
any confidential information of the plaintext and private keys by utilizing the techniques of key blinding and out-
sourcing decryption was accomplished. Simultaneously, the decryption overhead for a user to recover the plaintext
was effectively reduced. The scheme supports non-monotonic access structure and can be proved to have selective
IND-CPA security and private key security under standard assumptions, respectively, in the standard model. Com-
pared with similar schemes from literatures, the scheme provides better security and efficiency.
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WG, BiNLE zeZ, , WD"= D, D=
(D, D) =(D;.Dy), F=(FL.F;)=(F.F), ieU
, AV Y TR = (S,D",{D), F'}.,) -

S A, B FENLIEH z,n,7, 1", Z;,

n
ie[nl. r=Yr, &
i=1

A

D’/ — g\_z—r

D)={(ng) s
(&'T),.g"), ig§
F/=(F,F)=(8'T}.,..g"), ieU
Wt AMURE S TR = (S, D7, (D) F) }.oy)) -
4) Phase?2: 52 NMHIREBL. 55 1AM
i) BBt Phase 1 MIA], TF X $RAC W], N
WEPWN, LMW, B Bl
HO. @. O, A HAHMNKFRIE,
5) Challenge : #l&F Bt #F X #2548 2 4
HERMHE M, M, . BIEIMHLER be {0,1},

I

D'=(D]

i1

BB L CT = (4',C,C,C{C}}y) -

Guess : JEMM B BT X it b'e {0,1},
YERXT b B . #b'=b, BiHv=1, 5N
P=e(g,g)": #b'#b, BiH V=0, 5N P&
G, PRENLE I T E .

PRIk, B Rhikfi# DBDH & (3 A
Adv, = Pr[BEJUJj]—%‘

] " — l '— = _l

= EPI[V —V|V—1]+2PI'[V v|v=0] 2‘

=%Pr[b'=b]+lxl—l‘
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24

EIE 2 # DBDH ik L, W] CP-OAB-PRE
J7 SR T AN SCHAA S IND-CPA 241k

MERR SRk S T R AR -

Game,: CP-OAB-PRE J7 Z5¢ T H a5 L
(3 HE IND-CPA ‘A PE B8z o BRERESCHh
CT,=(4",C,C’,C,), Hh C=M,eg 8",

(C.CChe) s R

£

C'=e(g. &)™ C

C'=T', i="Tijiel

i n+i?

XL, be, {01}, s,5€, 2, de, G, d=H(d),

A=Ai, iel cU.

Game, : Pk H % X CT,=(4,C,C,
C,CChy) 111 C'=elg, &)+ de, Z,
C'e, G, HEFELE Game, HlF.

HUE R 1 (FEBI A%, 75 DBDH ¥R, d
5 G, hEENUEI T AT X S, T
s& Game, Y5 Game, TF 5T X 4 o N TR W] AR
DBDH fB# F, 1T PPT BF-X Game, [FIH
JEN] 2T o UFBHIRTEIRGIA, CLA Init . Setup <
Phase 1. Phase?2 . Guess ZENBIYS 2P 1 1AE
HHAH ]

Challenge : BRI BL . BT X 28 2 ANEKI
HE M, M, . B¥SBENER be {01}, Fa&E

Yd=t, wC=Mm, P, C=V= e(g.0)",
C

Ce,G,, C'=C=g°, H{C}., FEHM 1 Pk
BB {C Y, FIREBEE

L 1 R e AR, A, 1E
DBDH 53, £ PPT 8T B Game, I H
JE ] AR, 1 Game, 5 Game, 2 HH AT X 53
(1, Fi&, fFR PPT BUCTF-XUH Game, (MR ]
ZW& 1), MM, CP-OAB-PRE J7 %5 T H %5 %
HAT PR IND-CPA 241k,

E 3 7 CDH AL, ) CP-OAB-PRE
T B HATIER R A A,

WERR (EBEAEAE PPT T X RELIAS 1] 25 A1)
AL PERAEH A, WIAT LA T80k B LIANHT
ZBEIAAERK AR CDH [n)#l. B 15 FHkd% ) A4l
(g.g%.¢"), Hrh, gles% p WG ERSIC,
abe, Z,, Nitkig®, B XHATU DI,

1) Init : FIEHEB. T X RATERAR )
RS S .

2) Setup : RGN B, BWER=g", ffi
Wik ke, Z,, 2 g=g", &Y =e(g”, &) =
e(g, 8"

BBWNLER a0, B.,7,€, Z,,ie U , $HaTR

Ji N E A IS

O#ies, #XT=g%, T, =g",
T2n+i:gb%°

@ ieS , EXT=g", T, =g",
7—'2n+i:gb%°

Bt A IS M PK =(e,2,8,h,Y, T, T,,) o

3) Query Phase: ][ Bl.

© T X WY T B RS S EEH, L
hS=S8",

WARAFAE—A @M 7, WiE jeS HjesS,
BjeS HjeS ARk, KRR B L
W jeS HjeS, MG HALTS.

BBEHLER 1, e, 2, ic U, FBEEEX

i

n n
fo=ab+r, Fo=r,ieUdjy . Br=) F=ab+)
i=1 i=1

j
W D=g"" =g 2 o oy BRI e X
D =(D,,D,),ieU W'F.
a) ie S
ieS, EXD=(g"¢g".g)=(&"T".¢g");
ig S, EXD,=(g"g"",¢g")=(g"T".g") .
b) igeSHi=j
ie S EXD =(8"g"" . g")= (&'}, g
ie S, XD, =(@"g", ¢ = (&'T},.g") -
c) ieSHi=j
r-a -k (l-ak
EXD =@, 8")=@"g " g )=
o (rj'—a)k

(@& T, &) Sl B X ==
J
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NHRIE F, = (F,, F,),ie U K7€ X.
&'y, 87

(An by

g, gh)=

(r-a)

O i=j . X F=@", &7 )=

-k (f-a)k
@"g g " )= T, g7, .
g s ir= 0O
7
B A Y SK = (S,D,{D,,F}..,) -
@ BT X WX T B A ST ORI ) g
A T E N EH.
B BENLIEE —ANE M je S°, FFRENLIEHL
0.r.1.17 e, Z,, ieU, EYEWN T de, G,

& d=H(d) . B&EXF=ab+r, . F=r,
ieUjy o W r=Yrf=ab+dr , W D=
i=l1

i=1

y
(D)' = (gz] . ARSI E X D = (D,
D)) icUMTF.

)iz, EXF/=(g"g""" ", g")=
(") h (g s

ieS , XD =(g"gPht, g =
(A WANCODE

ieS, EX D/ = (g'\dr,gdalr['haf’ gdr/) _
(&' ", (")) 5

byi=j, EX D =(g" g, g")=
(&) (Y (g) "™, gy =& T Y,
@), F/=@" ", gy =(g" "
@Y (@)™, (@) =@ T KL @),
o, B X6, =—bdk+6 k .

_ > 6

W D=g O gt B N Bk
Enc(PK,d, A) 1331 C,, , it 0% 4]
= (SsA,sDA,’{Di,’F;,}ieU’D> CA)

@ BT X Wi F B RS S MAMUEE
BEH. S =S, B ¥R FEIR (15 A o
TREMES S WHHSK, , sk S e 1
BRI 1 FMETEMIE. 25S=S", BWILE

RK

S—A

SEL T R 3)ER 2 RS IR .
4) Output - FHHrBL T X Ftx N T

Vet " (I SK . = (S",D,{D,,F},.,,) « B £
IR 5" AR A = i) A( A v) :

ieS igS

BEHLUEDGHE M, WG 23 CT . o WERAEH
PISK . X CT 438 M, Wiy MR Rar

A e(gaD']) e(g’D‘l) ~ANab
e(g,D) —=2i ————=e(g,8)
Hs (T, D,) l_[es eT,,»Dy)

T2, D[] ooy [ w.DbfH=¢",

i=inieS" i="inigS"

hitt, B TR g = (8 ) .

FLL, #HCF X RELUN T 20 Bt A
T SK . o T B RELUR T 20 9% KA CDH
I, 5 CDH [P

4 HEHXTLES

¥Ry CP-OAB-PRE J5 %5 SRk [F1 2% 7
TR, N abE . DhRERIRCR 71
ST, FEIGEEGE e, B A, Uik
T I FRIERE ST, DL R i H - IR 5 B

WIER 1 PR, AT 5 SCIR2, 4107 34T
KI8T AT REATAE I ARl AR R4S B e
B F AR, S RBO T % E G 7 1%
3, A B AR 0 SIS R
AR SRR i 224, TR, AT EHHE
SCEHE A, ERRENR R R At
SCRRLSIX AL T M Eidhs e AP A DGR E, 2%
B AR IIE, (HIL e TSI 4
ANAE T TR R UERA RO . SCRR[2)J7 Ze i) 22 4tk
T ADBDH 53R CTDH 54253 51 Eebr
#Ef¥) DBDH #1 CDH {8, A T7 S 144
PESIETFARUE I B

W 2 Piow, AR E530R12, 41007 %38
WA TR 5 107 450, ReIA I fE
BIAFAE I TE  1 SCHR(181H 77 G a8 F - B ifil 1Y
Vil ik, RISNAFAEIEBERIE I . R3O %
YRFAMUSR A IS, A AR A U A
MR HOS S, X5 SCER18]1 T Rl 1
A T S RAR A, T SCHR[2, 4107 1 2
BRI T B AR X 5
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<48 . W25 1505 e e A 2 2%
*1 R LE
- Hopi et At
R LAY ('3 LAY
SCHR[18] g—17 DPBDHE % IND-CPA — —
SCiR[2] ADBDH #%F IND-CPA CTDH TRzt
SCHR[4] DBDH Pt IND-CPA CBDH Az Atk
RICT % DBDH Pk IND-CPA CDH A At
“—7 TR SCRRA R AAH N 1) 22 A PR o
%2 IhEesE X b
T PARERY) SCREAMO R Sy S R
SCHR[18] AR PAE WIS v E®RE+P
SCHR2] RS et i (n+2)P
SCHR[4] 5117 ) 45 # 3P
E SIS 51195 R 4544 & E

e E AP 3ROSR BOs N MEXTIZ S n 2R g Ik

HERE

AL H B SO () A M P A B 2
(CP-OAB-PRE) 7%, bSR30 U M 3K
%%ﬁ@%%,li%%@%'gﬂ,wﬂﬁﬂ
Ui FH P IR 07 ) 75 3K o 2842 LT 1) P ] fig
(ot ﬁﬁi%@%ﬁﬂW%%&ﬂ,mF
(0 2 PN &N S = S U C X D Y /8
ARIT7 R AR RS 2 B EAE RS T, B
7 AR AT IR 55 245 S 1) S A T A i 2%
MM IE S B AR IR S5 28 AN AT A5 AR 1 1
&, R SCHRRITL, 217097735 0] 3 5500 S fift 2 i
(AVEE Ry 1 T a1 | N NP | T S 11
CP-OAB-PRE /7%
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